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SPECIFICATION 



DA!^ ^ROVIDING SYSTEM AND ME THOD OF SAME 



TECHNICAL FIELD 

The present invention relates to a data providing 
system providing content data and a method of same, a 
data providing apparatus, and a data processing 
apparatus . 

BACKGROUND ART 

There is a data providing system for distributing 
encrypted content data to data processing apparatuses of 
users concluding predetermined contracts and having the 
related data processing apparatuses decrypt and reproduce 
and record the content data. 

As one of such data providing systems, there is the 
conventional EMD (electronic music distribution) system 
for distributing music data. 

Figure 145 is a view of the configuration of a 
conventional EMD system 700. 

In the EMD system 700 shown in Fig. 145, content 
providers 701a and 701b encrypt content data 704a, 704b, 
and 704c and copyright information 705a, 705b, and 705c 
by session key data obtained after mutual certification 
and supply them to a service provider 710 on-line or 



supply by off-line. Here, the copyright information 705a, 
705b, and 705c include for example SCMS (serial copy 
management system) information, electronic watermark 
information requesting burying in the content data, and 
information concerning the copyright requesting burying 
in a transmission protocol of the service provider 710. 

The service provider 710 decrypts the received 
content data 704a, 704b, and 704c and copyright 
information 705a, 705b, and 705c by using the session key 
data . 

Then, the service provider 710 buries the copyright 
information 705a, 705b, and 705c in the content data 
704a, 704b, and 704c decrypted or received off-line to 
produce content data 707a, 707b, and 707c. At this time, 
the service provider 710 changes predetermined frequency 
domains of for example the electronic watermark 
information among the copyright information 705a, 705b, 
and 705c and buries them in the content data 704a, 704b, 
and 704c and buries the SCMS information in a network 
protocol used when transmitting the related content data 
to the user . 

Further, the service provider 710 encrypts the 
content data 707a, 707b, and 707c by using content key 
data Kca, Kcb, and Kcc read out from a key database 706. 
Thereafter, the service provider 710 encrypts a secure 



container 722 storing the encirypted content data 707a, 
707b, and 707c by the session key data obtained after the 
mutual certification and transmits the same to a CA 
(conditional access) module 711 existing in a terminal 
5 709 of the user. 

The CA module 711 decrypts the secure container 722 
by using the session key data. Also, the CA module 711 
receives the content key data Kca, Kcb, and Kcc from the 
key database 706 of the service provider 710 by using a 

10 charge function such as an electronic settlement and CA 

and decrypts them by using the session key data. By this, 
in the terminal 709, it becomes possible to decrypt the 
content data 707a, 707b, and 707c by using the content 
key data Kca , Kcb , and Kcc . 

15 At this time, the CA module 711 performs charge 

processing in units of content, produces charge 
information 721 in accordance with a result of this, and 
encrypts this by the session key data and then transmits 
the same to a right clearing module 720 of the service 

20 provider 710. 

In this case, the CA module 711 collects items to be 
managed by the service provider 710 concerning services 
provided by itself, that is, the contract (update) 
information and the monthly basic fee and other network 

2 5 rent of the users, performs the charge processing in 



un±t:s of the content, and ensure security of a physical 
layer of the network . 

The service provider 710 performs distributes profit 
among the service provider 710 and the content providers 
701a, 701b, and 701c when receiving the charge 
infojnnation 721 from the CA module 711. 

At this time, the profit is distributed from the 
service provider 710 to the content providers 701a, 701b, 
and 701c via for example the JASRAC (Japanese Society for 
Rights of Authors, Composers, and Publishers) . Also, the 
profit of the content provider is distributed to 
copyright owner, an artist, a song writer, and/or 
composer of the related content data and their affiliated 
production companies by the JASRAC . 

Also, in the texrminal 709, when recording the 
content data 707a, 707b, and 707c decrypted by using the 
content key data Kca, Kcb, and Kcc in a RAM type storage 
medium 723 or the like, copying is controlled by 
rewriting SCMS bits of the copyright information 705a, 
705b, and 705c. Namely, on the user side, copying is 
controlled based on the SCMS bits buried in the content 
data 707a, 707b, and 707c to achieve protection of the 
copyright - 

The SCMS prohibits copying of the content data over 
for example two generations . Copying of one generation 



can be carried out without restriction, however, so there 
is a problem of insufficient protection of the copyright 
owner . 

Also, in the EMD system 700, the content data not 
encrypted by the service provider 710 can be technically 
freely handled, so interested parties of the content 
provider 710 must monitor actions etc. of the service 
provider 710, so there are problems in that the load of 
the related monitoring is large and, at the same time, 
there is a high possibility of improper loss of the 
profit of the content provider 701 . 

Also, in the EMD system 700, it is difficult to 
restrict acts of the terminal 709 of the user authorinig 
the content data distributed from the service provider 
710 and redistributing the same to another terminal etc., 
so there is the problem of the improper loss of the 
profit of the content provider 701 . 

DISCLOSURE THE INVENTION 

The present invention was made in consideration with 
the problems of the related art mentioned above and has 
as an object thereof to provide a data providing system 
capable of adequately protecting the profit of right 
holders (interested parties) of the content provider and 
a method of the same . 

Also, another object of the present invention is to 



provide a da 1:3 providing syst:em capable of reducing t:he 
load of Inspection for protecting the profit of the right 
holders of the content provider and a method of the same . 
To solve the problems of the prior art mentioned 
5 above and achieve the above objects, a data providing 
system of a first aspect of the present Invention is 
preferably a data providing system for distributing 

M 

content data from a data providing apparatus to a data 
\f\ processing apparatus and managing the data providing 

fU 10 apparatus and the data processing apparatus by a 

0^ management apparatus , wherein the management apparatus 

produces a key file storing encrypted content key data 
M and encrypted usage control policy data indicating 

handling of the content data, the data providing 
15 apparatus provides the content data encrypted by using 
the content key data, and the data processing apparatus 
decrypts the content key data and the usage control 
policy data stored in the key file and determines the 
handling of the content data based on the related 
20 decrypted usage control policy data. 

The mode of operation of the data providing system 
of the first aspect of the present invention becomes as 
follows . 

In the management apparatus , the key file storing 
2 5 the encrypted content key data and the encrypted usage 



control policy data indicating the handling of the 
content data is produced, and the related key file is 
sent to the data providing apparatus . 

Then, the content data encrypted by using the 
content key data is provided from the data providing 
apparatus to the data processing apparatus. 

Then, in the data processing apparatus, the content 
key data and the usage control policy data stored in the 
key file are decrypted, and the handling of the content 
data is determined based on the related decrypted usage 
control policy data. 

Also, a data providing system of a second aspect of 
the present invention is a data providing system for 
distributing content data from a data providing apparatus 
to a data processing apparatus and managing the data 
providing apparatus and the data processing apparatus by 
a management apparatus , wherein the management apparatus 
produces a key file storing encirypted content key data 
and encrypted usage control policy data indicating 
handling of the content data, the data providing 
apparatus distributes a module storing a content file 
storing the content data encrypted by using the content 
key data and the key file received from the management 
apparatus to the data processing apparatus, and the data 
processing apparatus decrypts the content key data and 



the usage control policy data stored in the distributed 
module and determines the handling of the content data 
based on the related decrypted usage control policy data . 
The mode of operation of the data providing system 
5 of the second aspect of the present invention becomes as 
follows . 

In the management apparatus, the key file storing 
=:0 the encrypted content key data and the encrypted usage 

in control policy data indicating the handling of the 

fy 10 content data is produced. 

v'^ Then, the related produced key file is distributed 

5 

3 . 

!^ from the management apparatus to the data providing 

W apparatus . 

Then, the module storing the content file storing 
15 the content data encrypted by using the content key data 
and the key file received from the management apparatus 
is distributed from the data providing apparatus to the 
data processing apparatus. 

Then, in the data processing apparatus, the content 
20 key data and the usage control policy data stored in the 
distributed module are decrypted, and the handling of the 
content data is determined based on the related decrypted 
usage control policy data. 

A data providing system of a third aspect of the 
2 5 present invention is a data providing system for 
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dlst:r±but:lng cont-ent: da'ta £rom a da1:a providing apparatus 
to a data processing apparatus and managing the data 
providing apparatus and the data processing apparatus by 
a management apparatus, wherein the management apparatus 
5 produces a key file storing encrypted content key data 
and encrypted usage control policy data indicating 
handling of the content data, the data providing 
apparatus distributes a module storing a content file 

j£j containing content data encrypted by using the content 

r^"^ 10 key data and the key file received from the management 

apparatus to the data processing apparatus, and the data 

i=z processing apparatus decrypts the content key data and 

the usage control policy data stored in the distributed 

iZ, module and detearmines the handling of the content data 

15 based on the related decrypted usage control policy data. 

The mode of operation of the data providing system 
of the third aspect of the present invention becomes as 
follows . 

In the management apparatus, the key file storing 
20 the encrypted content key data and the encrypted usage 
control policy data indicating the handling of the 
content data is produced, and the related produced key 
file is sent to the data providing apparatus . 

Then, the module storing the content file containing 
25 the content data encrypted by using the content key data 



and the key file received from the management apparatus 
is distributed from the data providing apparatus to the 
data processing apparatus. 

Then, in the data processing apparatus, the content 
key data and the usage control policy data stored in the 
distributed module are decrypted, and the handling of the 
content data is determined based on the related decrypted 
usage control policy data. 

Also, a data providing system of a fourth aspect of 
the present invention is a data providing system for 
distributing content data from a data providing apparatus 
to a data processing apparatus and managing the data 
providing apparatus and the data processing apparatus by 
a management apparatus , wherein the management apparatus 
produces a key file storing encrypted content key data 
and encrypted usage control policy data indicating 
handling of the content data, the data providing 
apparatus individually distributes the content file 
storing the content data encrypted by using the content 
key data and the key file received from the management 
apparatus to the data processing apparatus, and the data 
processing apparatus decrypts the content key data and 
the usage control policy data stored in the distributed 
key file and determines the handling of the content data 
stored in the distributed content file based on the 
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relat:ed decrypted usage control policy data. 

The mode of operation of the data providing system 
of the fourth aspect of the present invention becomes as 
follows . 

5 In the management apparatus, the key file storing 

the encrypted content key data and the encrypted usage 
control policy data indicating the handling of the 
content data is produced, and the related produced key 
file is sent to the data providing apparatus . 

10 Then, in the data providing apparatus, the content 

file storing the content data encrypted by using the 
content key data and the key file received from the 
management apparatus are distributed. 

Then, in the data processing apparatus, the content 

15 key data and the usage control policy data stored in the 
distributed key file are decrypted, and the handling of 
the content data stored in the distributed content file 
is determined based on the related decrypted usage 
control policy data. 

20 Also, a data providing system of a fifth aspect of 

the present invention is a data providing system for 
distributing content data from a data providing apparatus 
to a data processing apparatus and managing the data 
providing apparatus and the data processing apparatus by 

2 5 a management apparatus, wherein the management apparatus 



- 12 - 

produces a key file storing encrypi:ed conben-t key da'ba 
and encrypted usage control policy data indicating 
handling of the content data and distributes the related 
produced key file to the data processing apparatus, the 
5 data providing apparatus distributes a content file 

storing the content data encrypted by using the content 
key data to the data processing apparatus, and the data 
processing apparatus decrypts the content key data and 
the usage control policy data stored in the distributed 

10 key file and determines the handling of the content data 
stored in the distributed content file based on the 
related decrypted usage control policy data. 

The mode of operation of the data providing system 
of the fifth aspect of the present invention becomes as 

15 follows . 

In the management apparatus, the key file storing 
the encrypted content key data and the encrypted usage 
control policy data indicating the handling of the 
content data is produced. 

20 The related produced key file is distributed from 

the management apparatus to the data processing 
apparatus . 

Also, the content file storing the content data 
encrypted by using the content key data is distributed 
2 5 from the data providing apparatus to the data processing 



apparatius . 

Then, in the data processing apparatus, the content 
key data and the usage control policy data stored in the 
distributed key file are decrypted, and the handling of 
the content data stored in the distributed content file 
is determined based on the related decrypted usage 
control policy data. 

Also, a data providing system of a sixth aspect of 
the present invention is a data providing system for 
distributing content data from a data providing apparatus 
to a data processing apparatus and managing the data 
providing apparatus and the data processing apparatus by 
a management apparatus , wherein the management apparatus 
produces a key file storing encrypted content key data 
and encrypted usage control policy data indicating 
handling of the content data, the data providing 
apparatus distributes a module storing the content data 
encirypted by using the content key data and the key file 
received from the management apparatus to the data 
processing apparatus, and the data processing apparatus 
decrypts the content key data and the usage control 
policy data stored in the distributed module and 
determines the handling of the content data based on the 
related decrypted usage control policy data. 

The mode of operation of the data providing system 



of the sixth aspect of the present invention becomes as 
follows . 

In the management apparatus, the key file storing 
the encrypted content key data and the encrypted usage 
control policy data indicating the handling of the 
content data is produced, and the related produced key 
file is sent to the data providing apparatus. 

Then, the module storing the content data encrypted 
by using the content key data and the key file received 
from the management apparatus is distributed from the 
data providing apparatus to the data processing 
apparatus . 

Then, in the data processing apparatus, the content 
key data and the usage control policy data stored in the 
distributed module are decrypted, and the handling of the 
content data is determined based on the related decrypted 
usage control policy data . 

Also, a data providing system of a seventh aspect of 
the present invention is a data providing system for 
distributing content data from a data providing apparatus 
to a data processing apparatus and managing the data 
providing apparatus and the data processing apparatus by 
a management apparatus , wherein the management apparatus 
produces a key file storing encrypted content key data 
and encrypted usage control policy data indicating 



i 
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handling of the content data, the data providing 
apparatus individually distributes the content data 
encrypted by using the content key data and the key file 
received from the management apparatus to the data 
5 processing apparatus, and the data processing apparatus 
decrypts the content key data and the usage control 
M policy data stored in the distributed key file and 

determines the handling of the distributed content data 

y I 

based on the related decrypted usage control policy data. 
10 The mode of operation of the data providing system 

of the seventh aspect of the present invention becomes as 
Q follows . 

Q In the management apparatus, the key file storing 

the encrypted content key data and the encrypted usage 
15 control policy data indicating the handling of the 

content data is produced, and the related produced key 
file is sent to the data providing apparatus. 

Then, the content data encrypted by using the 
content key data and the key file received from the 
20 management apparatus are individually distributed from 
the data providing apparatus to the data processing 
apparatus . 

Then, in the data processing apparatus, the content 
key data and the usage control policy data stored in the 
25 distributed key file are decrypted, and the handling of 
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the distributed content data Is determined based on the 
related decrypted usage control policy data. 

Also, a data providing system of an eighth aspect of 
the present Invention Is a data providing system for 
5 distributing content data from a data providing apparatus 
to a data processing apparatus and managing the data 
providing apparatus and the data processing apparatus by 
a management apparatus , wherein the management apparatus 
produces a key file storing encrypted content key data 

10 and encrypted usage control policy data Indicating 

handling of the content data and distributes the related 
produced key file to the data processing apparatus, the 
data processing apparatus distributes the content data 
encrypted by using the content key data to the data 

15 processing apparatus, and the data processing apparatus 
decrypts the content key data and the usage control 
policy data stored In the distributed key file and 
determines the handling of the distributed content data 
based on the related decrypted usage control policy data. 

20 The mode of operation of the data providing system 

of the eighth aspect of the present Invention becomes as 
follows . 

In the management apparatus, the key file storing 
the encrypted content key data and the encrypted usage 
25 control policy data Indicating the handling of the 



cont:en'b da-ba Is produced, and -the rela-ted produced key 
file ±s senl: to the data processing apparatus . 

Also, the content data encrypted by using the 
content key data are distributed from the data providing 
apparatus to the data processing apparatus. 

Then, In the data processing apparatus, the content 
key data and the usage control policy data stored In the 
distributed key file are decrypted, and the handling of 
the distributed content data Is determined based on the 
related decrypted usage control policy data . 

Also, a data providing system of a ninth aspect of 
the present Invention Is a data providing system for 
distributing content data from a data providing apparatus 
to a data processing apparatus and managing the data 
providing apparatus and the data processing apparatus by 
a management apparatus , wherein the management apparatus 
produces encrypted content key data and encrypted usage 
control policy data Indicating handling of the content 
data, the data providing apparatus Individually 
distributes the content data encrypted by using the 
content key data, the encrypted content key data received 
from the management apparatus, and the encrypted usage 
control policy data to the data processing apparatus, and 
the data processing apparatus decirypts the distributed 
content key data and the usage control policy data and 
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delzermlnes the handling of the content data stored in the 
distributed content file based on the related decrypted 
usage control policy data . 

The mode of operation of the data providing system 
of the ninth aspect of the present Invention becomes as 
follows . 

In the management apparatus , the encrypted content 
key data and the encrypted usage control policy data 
Indicating the handling of the content data are produced, 
and they are sent to the data providing apparatus . 

Then, the content data encrypted by using the 
content key data and the encrypted content key data and 
the encrypted usage control policy data received from the 
management apparatus are Individually distributed from 
the data providing apparatus to the data processing 
apparatus. _ 

Then, In the data processing apparatus, the 
distributed content key data and the usage control policy 
data are decrypted, and the handling of the content data 
stored In the distributed content file Is determined 
based on the related decrypted usage control policy data. 

Also, a data providing system of a 10th aspect of 
the present Invention Is a data providing system for 
distributing content data from a data providing apparatus 
to a data processing apparatus and managing the data 
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providing apparai:us and the data processing apparatus by 
a management apparatus, wherein the management apparatus 
produces encrypted content key data and encrypted usage 
control policy data indicating handling of the content 
5 data and distributes the same to the data processing 

apparatus, the data providing apparatus distributes the 
content data encrypted by using the content key data to 
^0 the data processing apparatus, and the data processing 

In apparatus decrypts the distributed content key data and 

fU 10 the usage control policy data and determines the handling 

@^ of the distributed content data based on the related 

decrypted usage control policy data . 
jrt The mode of operation of the data providing system 

of the 10th aspect of the present invention becomes as 
15 follows. 

In the management apparatus, the encrypted content 
key data and the encrypted usage control policy data 
indicating the handling of the content data are produced, 
and they are sent to the data processing apparatus . 

20 Also, the content data encrypted by using the 

content key data are distributed from the data providing 
apparatus to the data processing apparatus. 

Then, in the data processing apparatus, the 
distributed content key data and the usage control policy 

25 data are decrypted, and the handling of the distributed 
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cont:ent: dat:a is de'tennxned based on t:he related decrypted 

usage control policy data. 

Also, a data providing system of an 11th aspect of 

the present invention is a data providing system having a 
5 data providing apparatus, a data distribution apparatus, 

a data processing apparatus, and a management apparatus, 

wherein the management apparatus produces a key file 

storing encrypted content key data and encrypted usage 
[n control policy data indicating the handling of the 

ry 10 content data, the data providing apparatus provides the 

[H content data encrypted by using the content key data, the 

data distribution apparatus distributes the provided 
M content data to the data processing apparatus, and the 

M data processing apparatus decrypts the content key data 

15 and the usage control policy data stored in the key file 

and determines the handling of the distributed content 

data based on the related decrypted usage control policy 

data . 

The mode of operation of the data providing system 
20 of the 11th aspect of the present invention becomes as 
follows . 

In the management apparatus, the key file storing 
the encrypted content key data and the encrypted usage 
control policy data indicating the handling of the 
2 5 content data is produced. 
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Then, the content data encrypted by using the 
content key data is provided from the data providing 
apparatus to the data distribution apparatus. 

Then, the provided content data is distributed from 
5 the data distribution apparatus to the data processing 
apparatus . 

^ Then, in the data processing apparatus, the content 

y key data and the usage control policy data stored in the 

'J_ key file are decrypted, and the handling of the 

10 distributed content data is determined based on the 
related decrypted usage control policy data. 
^ Also, a data providing system of a 12th aspect of 

y the present invention is a data providing system for 

^ providing content data from a data providing apparatus to 

15 a data distribution apparatus, distributing the content 
data from the data distribution apparatus to a data 
processing apparatus, and managing the data providing 
apparatus, the data distribution apparatus, and the data 
processing apparatus by a management apparatus, wherein 
20 the management apparatus produces a key file storing 

encrypted content key data and encrypted usage control 
policy data indicating the handling of the content data, 
the data providing apparatus provides a first module 
storing a content file storing the content data encrypted 
2 5 by using the content key data and the key file received 
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from the management apparatus to the data distribution 
apparatus, the data distribution apparatus distributes a 
second module storing the provided content file and the 
key file to the data processing apparatus, and the data 
5 processing apparatus decrypts the content key data and 
the usage control policy data stored in the distributed 
second module and determines the handling of the content 
data stored in the distributed second module based on the 
related decrypted usage control policy data. 
10 The mode of operation of the data providing system 

of the 12th aspect of the present invention becomes as 
follows . 

In the management apparatus, the key file storing 
the encrypted content key data and the encrypted usage 
15 control policy data indicating the handling of the 

content data is produced, and the related produced key 
file is sent to the data providing apparatus . 

Then, the first module storing the content file 
storing the content data encrypted by using the content 
20 key data and the key file received from the management 
apparatus is provided from the data providing apparatus 
to the data distribution apparatus. 

Then, the second module storing the provided content 
file and the key file is distributed from the data 
25 distribution apparatus to the data processing apparatus. 



Then, in the data processing apparatus, the content 
key data and the usage control policy data stored In the 
distributed second module are decirypted, and the handling 
of the content data stored In the distributed second 
module is determined based on the related decrypted usage 
control policy data. 

Also, a data providing system of a 13th aspect of 
the present invention is a data providing system for 
providing content data from a data providing apparatus to 
a data distribution apparatus, distributing the content 
data from the data distribution apparatus to a data 
processing apparatus, and managing the data providing 
apparatus, the data distribution apparatus, and the data 
processing apparatus by a management apparatus, wherein 
the management apparatus produces a key file storing 
encrypted content key data and encrypted usage control 
policy data indicating the handling of the content data, 
the data providing apparatus provides a first module 
storing a content file containing the content data 
encrypted by using the content key data and a key file 
received from the management apparatus to the data 
distribution apparatus, the data distribution apparatus 
distributes a second module storing the provided content 
file to the data processing apparatus, and the data 
processing apparatus decrypts the content key data and 
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the usage control policy data stored in the distributed 
second module and determines the handling of the content 
data stored in the distributed second module based on the 
related decrypted usage control policy data. 
5 Also, a data providing system of a 14th aspect of 

the present invention is a data providing system for 
providing content data from a data providing apparatus to 
['^ a data distribution apparatus, distributing the content 

|i data from the data distribution apparatus to a data 

m 10 processing apparatus, and managing the data providing 

tji apparatus, the data distribution apparatus, and the data 

H processing apparatus by a management apparatus, wherein 

l3 the management apparatus produces a key file storing 

Q encrypted content key data and encrypted usage control 

15 policy data indicating the handling of the content data, 
the data providing apparatus individually distributes a 
content file storing the content data encrypted by using 
the content key data and the key file received from the 
management apparatus to the data distribution apparatus, 
20 the data distribution apparatus individually distributes 
the distributed content file and key file to the data 
processing apparatus, and the data processing apparatus 
decrypts the content key data and the usage control 
policy data stored in the distributed key file and 
25 determines the handling of the content data stored in the 
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dis'trxbu'ted contient: file based on -the relat:ed decrypt:ed 
usage control policy data. 

Also, a data providing system of a 15th aspect of 
the present invention is a data providing system for 
5 distributing content data from a data providing apparatus 
to a data processing apparatus and managing the data 
providing apparatus and the data processing apparatus by 
a managemeixt apparatus , wherein the management apparatus 
iR produces a key file storing encrypted content key data 

ry 10 and encrypted usage control policy data indicating the 

handling of the content data and distributes the related 
produced key file to the data processing apparatus, the 
Jr: data providing apparatus provides a content file storing 

Tz the content data encrypted by using the content key data 

15 to the data distribution apparatus, the data distribution 
apparatus distributes the provided content file to the 
data processing apparatus, and the data processing 
apparatus decrypts the content key data and the usage 
control policy data stored in the distributed key file 
2 0 and determines the handling of the content data stored in 
the distributed content file based on the related 
decrypted usage control policy data. 

Also, a data providing system of a 16th aspect of 
the present invention is a data providing system for 
2 5 providing content data from a data providing apparatus to 
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a data distribution apparatus, distributing the content 
data from the data distribution apparatus to a data 
processing apparatus, and managing the data providing 
apparatus, the data distribution apparatus, and the data 
5 processing apparatus by a management apparatus, wherein 
the management apparatus produces a key file storing 
encrypted content key data and encrypted usage control 
policy data indicating the handling of the content data, 
the data providing apparatus provides a first module 

10 storing the content data encrypted by using the content 
key data and the key file received from the management 
apparatus to the data distribution apparatus , the data 
distribution apparatus distributes a second module 
storing the provided content data and the key file to the 

15 data processing apparatus, and the data processing 

apparatus decrypts the content key data and the usage 
control policy data stored in the distributed second 
module and determines the handling of the content data 
stored in the distributed second module based on the 

20 related decirypted usage control policy data. 

Also, a data providing system of a 17th aspect of 
the present invention is a data providing system for 
providing content data from a data providing apparatus to 
a data distribution apparatus, distributing the content 

25 data from the data distribution apparatus to a data 
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processing apparatus, and managing the data providing 
apparatus, the data distribution apparatus, and the data 
processing apparatus by a management apparatus , wherein 
the management apparatus produces a key file storing 
5 encrypted content key data and encrypted usage control 
policy data indicating the handling of the content data, 
the data providing apparatus individually distributes the 
Hp content data encrypted by using the content key data and 

\Q the key file received from the management apparatus to 

^ 10 the data distribution apparatus, the data distribution 

V' apparatus individually distributes the distributed 

5 

content data and the key file to the data distribution 
apparatus , and the data processing apparatus decrypts the 
2 content key data and the usage control policy data stored 

15 in the distributed key file and determines the handling 
of the distributed content data based on the related 
decrypted usage control policy data. 

Also, a data providing system of an 18th aspect of 
the present invention is a data providing system for 

20 distributing content data from a data providing apparatus 
to a data processing apparatus and managing the data 
providing apparatus and the data processing apparatus by 
a management apparatus , wherein the management apparatus 
produces a key file storing encrypted content key data 

2 5 and encrypted usage control policy data indicating the 
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handling of the content data and distributes the related 
produced key file to the data processing apparatus, the 
data processing apparatus provides the content data 
encrypted by using the content key data to the data 
5 distribution apparatus, the data distribution apparatus 
distributes the provided content data to the data 
processing apparatus, and the data processing apparatus 

r s 

HO decrypts the content key data and the usage control 

policy data stored in the distributed key file and 

y - 

-Ji 10 determines the handling of the distributed content data 

based on the related decrypted usage control policy data. 

Also, a data providing system of a 19th aspect of 
the present invention is a data providing system for 
providing content data from a data providing apparatus to 

15 a . data distribution apparatus, distributing the content 
data from the data distribution apparatus to a data 
processing apparatus, and managing the data providing 
apparatus, the data distribution apparatus, and the data 
processing apparatus by a management apparatus, wherein 

20 the management apparatus provides encrypted content key 
data and encrypted usage control policy data indicating 
the handling of the content data to the data providing 
apparatus , the data providing apparatus individually 
distributes the content data encrypted by using the 

2 5 content key data and the encrypted content key data and 
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the encrypted usage control policy data received from the 
management apparatus to the data distribution apparatus , 
the data distribution apparatus individually distributes 
the distributed content data, the encrypted content key 
5 data, and the encrypted usage control policy data to the 
data distribution apparatus, and the data processing 
apparatus decrypts the distributed content key data and 
the usage control policy data and determines the handling 
of the distributed content data based on the related 

10 decrypted usage control policy data. 

Also, a data providing system of a 20th aspect of 
the present invention is a data providing system for 
providing content data from a data providing apparatus to 
a data distribution apparatus, distributing the content 

15 data from the data distribution apparatus to a data 

processing apparatus, and managing the data providing 
apparatus, the data distribution apparatus, and the data 
processing apparatus by a management apparatus, wherein 
the management apparatus provides encrypted content key 

20 data and encrypted usage control policy data indicating 
the handling of the content data to the data processing 
apparatus, the data providing apparatus provides the 
content data encrypted by using the content key data to 
the data distribution apparatus, the data distribution 

2 5 apparatus distributes the provided content data to the 



# 
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da1:a processing apparatus, and the data processing 
apparatus decrypts the distribute the content key data 
and the usage control policy data and determines the 
handling of the distributed content data based on the 
5 related decirypted usage control policy data. 

Also, a data providing system of a 21st aspect of 
the present invention is a data providing system having a 
Jp data providing apparatus, a data distribution apparatus, 

(n a management apparatus, and a data processing apparatus, 

fy 10 wherein the data providing apparatus provides master 

P source data of content to the management apparatus , the 

H management apparatus manages the data providing 

P apparatus, the data distribution apparatus, and the data 

W processing apparatus, encrypts the provided master source 

r' 

15 data by using content key data to produce content data, 

produces a content file storing the related content data, 
produces a key file storing the encrypted content key 
data and encrypted usage control policy data indicating 
the handling of the content data, and provides the 

20 content file and the key file to the data distribution 
apparatus, the data distribution apparatus distributes 
the provided content file and the key file to the data 
processing apparatus, and the data processing apparatus 
decrypts the content key data and the usage control 

2 5 policy data stored in the distributed key file and 
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determines the handling of the content data stored in the 
distributed content file based on the related decrypted 
usage control policy data. 

Also, a data providing system of a 22nd aspect of 
5 the present invention is a data providing system having a 
data providing apparatus, a data distribution apparatus, 
a management apparatus, and a data processing apparatus, 

\^ 

in wherein the data providing apparatus provides master 

in source data of content to the management apparatus , the 

10 management apparatus manages the data providing 

apparatus, the data distribution apparatus, and the data 
processing apparatus, encrypts the provided master source 
W data by using content key data to produce content data, 

produces a content file storing the related content data, 
15 produces a key file storing the encrypted content key 

data and encrypted usage control policy data indicating 
the handling of the content data, and provides the 
content file to the data distribution apparatus, provides 
the key file to the data processing apparatus , the data 
2 0 distribution apparatus distributes the provided content 
file to the data processing apparatus, and the data 
processing apparatus decrypts the content key data and 
the usage control policy data stored in the distributed 
key file and determines the handling of the content data 
2 5 stored in the distributed content file based on the 



- 32 - 

relabed decrypted usage control policy data . 

Also, a data providing system of a 23rd aspect of 
the present invention is a data providing system having a 
data providing apparatus, a data distribution apparatus, 
5 a management apparatus, and a data processing apparatus, 
wherein the data providing apparatus provides a content 
file storing encrypted content data using content key 
data to the management apparatus , the management 
apparatus manages the data providing apparatus , the data 

10 distribution apparatus, and the data processing 

apparatus, produces a key file storing the encrypted 
content key data and encrypted usage control policy data 
indicating the handling of the content data, and provides 
the content file provided from the data providing 

15 apparatus and the produced key file to the data 

distribution apparatus, the data distribution apparatus 
distributes the provided content file and the key file to 
the data processing apparatus, and the data processing 
apparatus decrypts the content key data and the usage 

20 control policy data stored in the distributed key file 

and deteirmines the handling of the content data stored in 
the distributed content file based on the related 
decrypted usage control policy data . 

Also, a data providing system of a 24th aspect of 

25 the present invention is a data providing system having a 
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dat:a providing apparat:us , a dat:a distribution apparatus, 
a management apparatus, and a data processing apparatus, 
wherein the data providing apparatus provides a content 
file storing encrypted content data using content key 
5 data to the management apparatus , the management 

apparatus manages the data providing apparatus , the data 
distribution apparatus, and the data processing 
apparatus, produces a key file storing the encrypted 
In content key data and encrypted usage control policy data 

rU 10 indicating the handling of the content data, provides the 

If) content file provided from the data providing apparatus 

H to the data distribution apparatus, and provides the 

P produced key file to the data processing apparatus, the 

W data distribution apparatus distributes the provided 

15 content file to the data processing apparatus, and the 
data processing apparatus decrypts the content key data 
and the usc>ge control policy data stored in the provided 
key file and determines the handling of the content data 
stored in the distributed content file based on the 
20 related decrypted usage control policy data. 

Also, a data providing system of a 25th aspect of 
the present invention is a data providing system having a 
data providing apparatus, a data distribution apparatus, 
a management apparatus, a database device, and a data 
25 processing apparatus, wherein the data providing 
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apparat:us encrypts content data by using content key 
data, produces a content file storing the related 
encrypted content data, and stores the related produced 
content file and a key file provided from the management 
5 apparatus in the database device, the management 

apparatus produces the key file storing the encrypted 
content key data and encrypted usage control policy data 
indicating the handling of the content data, and provides 
the related produced key file to the data providing 

10 apparatus, the data distribution apparatus distributes 

the content file and key file obtained from the database 
device to the data processing apparatus, and the data 
processing apparatus decrypts the content key data and 
the usage control policy data stored in the distributed 

15 key file and determines the handling of the content data 
stored in the distributed content file based on the 
related decrypted usage control policy data. 

Also, a data providing system of a 2 6th aspect of 
the present invention is a data providing system having a 

20 data providing apparatus, a data distribution apparatus, 
a management apparatus, a database device, and a data 
processing apparatus, wherein the data providing 
apparatus encrypts content data by using content key 
data, produces a content file storing the related 

25 encrypted content data, and stores the related produced 
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content file in the database device, the management 
apparatus produces the key £ile storing the encrypted 
content key data and encrypted usage control policy data 
indicating the handling of the content data and provides 
5 the related produced key file to the data distribution 
apparatus, the data distribution apparatus distributes 
the content file obtained from the database device and 
the key file provided from the data distribution 
apparatus to the data processing apparatus, and the data 

10 processing apparatus decrypts the content key data and 
the usage control policy data stored in the distributed 
key file and determines the handling of the content data 
stored in the distributed content file based on the 
related decrypted usage control policy data. 

15 Also, a data providing system of a 27th aspect of 

the present invention is a data providing system having a 
data providing apparatus, a data distribution apparatus, 
a management apparatus, a database device, and a data 
processing apparatus , wherein the data providing 

20 apparatus encrypts content data by using content key 
data, produces a content file storing the related 
encrypted content data, and stores the related produced 
content file in the database device, the management 
apparatus produces the key file storing the encrypted 

2 5 content key data and encrypted usage control policy data 
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indicating the handling of the content data and provides 
the related produced key file to the data processing 
apparatus, the data distribution apparatus distributes 
the content file obtained from the database device and 
5 the key file provided from the data distribution 

apparatus to the data processing apparatus, and the data 
processing apparatus decrypts the content key data and 
in the usage control policy data stored in the provided key 

m file and determines the handling of the content data 

fIJ 10 stored in the distributed content file based on the 

p related decrypted usage control policy data. 

Also, a data providing system of a 28th aspect of 

U the present invention is a data providing system having a 

fU 

H plurality of data providing apparatuses, a data 

15 distribution apparatus, a plurality of management 

apparatuses, a database device, and a data processing 
apparatus , wherein the data providing apparatuses encrypt 
content data by using content key data, produce content 
files storing the related encrypted content data, and 
20 store the related produced content files and key files 

provided from corresponding management apparatuses in the 
database device, the management apparatuses produce key 
files storing the encrypted content key data and the 
encrypted usage control policy data indicating the 
2 5 handling of the content data for the content data 
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provided by corresponding dat:a providing apparatuses , and 
provide the related produced key files to corresponding 
data providing apparatuses, the data distribution 
apparatus distributes the content files and key files 
5 obtained from the database device to the data processing 
apparatus, and the data processing apparatus decrypts the 
content key data and the usage control policy data stored 
^fl in the distributed key files and determines the handling 

of the content data stored in the distributed content 
10 files based on the related decrypted usage control policy 
data. 

Also, a data providing system of a 2 9th aspect of 
JT; the present invention is a data providing system having a 

plurality of data providing apparatuses, a data 

15 distribution apparatus, a plurality of management 

apparatuses, a database device, and a data .processing 
apparatus, wherein the data providing apparatuses encrypt 
content data by using content key data, produce content 
files storing the related encrypted content data, and 

20 store the related produced content files in the database 
device, the management apparatuses produce key files 
storing the encrypted content key data and the encrypted 
usage control policy data indicating the handling of the 
content data for the content data provided by 

25 corresponding data providing apparatuses, and provide the 
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related produced key files to the data distribution 
apparatus, the data distribution apparatus distributes 
the content files obtained from the database device and 
the key files provided from the management apparatus to 
5 the data processing apparatus, and the data processing 

1 

] apparatus decrypts the content key data and the usage 

control policy data stored in the distributed key files 

f§ ' ^ . 

If^ and determines the handling of the content data stored xn 

&i 

fU the distributed content files based on the related 

in I 10 decrypted usage control policy data. 

Also, a data providing system of a 30th aspect of 

f? 

fo the present invention is a data providing system having a 

p plurality of data providing apparatuses , a data 

if\ distribution apparatus, a plurality of management 

15 apparatuses, a database device, and a data processing 

apparatus , wherein the data providing apparatuses encrypt 
content data by using content key data, produce content 
files storing the related encrypted content data, and 
store the related produced content files in the database 
20 device, the management apparatuses produce key files 

storing the encrypted content key data and the encrypted 
usage control policy data indicating the handling of the 
content data for the content data provided by 
corresponding data providing apparatuses , and provide the 
25 related produced key files to the data processing 
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appara-tus , the data distribution apparatus distributes 
the content files obtained from the database device to 
the data processing apparatus, and the data processing 
apparatus decrypts the content key data and the usage 
5 control policy data stored in the distributed key files 

and determines the handling of the content data stored in 

^ the distributed content files based on the related 

^ decrypted usage control policy data. 

3" 5=5 

Also, a data providing system of a 31st aspect of 
%J 10 the present invention is a data providing system having a 

3 plurality of data providing apparatuses, a data 

0 distribution apparatus, a plurality of management 

fy apparatuses, a database device, and a data processing 

apparatus , wherein the data providing apparatuses provide 
15 master sources of content data to corresponding 

management apparatuses and. store content files and key 
files received from the related management apparatuses in 
the database, the management apparatuses encrypt the 
master sources received from corresponding data providing 
20 apparatuses by using content key data, produce the 

content files storing the related encrypted content data, 
produce key files storing the encrypted content key data 
and encrypted usage control policy data indicating the 
handling of the content data for the content data 
25 provided by corresponding data providing apparatuses, and 
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send the produced content files and the produced key 
files to corresponding data providing apparatuses, the 
data distribution apparatus distributes the content files 
and key files obtained from the database device to the 
5 data processing apparatus, and the data processing 

apparatus decrypts the content key data and the usage 
control policy data stored in the distributed key files 
and determines the handling of the content data. stored in 
the distributed content files based on the related 

10 decrypted usage control policy data. 

Also, a data providing system of a 32nd aspect of 
the present invention is a data providing system having a 
plurality of data providing apparatuses, a data 
distribution apparatus, a plurality of management 

15 apparatuses, a database device, and a data processing 

apparatus, wherein the data providing apparatuses provide 
master sources of content data to corresponding 
management apparatuses , and store content files received 
from the related management apparatuses in the database , 

20 the management apparatuses encrypt the master sources 

received from corresponding data providing apparatuses by 
using content key data, produce the content files storing 
the related encrypted content data, send the related 
produced content files to the data providing apparatuses , 

2 5 produce key files storing the encrypted content key data 



- 41 - 

and encrypted usage control policy data indicating the 
handling of the content data for the content data 
provided by corresponding data providing apparatuses , and 
send the produced key files to corresponding data 
5 distribution apparatus, the data distribution apparatus 
distributes the content files obtained from the database 
device and the key files provided from the management 
apparatuses to the data processing apparatus, and the 
data processing apparatus decrypts the content key data 

10 and the usage control policy data stored in the 

distributed key files and determines the handling of the 
content data stored in the distributed content files 
based on the related decrypted usage control policy data. 
Also, a data providing system of a 33rd aspect of 

15 the present invention is a data providing system having a 
plurality of data providing apparatuses, a data 
distribution apparatus, a plurality of management 
apparatuses, a database device, and a data processing 
apparatus , wherein the data providing apparatuses provide 

20 master sources of content data to corresponding 

management apparatuses and store content files received 
from the related management apparatuses in the database, 
the management apparatuses encrypt the master sources 
received from corresponding data providing apparatuses by 

25 using content key data, produce the content files storing 
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the related encrypted content data, send the related 
produced content £iles to the data providing apparatuses , 
produce key files storing the encrypted content key data 
and encrypted usage control policy data indicating the 
5 handling of the content data for the content data 

provided by corresponding data providing apparatuses , and 
send the produced key files to the data processing 
apparatus, the data distribution apparatus distributes 
the content files obtained from the database device and 

10 the key files provided from the management apparatuses to 
the data processing apparatus, and the data processing 
apparatus decrypts the content key data and the usage 
control policy data stored in the provided key files and 
determines the handling of the content data stored in the 

15 distributed content files based on the related decrypted 
usage control policy data. 

Also, a data providing method of a first aspect of 
the present invention is a data providing method for 
distributing content data from a data providing apparatus 

2 0 to a data processing apparatus and managing the data 

providing apparatus and the data processing apparatus by 
a management apparatus , wherein the management apparatus 
produces a key file storing encrypted content key data 
and encrypted usage control policy data indicating the 

2 5 handling of the content data, the data providing 
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apparatus provides the content data encrypted by using 
the content key data, and the data processing apparatus 
decrypts the content key data and the usage control 
policy data stored in the key file and determines the 
5 handling of the content data based on the related 
decrypted usage control policy data. 

Also, a data providing method of a second aspect of 
the present invention is a data providing method for 
distributing content data from a data providing apparatus 

10 to a data processing apparatus and managing the data 

providing apparatus and the data processing apparatus by 
a management apparatus, comprising the steps of, in the 
management apparatus, preparing a key file storing 
encrypted content key data and encrypted usage control 

15 policy data indicating the handling of the content data, 
distributing the produced key file from the management 
apparatus to the data providing apparatus, distributing a 
module storing a content file storing the content data 
encrypted by using the content key data and the key file 

20 distributed from the management apparatus from the data 

providing apparatus to the data processing apparatus, and 
in the data processing apparatus, decrypting the content 
key data and the usage control policy data stored in the 
distributed module and determining the handling of the 

2 5 content data based on the related decrypted usage control 
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policy data . 

Also, a data providing method of a third aspect of 
the present invention is a data providing method for 
distributing content data from a data providing apparatus 
5 to a data processing apparatus and managing the data 

providing apparatus and the data processing apparatus by 
a management apparatus, comprising the steps of, in the 
-0 management apparatus, preparing a key file storing 

JfJ encrypted content key data and encrypted usage control 

'^i 10 policy data indicating the handling of the content data, 

in the data providing apparatus, distributing a module 
IZ. storing a content file containing the content data 

encrypted by using the content key data and the key file 
received from the management apparatus to the data 
15 processing apparatus, and in the data processing 

apparatus , decrypting the content key data and the usage 
control policy data stored in the distributed module and 
determining the handling of the content data based on the 
related decrypted usage control policy data. 
20 Also, a data providing method of a fourth aspect of 

the present invention is a data providing method for 
distributing content data from a data providing apparatus 
to a data processing apparatus and managing the data 
providing apparatus and the data processing apparatus by 
2 5 a management apparatus, comprising the steps of, in the 
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management apparatus , preparing a key file storing 
encrypted content key data and encrypted usage control 
policy data indicating the handling of the content data, 
distributing the related key file from the management 
5 apparatus to the data providing apparatus, individually 
distributing a content file storing the content data 
encrypted by using the content key data and the key file 
received from the management apparatus from the data 
providing apparatus to the data processing apparatus, and 

10 in the data processing apparatus, decrypting the content 
key data and the usage control policy data stored in the 
distributed key file and determining the handling of the 
content data stored in the distributed content file based 
on the related decrypted usage control policy data, 

15 Also, a data providing method of a fifth aspect of 

the present invention is a data providing method for 
distributing content data from a data providing apparatus 
to a data processing apparatus and managing the data 
providing apparatus and the data processing apparatus by 

20 a management apparatus, comprising the steps of, in the 
management apparatus, preparing a key file storing 
encrypted content key data and encrypted usage control 
policy data indicating the handling of the content data, 
distributing the related key file from the management 

25 apparatus to the data processing apparatus, distributing 
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policy data . 

Also, a data providing method of a seventh aspect of 
the present invention is a data providing method for 
distributing content data from a data providing apparatus 
5 to a data processing apparatus and managing the data 

providing apparatus and the data processing apparatus by 
a management apparatus, comprising the steps of, in the 
ff management apparatus, preparing a key file storing 

fj encrypted content key data and encrypted usage control 

?5 - 

1'^ 10 policy data indicating the handling of the content data, 

j"' in the data providing apparatus, individually 

distributing the content data encrypted by using the 
content key data and the key file received from the 
management apparatus to the data processing apparatus, 

15 and in the data processing apparatus, decrypting the 

content key data and the usage control policy data stored 
in the distributed key file and determining the handling 
of the distributed content data based on the related 
decrypted usage control policy data . 

20 Also, a data providing method of an eighth aspect of 

the present invention is a data providing method for 
distributing content data from a data providing apparatus 
to a data processing apparatus and managing the data 
providing apparatus and the data processing apparatus by 

25 a management apparatus, comprising the steps of, in the 
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management apparat:us , preparing a key file storing 
encrypted content key data and encrypted usage control 
policy data indicating the handling of the content data, 
distributing the related produced key file to the data 
5 processing apparatus, in the data providing apparatus, 
distributing the content data encrypted by using the 
content key data to the data processing apparatus, and in 
the data processing apparatus, decrypting the content key 
data and the usage control policy data stored in the 

10 distributed key file and determining the handling of the 
distributed content data based on the related decrypted 
usage control policy data . 

Also,, a data providing method of a ninth aspect of 
the present invention is a data providing method for 

15 distributing content data from a data providing apparatus 
to a data processing apparatus and managing the data 
providing apparatus and the data processing apparatus by 
a management apparatus, comprising the steps of, in the 
management apparatus , preparing encrypted content key 

20 data and encrypted usage control policy data indicating 
the handling of the content data, in the data providing 
apparatus , individually distributing the content data 
encrypted by using the content key data and the encrypted 
content key data and the encrypted usage control policy 

2 5 data received from the management apparatus to the data 
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processing apparatus, and in the data processing 
apparatus, decrypting the distributed content key data 
and the usage control policy data and det:ennining the 
handling of the content data stored in the distributed 
5 content file based on the related decrypted usage control 
policy data . 

Also, a data providing method of a 10th aspect of 
the present invention is a data providing method for 
distributing content data from a data providing apparatus 

10 to a data processing apparatus and managing the data 

providing apparatus and the data processing apparatus by 
a management apparatus, comprising the steps of, in the 
management apparatus , preparing encrypted content key 
data and encrypted usage control policy data indicating 

15 the handling of the content data and distributing the 
same to the data processing apparatus, in the data 
providing apparatus , distributing the content data 
encrypted by using the content key data to the data 
processing apparatus, and in the data processing 

20 apparatus, decirypting the distributed content key data 
and the usage control policy data and determining the 
handling of the distributed content data based on the 
related decrypted usage control policy data. 

Also, a data providing method of an 11th aspect of 

2 5 the present invention is a data providing method using a 
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datia providing apparatius^ a data distribution apparatus, 
a data processing apparatus, and a management apparatus, 
comprising the steps of, in the management apparatus, 
preparing a key file storing encrypted content key data 
5 and encrypted usage control policy data indicating the 

handling of the content data, providing the content data 
encrypted by using the content key data from the data 
providing apparatus to the data distribution apparatus, 
in the data distribution apparatus , distributing the 

10 provided content data to the data processing apparatus, 
and in the data processing apparatus, decrypting the 
content key data and the usage control policy data stored 
in the key file and determining the handling of the 
distributed content data based on the related decrypted 

15 usage control policy data. 

Also, a data providing method of a 12th aspect of 
the present invention is a data providing method for 
providing content data from a data providing apparatus to 
a data distribution apparatus, distributing the content 

20 data from the data distribution apparatus to a data 

processing apparatus, and managing the data providing 
apparatus, the data distribution apparatus, and the data 
processing apparatus by a management apparatus , 
comprising the steps of, in the management apparatus, 

2 5 preparing a key file storing encrypted content key data 
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and encrypted usaqe control policy data indicating the 
handling of the content data, distributing the related 
produced key file from the management apparatus to the 
data providing apparatus, providing a first module 
5 storing a content file storing the content data encrypted 
by using the content key data and the key file received 
from the management apparatus from the data providing 
apparatus to the data distribution apparatus, and 
distributing a second module storing the provided content 

10 file and the key file from the data distribution 

apparatus to the data processing apparatus, and in the 
data processing apparatus, decrypting the content key 
data and the usage control policy data stored in the 
distributed second module and determining the handling of 

15 the content data stored in the distributed second module 
based on the related decrypted usage control policy data. 

Also, a data providing method of a 13th aspect of 
the present invention is a data providing method for 
providing content data from a data providing apparatus to 

20 a data distribution apparatus, distributing the content 
data from the data distribution apparatus to a data 
processing apparatus, and managing the data providing 
apparatus, the data distribution apparatus, and the data 
processing apparatus by a management apparatus, 

2 5 comprising the steps of, in the management apparatus. 
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preparing a key file storing encrypted content key data 
and encrypted usage control policy data Indicating the 
handling of the content data. In the data providing 
apparatus, providing a first module storing a content 
5 file containing the content data encrypted by using the 
content key data and a key file received from the 
p management apparatus to the data distribution apparatus , 

ffl In the data distribution apparatus, distributing a second 

tp module storing the provided content file to the data 

N 10 processing apparatus, and In the data processing 

J apparatus, decrypting the content key data and the usage 

W control policy data stored In the distributed second 

module and determining the handling of the content data 
stored In the distributed second module based on the 
15 related decrypted usage control policy data. 

Also, a data providing method of a 14th aspect of 
the present Invention Is a data providing method for 
providing content data from a data providing apparatus to 
a data distribution apparatus, distributing the content 
20 data from the data distribution apparatus to a data 

processing apparatus, and managing the data providing 
apparatus, the data distribution apparatus, and the data 
processing apparatus by a management apparatus, 
comprising the steps of. In the management apparatus, 
25 preparing a key file storing encrypted content key data 
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and encrypted usage control policy data indicating the 
handling of the content data, distributing the produced 
key file from the management apparatus to the data 
providing apparatus, individually distributing a content 
5 file storing the content data encrypted by using the 
content key data and the key file received from the 
management apparatus from the data providing apparatus to 
the data distribution apparatus, individually 
distributing the distributed content file and the key 

10 file from the data distribution apparatus to the data 
distribution apparatus, and in the data processing 
apparatus, decrypting the content key data and the usage 
control policy data stored in the distributed key file 
and determining the handling of the content data stored 

15 in the distributed content file based on the related 
decrypted usage control policy data. 

Also, a data providing method of a 15th aspect of 
the present invention is a data providing method for 
distributing content data from a data providing apparatus 

20 to a data processing apparatus and managing the data 

providing apparatus and the data processing apparatus by 
a management apparatus, comprising the steps of, in the 
management apparatus, preparing a key file storing 
encrypted content key data and encrypted usage control 

25 policy data indicating the handling of the content data. 
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distributing the related produced key file from the 
management apparatus to the data processing apparatus , 
providing a content file storing the content data 
encrypted by using the content key data from the data 
5 providing apparatus to the data distribution apparatus, 
and distributing the provided content file from the data 
distribution apparatus to the data processing apparatus, 
and in the data processing apparatus, decrypting the 
content key data and the usage control policy data stored 
10 in the distributed key file and deteirmining the handling 
of the content data stored in the distributed content 
file based on the related decrypted usage control policy 
data . 

Also, a data providing method of a 16th aspect of 
15 the present invention is a data providing method for 

providing content data from a data providing apparatus to 
a data distribution apparatus, distributing the content 
data from the data distribution apparatus to a data 
processing apparatus, and managing the data providing 
20 apparatus, the data distribution apparatus, and the data 
processing apparatus by a management apparatus, 
comprising the steps of, in the management apparatus, 
preparing a key file storing encrypted content key data 
and encrypted usage control policy data indicating the 
2 5 handling of the content data, in the data providing 
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apparatus, providing a first module storing the content 
data encrypted by using the content key data and the key 
file received from the management apparatus to the data 
distribution apparatus, in the data distribution 
5 apparatus, distributing a second module storing the 
provided content data and the key file to the data 
processing apparatus, and in the data processing 
apparatus , decrypting the content key data and the usage 
control policy data stored in the distributed second 

10 module and determining the handling of the content data 
stored in the distributed second module based on the 
related decrypted usage control policy data. 

Also, a data providing method of a 17th aspect of 
the present invention is a data providing method for 

15 providing content data from a data providing apparatus to 
a data distribution apparatus distributing the content 
data from the data distribution apparatus to a data 
processing apparatus, and managing the data providing 
apparatus, the data distribution apparatus, and the data 

20 processing apparatus by a management apparatus, 

comprising the steps of, in the management apparatus, 
preparing a key file storing encrypted content key data 
and encrypted usage control policy data indicating the 
handling of the content data, in the data providing 

25 apparatus, individually distributing the content data 
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encrypted by using the content key data and the key file 
received from the management apparatus to the data 
distribution apparatus , in the data distribution 
apparatus, individually distributing the distributed 
5 content data and the key file to the data distribution 
apparatus, and in the data processing apparatus, 
decrypting the content key data and the usage control 
S policy data stored in the distributed key file and 

|S determining the handling of the distributed content data 

fit 10 based on the related decrypted usage control policy data. 

m Also, a data providing method of an 18th aspect of 

the present invention is a data providing method for 
t3 distributing content data from a data providing apparatus 

p to a data processing apparatus and managing the data 

15 providing apparatus and the data processing apparatus by 
a management apparatus, comprising the steps of, in the 
management apparatus, preparing a key file storing 
encrypted content key data and encrypted usage control 
policy data indicating the handling of the content data 
20 and distributing the related produced key file to the 
data processing apparatus, in the data providing 
apparatus , providing the content data encrypted by using 
the content key data to the data distribution apparatus , 
in the data distribution apparatus, distributing the 
25 provided content data to the data processing apparatus. 
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and in the data processing apparatus, decrypting the 
content key data and the usage control policy data stored 
in the distributed key file and determining the handling 
of the distributed content data based on the related 
5 decrypted usage control policy data. 

Also, a data providing method of a 19th aspect of 
the present invention is a data providing method for 
providing content data from a data providing apparatus to 
a data distribution apparatus , distributing the content 

10 data from the data distribution apparatus to a data 

processing apparatus, and managing the data providing 
apparatus, the data distribution apparatus, and the data 
processing apparatus by a management apparatus, 
comprising the steps of, in the management apparatus, 

15 providing encrypted content key data and encrypted usage 
control policy data indicating the handling of the 
content data to the data providing apparatus , in the data 
providing apparatus, individually distributing the 
content data encrypted by using the content key data and 

20 the encrypted content key data and the encrypted usage 
control policy data which are received from the 
management apparatus to the data distribution apparatus, 
in the data distribution apparatus, individually 
distributing the distributed content data, the encrypted 

2 5 content key data, and the encrypted usage control policy 
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dat:a to the data distribution apparatus, and In the data 
processing apparatus, decrypting the distributed content 
key data and the usage control policy data and 
determining the handling of the distributed content data 
5 based on the related decrypted usage control policy data. 

Also, a data providing method of a 20th aspect of 
the present invention is a data providing method for 
providing content data from a data providing apparatus to 
a data distribution apparatus, distributing the content 

10 data from the data distribution apparatus to a data 

processing apparatus, and managing the data providing 
apparatus, the data distribution apparatus, and the data 
processing apparatus by a management apparatus, 
comprising the steps of, in the management apparatus, 

15 distributing encrypted content key data and encrypted 

usage control policy data indicating the handling of the 
content data to the data processing apparatus, in the 
data providing apparatus, distributing the content data 
encrypted by using the content key data to the data 

20 distribution apparatus, in the data distribution 

apparatus, distributing the provided content data to the 
data processing apparatus, and in the data processing 
apparatus , decrypting the distributed content key data 
and the usage control policy data and determining the 

2 5 handling of the distributed content data based on the 
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rela-ted decrypted usage control policy data . 

Also, a data providing method of a 21st aspect o£ 
the present invention is a data providing method using a 
data providing apparatus, a data distribution apparatus, 
5 a management apparatus, and a data processing apparatus, 
wherein the data providing apparatus provides master 
source data of content to the management apparatus , the 
management apparatus manages the data providing 
apparatus, the data distribution apparatus, and the data 

10 processing apparatus, encrypts the provided master source 
data by using content key data to produce content data, 
produces a content file storing the related content data, 
produces a key file storing the encrypted content key 
data and encrypted usage control policy data indicating 

15 the handling of the content data, and provides the 

content file and the key file to the data distribution 
apparatus, the data distribution apparatus distributes 
the provided content file and the key file to the data 
processing apparatus, and the data processing apparatus 

20 deczrypts the content key data and the usage control 
policy data stored in the distributed key file and 
determines the handling of the content data stored in the 
distributed content file based on the related decrypted 
usage control policy data. 

25 Also, a data providing method of a 22nd aspect of 



- 60 - 

the present invention is a data providing method using a 
data providing apparatus, a data distribution apparatus, 
a management apparatus, and a data processing apparatus, 
wherein the data providing apparatus provides master 
5 source data of content to the management apparatus , the 
management apparatus manages the data providing 
apparatus, the data distribution apparatus, and the data 
processing apparatus, encarypts the provided master source 

iM 

in data by using content key data to produce content data, 

Mj 10 produces a content file storing the related content data, 

m produces a key file storing the encrypted content key 

data and encrypted usage control policy data indicating 
Q the handling of the content data, and provides the 

Q content file to the data distribution apparatus and 

15 provides the key file to the data processing apparatus, 

the data distribution apparatus distributes the provided 
content file to the data processing apparatus, and the 
data processing apparatus decrypts the content key data 
and the usage control policy data stored in the provided 
20 key file and determines the handling of the content data 
stored in the distributed content file based on the 
related decrypted usage control policy data. 

Also, a data providing method of a 23rd aspect of 
the present invention is a data providing method using a 
25 data providing apparatus, a data distribution apparatus. 
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a management apparatus, and a data processing apparatus, 
wherein the data providing apparatus provides a content 
file storing encrypted content data using content key 
data to the management apparatus , the management 
5 apparatus manages the data providing apparatus , the data 
distribution apparatus, and the data processing 
apparatus, produces a key file storing the encrypted 
content key data and encrypted usage control policy data 
indicating the handling of the content data, provides the 

10 content file provided from the data providing apparatus 
and the produced key file to the data distribution 
apparatus, the data distribution apparatus distributes 
the provided content file and the key file to the data 
processing apparatus, and the data processing apparatus 

15 decrypts the content key data and the usage control 
policy data stored in the distributed key file and 
determines the handling of the content data stored in the 
distributed content file based on the related decrypted 
usage control policy data. 

20 Also, a data providing method of a 24th aspect of 

the present invention is a data providing method using a 
data providing apparatus, a data distribution apparatus, 
a management apparatus, and a data processing apparatus, 
wherein the data providing apparatus provides a content 

2 5 file storing encrypted content data using content key 
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da^a to the management apparatus , the management 
apparatus manages the data providing apparatus , the data 
distribution apparatus, and the data processing 
apparatus, produces a key file storing the encrypted 
5 content key data and encrypted usage control policy data 
indicating the handling of the content data, provides the 
content file provided from the data providing apparatus 
to the data distribution apparatus, and provides the 

iu 

ip. produced key file to the data processing apparatus, the 

flj 10 data distribution apparatus distributes the provided 

m content file to the data processing apparatus, and the 

data processing apparatus decrypts the content key data 
O and the usage control policy data stored in the provided 

Q key file and determines the handling of the content data 

15 stored in the distributed content file based on the 
related decrypted usage control policy data. 

Also, a data providing method of a 25th aspect of 
the present invention is a data providing method using a 
data providing apparatus, a data distribution apparatus, 
20 a management apparatus, a database device, and a data 
processing apparatus, wherein the data providing 
apparatus encrypts content data by using content key 
data, produces a content file storing the related 
encrypted content data, and stores the related produced 
2 5 content file and a key file provided from the management 
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apparat:\is ±n the database device, the management 
apparatus produces a key file storing the encrypted 
content key data and encrypted usage control policy data 
indicating the handling of the content data and provides 
5 the related produced key file to the data providing 

apparatus, the data distribution apparatus distributes 
the content file and key file obtained from the database 
device to the data processing apparatus, and the data 
processing apparatus decrypts the content key data and 

10 the usage control policy data stored in the distributed 
key file and determines the handling of the content data 
stored in the distributed content file based on the 
related decrypted usage control policy data. 

Also, a data providing method of a 2 6th aspect of 

15 the present invention is a data providing method using a 
data providing apparatus, a data distribution apparatus, 
a management apparatus, a database device, and a data 
processing apparatus, wherein the data providing 
apparatus encrypts content data by using content key 

20 data, produces a content file storing the related 

encrypted content data, and stores the related produced 
content file in the database device , the management 
apparatus produces a key file storing the encrypted 
content key data and encrypted usage control policy data 

2 5 indicating the handling of the content data and provides 
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the related produced key file to the data distribution 
apparatus, the data distribution apparatus distributes 
the content file obtained from the database device and 
the key file provided from the data distribution 
5 apparatus to the data processing apparatus, and the data 
processing apparatus decrypts the content key data and 
^ the usage control policy data stored in the distributed 

P key file and determines the handling of the content data 

stored in the distributed content file based on the 
10 related decrypted usage control policy data. 

Also, a data providing method of a 27th aspect of 
the present invention is a data providing method using a 
data providing apparatus, a data distribution apparatus, 
a management apparatus, a database device, and a data 
15 processing apparatus, wherein the data providing 

apparatus encrypts content data by using content key 
data, produces a content file storing the related 
encrypted content data, and stores the related produced 
content file in the database device, the management 
20 apparatus produces a key file storing the encrypted 

content key data and encrypted usage control policy data 
indicating the handling of the content data and provides 
the related produced key file to the data processing 
apparatus, the data distribution apparatus distributes 
2 5 the content file obtained from the database device and 
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-the key file provided from "the datia dxs'trlbu'blon 
apparaiius bo "the daiia processing apparatus, and "the dat:a 
processing apparai^us decrypts the content key data . and 
the usage control policy data stored in the provided key 
file and determines the handling of the content data 
stored in the distributed content file based on the 
related decrypted usage control policy data . 

Also, a data providing method of a 28th aspect of 
the present invention is a data providing method using a 
plurality of data providing apparatuses, a data 
distribution apparatus, a plurality of management 
apparatuses, a database device, and a data processing 
apparatus , wherein the data providing apparatuses encrypt 
content data by using content key data, produce content 
files storing the related encrypted content data, and 
store the related produced content files and key files 
provided from corresponding management apparatuses in the 
database device, the management apparatuses produce the 
key files storing the encrypted content key data and 
encrypted usage control policy data indicating the 
handling of the content data for the content data 
provided by corresponding data providing apparatuses and 
provide the related produced key files to corresponding 
data providing apparatuses, the data distribution 
apparatus distributes the content files and key files 
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obt:alned from i:he dat:abase device "to t:he da'ta processing 
apparat:us, and the data processing apparatus decrypts the 
content key data and the usage control policy data stored 
In the distributed key files and determines the handling 
5 of the content data stored In the distributed content 

files based on the related decrypted usage control policy 
data . 

Also^ a data providing method of a 29th aspect of 
the present Invention Is a data providing method using a 

10 plurality of data providing apparatuses, a data 

distribution apparatus, a plurality of management 
apparatuses, a database device, and a data processing 
apparatus , wherein the data providing apparatuses encrypt 
content data by using content key data, produce content 

15 flies storing the related encrypted content data, and 

store the related produced content files. In the database 
device, thc^ management apparatuses produce the key files 
storing the encirypted content key data and encrypted 
usage control policy data Indicating the handling of the 

20 content data for the content data provided by 

corresponding data providing apparatuses and provide the 
related produced key files to the data distribution 
apparatus, the data distribution apparatus distributes 
the content files obtained from the database device and 

2 5 the key files provided from the management apparatuses to 
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the data processing apparatus and the data processing 
apparatus decrypts the content key data and the usage 
control policy data stored in the distributed key files 
and determines the handling of the content data stored in 
5 the distributed content files based on the related 
decrypted usage control policy data. 

Also, a data providing method of a 30th aspect of 
the present invention is a data providing method using a 
plurality of data providing apparatuses, a data 

10 distribution apparatus, a plurality of management 

apparatuses, a database device, and a data processing 
apparatus , wherein the data providing apparatuses encrypt 
content data by using content key data, produce content 
files storing the related encrypted content data, and 

15 store the related produced content files in the database 
device, the management apparatuses produce the key files 
storing the encrypted content key data and encrypted 
usage control policy data indicating the handling of the 
content data for the content data provided by 

20 corresponding data providing apparatuses and provide the 
related produced key files to the data processing 
apparatus, the data distribution apparatus distributes 
the content files obtained from the database device to 
the data processing apparatus, and the data processing 

2 5 apparatus decrypts the content key data and the usage 
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control policy data stored in the provided key files and 
determines the handling of the content data stored in the 
distributed content files based on the related decrypted 
usage control policy data. 
5 Also, a data providing method of a 31st aspect of 

the present invention is a data providing method using a 
plurality of data providing apparatuses, a data 
distribution apparatus, a plurality of management 
apparatuses, a database device, and a data processing 

10 apparatus, wherein the data providing apparatuses provide 
master sources of content data to corresponding 
management apparatuses and store content files and key 
files received from the related management apparatuses in 
the database , the management apparatuses encrypt the 

15 master sources received from corresponding data providing 
apparatuses by using content key data, produce content 
files storing the related encrypted content data, produce 
key files storing the encrypted content key data and 
encrypted usage control policy data indicating the 

20 handling of the content data for the content data 

provided by corresponding data providing apparatuses , and 
send the produced content files and the produced key 
files to corresponding data providing apparatuses , the 
data distribution apparatus distributes the content files 

2 5 and key files obtained from the database device to the 



- 69 - 



da-ba processing apparat:us, and the data processing 
apparatus decrypts the content key data and the usage 
control policy data stored in the distributed key files 
and determines the handling of the content data stored in 
5 the distributed content files based on the related 
decrypted usage control policy data. 

Also, a data providing method of a 32nd aspect of 

s" s 

Iq the present invention is a data providing method using a 

m plurality of data providing apparatuses, a data 

f\\ 10 distribution apparatus, a plurality of management 

m apparatuses, a database device, and a data processing 

apparatus , wherein the data providing apparatuses provide 
Q master sources of content data to corresponding 

O management apparatuses and store content files received 

15 from the related management apparatuses in the database, 
the management apparatuses encrypt the master sources 
received from corresponding data providing apparatuses by 
using content key data, produce content files storing the 
related encrypted content data, send the related produced 
20 content files to the data providing apparatuses, produce 
key files storing the encrypted content key data and 
encrypted usage control policy data indicating the 
handling of the content data for the content data 
provided by corresponding data providing apparatuses , and 
2 5 send the related produced key files to corresponding data 
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distribution apparatus, the data distribution apparatus 
distributes the content files obtained from the database 
device and key files provided from the management 
apparatuses to the data processing apparatus, and the 
5 data processing apparatus decrypts the content key data 
and the usage control policy data stored in the 
distributed key files and determines the handling of the 
content data stored in the distributed content files 
based on the related decrypted usage control policy data. 

10 Also, a data providing method of a 33rd aspect of 

the present invention is a data providing method using a 
plurality of data providing apparatuses , a data 
distribution apparatus, a plurality of management 
apparatuses, a database device, and a data processing 

15 apparatus, wherein the data providing apparatuses provide 
master sourceis of content data to corresponding 
management apparatuses and store content files received 
from the related management apparatuses in the database, 
the management apparatuses encrypt the master sources 

20 received from corresponding data providing apparatuses by 
using content key data, produce content files storing the 
related encrypted content data, send the related produced 
content files to the data providing apparatuses, produce 
key files storing the encrypted content key data and 

2 5 encrypted usage control policy data indicating the 
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handling of the content data for the content data 
provided by corresponding data providing apparatuses, and 
provide the related produced key files to the data 
processing apparatus, the data distribution apparatus 
5 distributes the content files obtained from the database 
device to the data processing apparatus, and the data 
processing apparatus decrypts the content key data and 
^ the usage control policy data stored in the provided key 

files and determines the handling of the content data 

10 stored in the distributed content files based on the 
J related decrypted usage control policy data . 

13 Also, a data providing system of a 34th aspect of 

fU the present invention is a data providing system for 

distributing content data from a data providing apparatus 

15 to a data processing apparatus, wherein the data 

providing apparatus - distributes a module storing the 
content data encrypted by using content key data, the 
encrypted content key data, and encr3fpted usage control 
policy data indicating the handling of the content data 

20 to the data processing apparatus by using a predetermined 
communication protocol in a format not depending upon the 
related communication protocol or by recording the same 
on a storage medium, and the data processing apparatus 
decrypts the content key data and the usage control 

2 5 policy data stored in the distributed module and 



• 
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de1:enn±nes the handling of the content data based on the 
related decrypted usage control policy data. 

The mode of operation of the data providing system 
of the 34th aspect of the present invention becomes as 
5 follows . 

The module storing the content data encrypted by 
using the content key data, the encrypted content key 

O 

data, and the encrypted usage control policy data 
?p indicating the handling of the content data is 

10 distributed from the data providing apparatus to the data 
ifl processing apparatus. 

1^ At this time, the related module is distributed from 

p the data providing apparatus to the data processing 

p apparatus by using a predetermined communication protocol 

15 in a format not depending upon the related communication 
protocol or while being recorded on a storage medium. 

Then, in the data processing apparatus, the content 
key data and the usage control policy data stored in the 
distributed module are decrypted, and the handling of the 
20 content data is determined based on the related decrypted 
usage control policy data . 

In this way, by storing the usage control policy 
data indicating the handling of the related content data 
in the module storing the content data, in the data 
25 processing apparatus, it becomes possible to handle (use) 



the content data based on the usage control policy data 
produced by the Interested parties of the data providing 
apparatus . 

Also, the module is distributed from the data 
providing apparatus to the data processing apparatus in 
the format not depending upon a predetermined 
communication protocol, so a compression method, 
encryption method, etc. of the content data stored in the 
module can be freely determined by the data providing 
apparatus . 

Also, in the data providing system of the 34th 
aspect of the present invention, preferably the module 
further storing signature data for verifying a legitimacy 
of a producer and a transmitter of at least one data 
among the content data, the content key data, and the 
usage control policy data is distributed to the data 
processing apparatus . 

Also, in the data providing system of the 34th 
aspect of the present invention, preferably the data 
providing apparatus distributes the module further 
storing at least one data between data for verifying if 
the related data is not tampered with and signature data 
for verifying if the related data was normally certified 
by a predetermined manager for at least one data among 
the content data, the content key data, and the usage 
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control policy data to the data processing apparatus. 

Also, in the data providing system of the 34th 
aspect of the present invention, preferably the data 
processing apparatus determines a purchase form of the 
5 content data based on the usage control policy data, and 
where the content data is transferred to another data 
processing apparatus , the signature data indicating the 
legitimacy of the purchaser of the related content data 
and the signature data indicating the legitimacy of the 
10 transmitter of the related content data are made 
different . 

A data providing system of 35th aspect of the 
present invention is a data providing system for 
distributing content data from a data providing apparatus 

15 to a data processing apparatus and managing the data 

providing c^pparatus and the data processing apparatus by 
a management apparatus, wherein the management apparatus 
produces a key file storing encrypted content key data 
and encrypted usage control policy data indicating the 

20 handling of the content data, the data providing 

apparatus distributes a module storing a content file 
storing the content data encrypted by using the content 
key data and the key file received from the management 
apparatus to the data processing apparatus by using a 

2 5 predetermined communication protocol in a format not 
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depending upon the related communication protocol or by 
recording the same on a storage medium, and the data 
processing apparatus decirypts the content key data and 
the usage control policy data stored In the distributed 
5 module and determines the handling of the content data 

based on the related decrypted usage control policy data. 

The mode of operation of the data providing system 
of the 35th aspect of the present Invention becomes as 
follows . 

fij 10 In the management apparatus, the key file storing 

yi the encrypted content key data and the encrypted usage 

K- control policy data Indicating the handling of the 

P content data Is produced. 

P Then, the related produced key file Is distributed 

15 from the management apparatus to the data providing 
apparatus . 

Then, the module storing the content file storing 
the content data encrypted by using the content key data 
and the key file received from the management apparatus 

20 Is distributed from the data providing apparatus to the 
data processing apparatus by using a predetermined 
communication protocol but In a format not depending upon 
the related communication protocol or while being 
recorded on a storage medium. 

2 5 Then, In the data processing apparatus, the content 
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key data and the usage control policy data stored in the 
distributed module are decrypted, and the handling o£ the 
content data is determined based on the related decrypted 
usage control policy data. 
5 Also, in the data providing system of the 35th 

aspect of the present invention, preferably the 
management apparatus produces signature data for 
verifying the legitimacy of the producer of the key file 
and produces the key file further storing the related 

10 signature data. 

Also, in the data providing system of the 35th 
aspect of the present invention, preferably the data 
providing apparatus produces the content key data and the 
usage control policy data and transmits the same to the 

15 management apparatus, and the management apparatus 

produces the key file based on the received content key 
data and usage control policy data and registers the 
related produced key file. 

Also, a data providing apparatus of the present 

20 invention is a data providing apparatus which is managed 
by a management apparatus and distributes content data to 
a data processing apparatus, receiving a key file storing 
encrypted content key data and encrypted usage control 
policy data indicating the handling of the content data 

2 5 from the management apparatus and distributing a module 
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storing a content file storing the content data encrypted 
by using the content key data and the key file received 
from the management apparatus to the data processing 
apparatus . 

5 Also, a data processing apparatus of the present 

invention is a data processing apparatus managed by a 
management apparatus and utilizing content data, 
^,0 receiving a module containing a key file storing 

l£l encrypted content key data and encrypted usage control 

J't- 10 policy data indicating the handling of the content data 

V' and a content file storing the content data encrypted by 

tl' using the content key data, determining at least one 

*? z 
^~ 

Jr! between a purchase form and an usage form of the content 

)^ data based on the usage control policy data, and 

15 transmitting a log data indicating the log of the 

determined at least one of the related purchase form and 
usage form to the management apparatus . 

Also, a data providing system of a 36th aspect of 
the present invention is a data providing system for 
20 distributing content data from a data providing apparatus 
to a data processing apparatus and managing the data 
providing apparatus and the data processing apparatus by 
a management apparatus , wherein the management apparatus 
produces a key file storing encrypted content key data 
2 5 and encrypted usage control policy data indicating the 
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handling o£ the content data, the data providing 
apparatus distributes a module storing a content file 
containing the content data encrypted by using the 
content key data and the key file received from the 
5 management apparatus to the data processing apparatus by 
using a predetermined communication protocol in a format 
not depending upon the related communication protocol or 

P 

recording the same on a storage medium, and the data 
W processing apparatus decrypts the content key data and 

10 the usage control policy data stored in the distributed 
module and determines the handling of the content data 
based on the related decrypted usage control policy data. 
Jr; The mode of operation of the data providing system 

Q of the 36th aspect of the present invention becomes as 

15 follows. 

In the management apparatus, the key file storing 
the encrypted content key data and the encrypted usage 
control policy data indicating the handling of the 
content data is produced, and the related key file is 
20 sent to the data providing apparatus. 

Then, the module storing the content file containing 
the content data encrypted by using the content key data 
and the key file received from the management apparatus 
is distributed from the data providing apparatus to the 
2 5 data processing apparatus by using a predetermined 




- 79 - 

communication protocol in a format not depending upon the 
related communication protocol or while being recorded on 
a storage medium. 

Then, in the data processing apparatus, the content 
5 key data and the usage control policy data stored in the 
distributed module are decrypted, and the handling of the 
content data is determined based on the related decrypted 
S usage control policy data . 

Mj Also, a data providing system of a 37th aspect of 

IH 10 the present invention is a data providing system for 

distributing content data from a data providing apparatus 
~ to a data processing apparatus and managing the data 

iTz providing apparatus and the data processing apparatus by 

a management apparatus , wherein the management apparatus 
15 produces a key file storing encrypted content key data 
and encrypted usage control policy data indicating the 
handling of the content data, the data providing 
apparatus individually distributes a content file storing 
the content data encrypted by using the content key data 
20 and the key file received from the management apparatus 

to the data processing apparatus by using a predetermined 
communication protocol but in a format not depending upon 
the related communication protocol or by recording the 
same on a storage medium, and the data processing 
2 5 apparatus decrypts the content key data and the usage 
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control policy data stored in the distributed key file 
and determines the handling of the content data stored in 
the distributed content file based on the related 
decrypted usage control policy data. 
5 The mode of operation of the data providing system 

of the 37th aspect of the present invention becomes as 

_^ follows. In the management apparatus, the key file 

storing the encrypted content key data and the encrypted 

^ usage control policy data indicating the handling of the 

iH 10 content data is produced, and the related key file is 

sent to the data providing apparatus. 

Then, in the data processing apparatus, the content 

flj file storing the content data encrypted by using the 

content key data and the key file received from the 
15 management apparatus are individually distributed to the 
data processing apparatus by using a predeteirmined 
communication protocol but in a format not depending upon 
the related communication protocol or while being 
recorded on a storage medium. 
20 Then, in the data processing apparatus, the content 

key data and the usage control policy data stored in the 
distributed key file are decrypted, and the handling of 
the content data stored in the distributed content file 
is determined based on the related decrypted usage 
2 5 control policy data. 
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Also, a dat:a providing syst:em of a 38th aspect of 
the present invention is a data providing system for 
distributing content data from a data providing apparatus 
to a data processing apparatus and managing the data 
providing apparatus and the data processing apparatus by 
a management apparatus, wherein the management apparatus 
produces a key file storing encrypted content key data 
and encrypted usage control policy data indicating the 
handling of the content data and distributes the related 
produced key file to the data processing apparatus, the 
data providing apparatus distributes a content file 
storing the content data encrypted by using the content 
key data to the data processing apparatus by using a 
predetermined communication protocol but in a format not 
depending upon the related communication protocol or 
recording the same on a storage medium, and the data 
processing apparatus decrypts the content key data and 
the usage control policy data stored in the distributed 
key file and determines the handling of the content data 
stored in the distributed content file based on the 
related decrypted usage control policy data . 

Below, an explanation will be made of the mode of 
operation of the data providing system of the 38th aspect 
of the present invention . 

In the management apparatus, the key file storing 
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the encrypted content key data and the encrypted usage 
control policy data indicating the handling of the 
content data is produced. 

The related produced key file is distributed from 
the managexuent apparatus to the data processing 
apparatus . 

Also, the content file storing the content data 
encrypted by using the content key data is distributed 
from the data providing apparatus to the data processing 
apparatus by using a predetermined communication protocol 
but in a format not depending upon the related 
communication protocol or while being recorded on a 
s tor age mediiim . 

Then, in the data processing apparatus, the content 
key data and the usage control policy data stored in the 
distributed key file are decrypted, and the handling of 
the content data stored in the distributed content file 
is determined based on the related decrypted usage 
control policy data . 

Also, a data providing system of a 39th aspect of 
the present invention is a data providing system for 
distributing content data from a data providing apparatus 
to a data processing apparatus and managing the data 
providing apparatus and the data processing apparatus by 
a management apparatus , wherein the management apparatus 
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produces a key file storing encrypted content key data 
and encrypted usage control policy data indicating the 
handling of the content data, the data providing 
apparatus distributes a module storing the content data 
5 encrypted by using the content key data and the key file 
received from the management apparatus to the data 
processing apparatus by using a predetermined 
communication protocol but in a format not depending upon 
the related communication protocol or recording the same 

10 on a storage medium, and the data processing apparatus 
decrypts the content key data and the usage control 
policy data stored in the distributed module and 
determines the handling of the content data based on the 
related decrypted usage control policy data . 

15 Below, an explanation will be made of the mode of 

operation of the data providing system of the 39th aspect 
of the present invention . 

In the management apparatus, the key file storing 
the encrypted content key data and the encrypted usage 

20 control policy data indicating the handling of the 

content data is produced, and the related key file is 
sent to the data providing apparatus . 

Then, the module storing the content data encrypted 
by using the content key data and the key file received 

2 5 from the management apparatus is distributed from the 
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data providing apparatus to the data processing apparatus 
by using a predetermined communication protocol but in a 
format not depending upon the related communication 
protocol or while being recorded on a storage medivim. 
5 Then, in the data processing apparatus, the content 

key data and the usage control policy data stored in the 
distributed module are decrypted, and the handling of the 
y content data is determined based on the related decrypted 

usage control policy data . 
ji! 10 Also, a data providing system of a 40th aspect of 

the present invention is a data providing system for 
1^ distributing content data from a data providing apparatus 

Q to a data processing apparatus and managing the data 

Q providing apparatus and the data processing apparatus by 

15 a management apparatus, wherein the management apparatus 
produces a key file storing encrypted content key data 
and encrypted usage control policy data indicating the 
handling of the content data, the data providing 
apparatus individually distributes the content data 
20 encrypted by using the content key data and the key file 
received from the management apparatus to the data 
processing apparatus by using a predetermined 
communication protocol but in a format not depending upon 
the related communication protocol or recording the same 
25 on a storage medium, and the data processing apparatus 
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decrypts the content key data and the usage control 
policy data stored in the distributed key file and 
determines the handling of the distributed content data 
based on the related decrypted usage control policy data. 
5 Below, an explanation will be made of the mode of 

operation of the data providing system of the 40th aspect 
of the present invention . 

Iq In the management apparatus, the key file storing 

'KM 

Ij] the encrypted content key data and the encrypted usage 

ry 10 control policy data indicating the handling of the 

W content data is produced, and the related key file is 

H sent to the data providing apparatus . 

y Then, the content data encrypted by using the 

W content key data and the key file received from the 

15 management apparatus are individually distributed from 
the data providing apparatus to the data processing 
apparatus by using a predetermined communication protocol 
but in a format not depending upon the related 
coimnunication protocol or while being recorded on a 
20 s tor age medium . 

Then, in the data processing apparatus, the content 
key data and the usage control policy data stored in the 
distributed key file are decrypted, and the handling of 
the distributed content data is determined based on the 
25 related decrypted usage control policy data. 



• 
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Also, a dat:a providing system of a 41st aspect of 
the present invention is a data providing system for 
distributing content data from a data providing apparatus 
to a data processing apparatus and managing the data 
5 providing apparatus and the data processing apparatus by 
a management apparatus , wherein the management apparatus 
produces a key file storing encrypted content key data 
and encrypted usage control policy data indicating the 
in handling of the content data and distributes the related 

fU 10 produced key file to the data processing apparatus, the 

v= data providing apparatus distributes the content data 

P encrypted by using the content key data to the data 

s<s=? 

^ processing apparatus by using a predetermined 

communication protocol but in a format not depending upon 
15 the related communication protocol or recording the same 
on a storage medium, and the data processing apparatus 
decrypts the content key data and the usage control 
policy data stored in the distributed key file and 
determines the handling of the distributed content data 
20 based on the related decrypted usage control policy data. 

Below, an explanation will be made of the mode of 
operation of the data providing system of the 41st aspect 
of the present invention . 

In the management apparatus, the key file storing 
2 5 the encrypted content key data and the encrypted usage 
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the encrypted usage control policy data received from the 
management apparatus to the data processing apparatus by 
using a predetermined communication protocol but in a 
format not depending upon the related communication 
5 protocol or recording the same on a storage medium, and 
the data processing apparatus decrypts the distributed 
content key data and the usage control policy data and 
determines the handling of the content data stored in the 

{n distributed content file based on the related decrypted 

Py 10 usage control policy data. 

Below, an explanation will be made of the mode of 

H operation of the data providing system of the 42nd aspect 

P of the present invention . 

O In the management apparatus , the encrypted content 

15 key data and the encrypted usage control policy data 

indicating the handling of the content data are produced 
and are sent to the data providing apparatus . 

Then, the content data encrypted by using the 
content key data and the encrypted content key data and 
20 the encrypted usage control policy data received from the 
management apparatus are individually distributed from 
the data providing apparatus to the data processing 
apparatus by using a predetermined communication protocol 
but in a format not depending upon the related 
25 coimnunication protocol or while being recorded on a 
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storage medium. 

Then, in the data processing apparatus, the 
distributed content key data and the usage control policy 
data are decrypted, and the handling of the content data 
5 stored in the distributed content file is determined 

based on the related decrypted usage control policy data. 

Also, a data providing system of a 43rd aspect of 
the present invention is a data providing system for 
distributing content data from a data providing apparatus 

10 to a data processing apparatus and managing the data 

providing apparatus and the data processing apparatus by 
a management apparatus , wherein the management apparatus 
produces encrypted content key data and encrypted usage 
control policy data indicating the handling of the 

15 content data and distributes the same to the data 
processing apparatus, the data providing apparatus 
distributes the content data encrypted by using the 
content key data to the data processing apparatus by 
using a predetermined communication protocol but in a 

2 0 format not depending upon the related communication 

protocol or recording the same on a storage medium, and 
the data processing apparatus decrypts the distributed 
content key data and the usage control policy data and 
determines the handling of the distributed content data 

2 5 based on the related decrypted usage control policy data. 
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Below ^ an explanation will be made of the mode of 
operation of the data providing system of the 43rd aspect 
of the present invention . 

In the management apparatus, the encrypted content 
5 key data and the encrypted usage control policy data 

indicating the handling of the content data are produced 
,^ and are distributed to the data processing apparatus. 

12 Then, the content data encrypted by using the 

I n 

content key data is distributed from the data providing 
10 apparatus to the data processing apparatus by using a 
_ predetermined communication protocol but in a format not 

Q depending upon the related communication protocol or 

while being recorded on a storage medium. 
1^=^ Then, in the data processing apparatus, the 

15 distributed content key data and the usage control policy 
data are decrypted, and the handling of the distribution 
the content data is determined based on the related 
decrypted usage control policy data. 

Also, a data providing system of a 44th aspect of 
20 the present invention is a data providing system having a 
data providing apparatus, a data distribution apparatus, 
and a data processing apparatus, wherein the data 
providing apparatus provides a first module storing 
content data encrypted by using content key data, the 
2 5 encrypted content key data, and encrypted usage control 



- 91 - 

policy data indicating the handling of the content data 
to the data distribution apparatus, the data distribution 
apparatus distributes a second module storing the 
encrypted content data, content key data, and the usage 
5 control policy data stored in the provided first module 

to the data processing apparatus by using a predetermined 
communication protocol but in a format not depending upon 
the related communication protocol or by recording the 
same on a storage medium, and the data processing 

10 apparatus decrypts the content key data and the usage 
control policy data stored in the distributed second 
module and determines the handling of the content data 
based on the related decrypted usage control policy data. 
Below, an explanation will be made of the mode of 

15 operation of the data providing system of the 44th aspect 
of the present invention . 

The first module storing the content data encrypted 
by using the content key data, the encrypted content key 
data, and the encrypted usage control policy data 

20 indicating the handling of the content data is provided 
from the data providing apparatus to the data 
distribution apparatus by for example using a 
predetermined communication protocol but in a format not 
depending upon the related communication protocol or 

25 while being recorded on a storage medium. 
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Next, the second module storing the encrypted 
content data^ content key data, and the usage control 
policy data stored in the provided first module is 
distributed from the data distribution apparatus to the 
5 data processing apparatus by using a predetermined 

communication protocol but in a format not depending upon 
the related communication protocol or while being 
\Q recorded on a storage medixim. 

¥} Then, in the data processing apparatus, the content 

^^ 10 key data and the usage control policy data stored in the 

distributed second module are decrypted, and the handling 
of the content data is determined based on the related 
K decrypted usage control policy data. 

In this way, by storing the usage control policy 
15 data indicating the handling of the related content data 
in the first module and second module storing the content 
data, in the data processing apparatus, it becomes 
possible to have the data processing apparatus perform 
the handling (usage) of the content data based on the 
20 usage control policy data produced by the interested 
parties of the data providing apparatus . 

Also, the second module is distributed from the data 
distribution apparatus to the data processing apparatus 
in a format not depending upon on a predetermined 
25 communication protocol, so the compression method and 
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encryption method etc. of the content data stored in the 
second module can be freely determined by the data 
providing apparatus . 

A data providing system of a 45th aspect of the 
5 present invention is a data providing system for 

providing content data from a data providing apparatus to 
Q a data distribution apparatus, distributing the content 

m data from the data distribution apparatus to a data 

ifi processing apparatus, and managing the data providing 

%l 10 apparatus, the data distribution apparatus, and the data 

5 processing apparatus by a management apparatus, wherein 

y the management apparatus produces a key file storing 

encrypted content key data and encrypted usage control 
-■^ policy data indicating the handling of the content data, 

15 the data providing apparatus provides a first module 

storing a content file storing the content data encrypted 
by using the content key data and the key file received 
from the management apparatus to the data distribution 
apparatus, the data distribution apparatus distributes a 
20 second module storing the provided content file and the 
key file to the data processing apparatus by using a 
predetermined communication protocol but in a format not 
depending upon the related communication protocol or 
recording the same on a storage medium, and the data 
2 5 processing apparatus decrypts the content key data and 




- 94 - 

the usage control policy data stored in the distributed 
second module and deteirmines the handling of the content 
data stored in the distributed second module based on the 
related decrypted usage control policy data . 
5 Below, an explanation will be made of the mode of 

operation of the data providing system of the 45th aspect 
of the present invention . 
iD In the management apparatus, the key file storing 

the encrypted content key data and the encrypted usage 
[■^^ 10 control policy data indicating the handling of the 

content data is produced, and the related key file is 
sent to the data providing apparatus . 
1=1 Then, the first module storing the content file 

2 storing the content data encrypted by using the content 

15 key data and the key file received from the management 
apparatus is provided from the data providing apparatus 
to the data distribution apparatus . 

Then, the second module storing the provided content 
file and the key file is distributed from the data 
20 distribution apparatus to the data processing apparatus 
by using a predeteinnined communication protocol but in a 
format not depending upon the related communication 
protocol or while being recorded on a storage medium. 

Then, in the data processing apparatus, the content 
2 5 key data and the usage control policy data stored in the 



d±st:rlbui:ed second module are decrYpt:ed, and 'bhe handling 
of the content data stored in the distributed second 
module is determined based on the related decrypted usage 
control policy data . 

A data providing system of a 46th aspect of the 
present invention is a data providing system for 
providing content data from a data providing apparatus to 
a data distribution apparatus, distributing the content 
data from the data distribution apparatus to a data 
processing apparatus, and managing the data providing 
apparatus, the data distribution apparatus, and the data 
processing apparatus by a management apparatus, wherein 
the management apparatus produces a key file storing 
encrypted content key data and encrypted usage control 
policy data indicating the handling of the content data, 
the data providing apparatus provides a first module 
storing a content file containing the content data 
encrypted by using the content key data and a key file 
received from the management apparatus to the data 
distribution apparatus, the data distribution apparatus 
distributes a second module storing the provided content 
file to the data processing apparatus by using a 
predetermined communication protocol but in a format not 
depending upon the related coimnunication protocol or 
recording the Scune on a storage medivim, and the data 



processing appara'bus decryp'ts t:he con'tent: key datia and 
the usage control policy data stored in the distributed 
second module and determines the handling of the content 
data stored in the distributed second module based on the 
related decrypted usage control policy data. 

Also, a data providing system of a 47th aspect of 
the present invention is a data providing system for 
providing content data from a data providing apparatus to 
a first data distribution apparatus and a second data 
distribution apparatus, distributing the content data 
from the first data distribution apparatus and the second 
data distribution apparatus to a data processing 
apparatus , and managing the data providing apparatus , the 
first data distribution apparatus, the second data 
distribution apparatus, and the data processing apparatus 
by a management apparatus, wherein the management 
apparatus produces a key file storing encrypted content 
key data and encrypted usage control policy data 
indicating the handling of the content data, the data 
providing apparatus provides a first module storing a 
content file storing the content data encirypted by using 
the content key data and the key file received from the 
management apparatus to the first data distribution 
apparatus and the second data distribution apparatus, the 
first data distribution apparatus distributes a second 



module storing the provided content file and the key file 
to the data processing apparatus, the second data 
distribution apparatus distributes a third module storing 
the provided content file and the key file to the data 
processing apparatus, and the data processing apparatus 
decrypts the content key data and the usage control 
policy data stored in the distributed second module and 
the third module and deteinnines the handling of the 
content data based on the related decrypted usage control 
policy data. 

Also, a data providing system of a 48th aspect of 
the present invention is a data providing system for 
providing first content data from a first data providing 
apparatus to a data distribution apparatus, providing 
second content data from a second data providing 
apparatus to the data distribution apparatus, 
distributing the content data from the data distribution 
apparatus to a data processing apparatus, and managing 
the first data providing apparatus, the second data 
providing apparatus, the data distribution apparatus, and 
the data processing apparatus by a management apparatus, 
wherein the management apparatus produces a first key 
file storing an encrypted first content key data and an 
encrypted first usage control policy data indicating the 
handling of the first content data and a second key file 
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storing an encrypted second content key data and an 
encrypted second usage control policy data indicating the 
handling of the second content data, the first data 
providing apparatus provides a first module storing a 
5 first content file storing the first content data 

encrypted by using the first content key data and the 
first key file received from the management apparatus to 
^ the data distribution apparatus, the second data 

JfJ providing apparatus provides a second module storing a 

L^j 10 second content file storing the second content data 

I' encrypted by using the second content key data and the 

?3 second key file received from the management apparatus to 

py the data distribution apparatus, the data distribution 

|i apparatus distributes a third module storing the provided 

15 first content file, the first key file, the second 
content file, and the second key file to the data 
processing apparatus, and the data processing apparatus 
decrypts the first content key data, the second content 
key data, the first usage control policy data, and the 
20 second usage control policy data stored in the 

distributed third module, determines the handling of the 
first content data based on the related decrypted first 
usage control policy data, and determines the handling of 
the second content data based on the related decrypted 
25 second usage control policy data. 



Also^ a daiia providing sys'tem af a 49t:h aspect of 
the present Invention Is a data providing system for 
providing content data from a data providing apparatus to 
a data distribution apparatus, distributing the content 
data from the data distribution apparatus to a data 
processing apparatus, and managing the data providing 
apparatus, the data distribution apparatus, and the data 
processing apparatus by a management apparatus, wherein 
the management apparatus produces a key file storing 
encrypted content key data and encrypted usage control 
policy data indicating the handling of the content data, 
the data providing apparatus individually distributes a 
content file storing the content data encrypted by using 
the content key data and the key file received from the 
management apparatus to the data distribution apparatus, 
the data distribution apparatus individually distributes 
the distributed content file and the key file to the data 
processing apparatus by using a predetermined 
communication protocol but in a format not depending upon 
the related communication protocol or by recording the 
same on a storage medium, and the data processing 
apparatus decrypts the content key data and the usage 
control policy data stored in the distributed key file 
and determines the handling of the content data stored in 
the distributed content file based on the related 
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decrypted usage control policy data. 

Also, a data providing system of a 50th aspect of 
the present invention is a data providing system for 
providing content data from a data providing apparatus to 
a data processing apparatus and managing the data 
providing apparatus and the data processing apparatus by 
a management apparatus , wherein the management apparatus 
produces a key file storing encrypted content key data 
and encrypted usage control policy data indicating the 
handling of the content data and distributes the related 
produced key file to the data processing apparatus , the 
data providing apparatus distributes a content file 
storing the content data encrypted by using the content 
key data to the data distribution apparatus, the data 
distribution apparatus distributes the provided content 
file to the data processing apparatus by using a 
predetermined communication protocol but in a format not 
depending upon the related communication protocol or by 
recording the same on a storage medioam, and the data 
processing apparatus decrypts the content key data and 
the usage control policy data stored in the distributed 
key file and determines the handling of the content data 
stored in the distributed content file based on the 
related decrypted usage control policy data . 

Also, a data providing system of a 51st aspect of 
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the present invention is a data providing system for 
providing content data from a data providing apparatus to 
a data distribution apparatus, distributing the content 
data from the data distribution apparatus to a data 
5 processing apparatus, and managing the data providing 

apparatus, the data distribution apparatus, and the data 
processing apparatus by a management apparatus, wherein 
the management apparatus produces a key file storing 
encrypted content key data and encrypted usage control 

10 policy data indicating the handling of the content data, 
the data providing apparatus provides a first module 
storing the content data encrypted by using the content 
key data and the key file received from the management 
apparatus to the data distribution apparatus, the data 

15 distribution apparatus distributes a second module 

storing the provided content data and the key file to the 
data processing apparatus by using a predetermined 
communication protocol but in a format not depending upon 
the related communication protocol or by recording the 

20 same on a storage medium, and the data processing 

apparatus decrypts the content key data and the usage 
control policy data stored in the distributed second 
module and determines the handling of the content data 
stored in the distributed second module based on the 

2 5 related decrypted usage control policy data. 
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Also^ a da-ta providing system of a 52nd aspect: of 
the present invention is a data providing system for 
providing content data from a data providing apparatus to 
a data distribution apparatus, distributing the content 
data from the data distribution apparatus to a data 
processing apparatus, and managing the data providing 
apparatus, the data distribution apparatus, and the data 
processing apparatus by a management apparatus, wherein 
the management apparatus produces a key file storing 
encrypted content key data and encrypted usage control 
policy data indicating the handling of the content data, 
the data providing apparatus individually distributes the 
content data encrypted by using the content key data and 
the key file received from the management apparatus to 
the data distribution apparatus, the data distribution 
apparatus individually distributes the distributed 
content data and the key file to the data distribution 
apparatus by using a predetermined communication protocol 
but in a format not depending upon the related 
communication protocol or by recording the same on a 
storage medium, and the data processing apparatus 
decrypts the content key data and the usage control 
policy data stored in the distributed key file and 
determines the handling of the distributed content data 
based on the related decrypted usage control policy data . 
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Also, a daba providing system of a 53rd aspect: of 
the present invention is a data providing system for 
providing content data from a data providing apparatus to 
a data processing apparatus, and managing the data 
5 providing apparatus and the data processing apparatus by 
a management apparatus, wherein the management apparatus 
produces a key file storing encrypted content key data 
and encrypted usage control policy data indicating the 
handling of the content data and distributes the related 

10 produced key file to the data processing apparatus, the 
data providing apparatus distributes the content data 
encrypted by using the content key data to the data 
distribution apparatus, the data distribution apparatus 
distributes the provided content data to the data 

15 processing apparatus by using a predetermined 

coimnunication protocol but in a format not depending upon 
the related communication protocol or by recording the 
same on a tutorage medium, and the data processing 
apparatus decrypts the content key data and the usage 

20 control policy data stored in the distributed key file 
and determines the handling of the distributed content 
data based on the related decrypted usage control policy 
data . 

Also, a data providing system of a 54th aspect of 
25 the present invention is a data providing system for 
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providing content data from a data providing apparatus to 
a data distribution apparatus, distributing the content 
data from the data distribution apparatus to a data 
processing apparatus, and managing the data providing 
apparatus, the data distribution apparatus, and the data 
processing apparatus by a management apparatus, wherein 
the management apparatus provides encrypted content key 
data and encrypted usage control policy data indicating 
the handling of the content data to the data providing 
apparatus , the data providing apparatus individually 
distributes the content data encrypted by using the 
content key data and the encrypted content key data and 
the encrypted usage control policy data received from the 
management apparatus to the data distribution apparatus, 
the data distribution apparatus distributes the 
distributed content data, the encrypted content key data, 
and the encrypted usage control policy data to the data 
distribution apparatus by using a predetermined 
communication protocol but in a format not depending upon 
the related communication protocol or recording the same 
on a storage medium, and the data processing apparatus 
decrypts the distributed content key data and the usage 
control policy data and determines the handling of the 
distributed content data based on the related decrypted 
usage control policy data. 



Also , a dat:a providing syst:em of a BS'th aspect: o£ 
the present Invention Is a data providing system for 
providing content data from a data providing apparatus to 
a data distribution apparatus , distributing the content 
data from the data distribution apparatus to a data 
processing apparatus, and managing the data providing 
apparatus, the data distribution apparatus, and the data 
processing apparatus by a management apparatus, wherein 
the management apparatus provides encrypted content key 
data and encrypted usage control policy data Indicating 
the handling of the content data to the data processing 
apparatus , the data providing apparatus provides the 
content data encrypted by using the content key data to 
the data distribution apparatus, the data distribution 
apparatus distributes the distributed provided content 
data to the data processing apparatus by using a 
predetermined communication protocol but in a format not 
depending upon the related communication protocol or 
recording the same on a storage medium, and the data 
processing apparatus decrypts the distributed content key 
data and the usage control policy data and determines the 
handling of the distributed content data based on the 
related decrypted usage control policy data. 

Also, a data providing system of a 56th aspect of 
the present invention is a data providing system having a 
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da^a providing apparat:us, a data distribution apparatus, 
a management apparatus, and a data processing apparatus, 
wherein the data providing apparatus provides master 
source data of content to the management apparatus , the 
5 management apparatus manages the data providing 

apparatus, the data distribution apparatus, and the data 
processing apparatus, encrypts the provided master source 
data by using content key data to produce content data, 
produces a content file storing the related content data, 

10 produces a key file storing the encrypted content key 

data and encrypted usage control policy data indicating 
the handling of the content data, and provides the 
content file and the key file to the data distribution 
apparatus, the data distribution apparatus distributes 

15 the provided content file and the key file to the data 
processing apparatus by using a predetermined 
communication protocol but in a format not depending upon 
the related communication protocol or recording the same 
on a storage medixim, and the data processing apparatus 

20 decrypts the content key data and the usage control 
policy data stored in the distributed key file and 
detezrmines the handling of the content data stored in the 
distributed content file based on the related decrypted 
usage control policy data. 

2 5 Also, in the data providing system of the 56th 
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aspect of the present invention, preferably the 
management apparatus produces a first module storing the 
content file and the key file and provides the related 
first module to the data distribution apparatus, and the 
5 data distribution apparatus produces a second module 

storing the content file and the key file stored in the 
first module and distributes the related second module to 
the data processing apparatus . 

Also, in the data providing system of the 56th 

10 aspect of the present invention, preferably the 

management apparatus has at least one database among a 
database for storing and managing the content file, a 
database for storing and managing the key file, and a 
database for storing and managing the usage control 

15 policy data and centrally manages at least one among the 
content file, the key file, and the usage control policy 
data by using a content identifier uniquely allocated to 
the content data. 

Also, a data providing system of a 57th aspect of 

20 the present invention is a data providing system having a 
data providing apparatus, a data distribution apparatus, 
a management apparatus, and a data processing apparatus, 
wherein the data providing apparatus provides master 
source data of content to the management apparatus , the 

2 5 management apparatus manages the data providing 
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apparatus, the data distribution apparatus, and the data 
processing apparatus, encrypts the provided master source 
data by using content key data to produce content data, 
produces a content file storing the related content data, 
produces a key file storing the encrypted content key 
data and encrypted usage control policy data indicating 
the handling of the content data, and provides the 
content file to the data distribution apparatus and 
provides the key file to the data processing apparatus, 
the data distribution apparatus distributes the provided 
content file to the data processing apparatus by using a 
predetermined communication protocol but in a format not 
depending upon the related communication protocol or 
recording the same on a storage medium, and the data 
processing apparatus decrypts the content key data and 
the usage control policy data stored in the provided key 
file and determines the handling of the content data 
stored in the distributed content file based on the 
related decrypted usage control policy data. 

Also, a data providing system of a 58th aspect of 
the present invention is a data providing system having a 
data providing apparatus, a data distribution apparatus, 
a management apparatus, and a data processing apparatus, 
wherein the data providing apparatus provides a content 
file storing encrypted content data using content key 
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data to the management apparatus , the management 
apparatus manages the data providing apparatus, the data 
distribution apparatus, and the data processing 
apparatus, produces a key file storing the encrypted 
content key data and encrypted usage control policy data 
indicating the handling of the content data, and provides 
the content file provided from the data providing 
apparatus and the produced key file to the data 
distribution apparatus, the data distribution apparatus 
distributes the provided content file and the key file to 
the data processing apparatus by using a predetermined 
communication protocol but in a format not depending upon 
the related communication protocol or by recording the 
same on a storage medium, and the data processing 
apparatus decrypts the content key data and the usage 
control policy data stored in the distributed key file 
and determines the handling of the content data stored in 
the distributed content file based on the related 
decrypted usage control policy data. 

Also, a data providing system of a 59th aspect of 
the present invention is a data providing system having a 
data providing apparatus, a data distribution apparatus, 
a management apparatus, and a data processing apparatus, 
wherein the data providing apparatus provides a content 
file storing encrypted content data using content key 
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da-ba t:o the management: appara'tus , 'the management: 
appara'tus manages t:he dat:a providing apparat:us , the dat:a 
distribution apparatus^ and the data processing 
apparatus, produces a key file storing the encrypted 
5 content key data and encrypted usage control policy data 
indicating the handling of the content data, provides the 
content file provided from the data providing apparatus 
to the data distribution apparatus, and provides the 
produced key file to the data processing apparatus, the 

10 data distribution apparatus distributes the provided 

content file to the data processing apparatus by using a 
predetermined communication protocol but in a format not 
depending upon the related communication protocol or by 
recording the same on a storage medium, and the data 

15 processing apparatus decrypts the content key data and 

the usage control policy data stored in the provided key 
file and detezrmines the handling of the content data 
stored in the distributed content file based on the 
related decrypted usage control policy data . 

20 Also, a data providing system of a 60th aspect of 

the present invention is a data providing system having a 
data providing apparatus, a data distribution apparatus, 
a management apparatus, a database device, and a data 
processing apparatus, wherein the data providing 

25 apparatus encirypts content data by using content key 
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dat:a, produces a content file storing the related 
encrypted content data, and stores the related produced 
content file and a key file provided from the management 
apparatus in the database device, the management 
5 apparatus produces a key file storing the encrypted 

content key data and encrypted usage control policy data 
_ indicating the handling of the content data and provides 

^ the related produced key file to the data providing 

apparatus, the data distribution apparatus distributes 
10 the content file and key file obtained from the database 

tn 

. device to the data processing apparatus by using a 

g predetermined communication protocol but in a format not 

fij depending upon the related communication protocol or 

recording the same on a storage medium, and the data 
15 processing apparatus decrypts the content key data and 
the usage control policy data stored in the distributed 
key file and deteirmines the handling of the content data 
stored in the distributed content file based on the 
related decrypted usage control policy data. 
20 Also, a data providing system of a 61st aspect of 

the present invention is a data providing system having a 
data providing apparatus, a data distribution apparatus, 
a management apparatus , a database device , and a data 
processing apparatus, wherein the data providing 
2 5 apparatus encrypts content data by using content key 



dat:a, produces a content file storing the related 
encrypted content data^ and stores the related produced 
content file in the database device, the management 
apparatus produces a key file storing the encrypted 
content key data and encrypted usage control policy data 
indicating the handling of the content data and provides 
the related produced key file to the data providing 
apparatus, the data distribution apparatus distributes 
the content file obtained from the database device and 
the key file provided from the data distribution 
apparatus to the data processing apparatus by using a 
predetermined communication protocol but in a format not 
depending upon the related communication protocol or 
recording the same on a storage medium, and the data 
processing apparatus decrypts the content key data and 
the usage control policy data stored in the distributed 
key file and determines the handling of the content data 
stored in the distributed content file based on the 
related decrypted usage control policy data . 

Also, a data providing system of a 62nd aspect of 
the present invention is a data providing system having a 
data providing apparatus, a data distribution apparatus, 
a management apparatus , a database device , and a data 
processing apparatus , wherein the data providing 
apparatus encirypts content data by using content key 
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da-ba, produces a 00111:6111: £±le scoring t:he relatied 
encrypted content data, and stores the related produced 
content file in the database device, the management 
apparatus produces a key file storing the encrypted 
5 content key data and encrypted usage control policy data 
indicating the handling of the content data and provides 
the related produced key file to the data processing 
apparatus, the data distribution apparatus distributes 
the content file obtained from the database device to the 

10 data processing apparatus by using a predetermined 

communication protocol but in a format not depending upon 
the related communication protocol or recording the same 
on a storage mediiun, and the data processing apparatus 
decrypts the content key data and the usage control 

15 policy data stored in the provided key file and 

determines the handling of the content data stored in the 
distributed content file based on the related decrypted 
usage control policy data . 

Also, a data providing system of a 63rd aspect of 

20 the present invention is a data providing system having a 
plurality of data providing apparatuses, a data 
distribution apparatus, a plurality of management 
apparatuses, a database device, and a data processing 
apparatus , wherein the data providing apparatuses encrypt 

25 content data by using content key data, produce content 
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files storing the related encrypted content data, and 
store the related produced content files and key files 
provided from corresponding management apparatuses in the 
database device , the management apparatuses produce key 
5 files storing the encrypted content key data and 
encrypted usage control policy data indicating the 
handling of the content data for the content data 
provided by corresponding data providing apparatuses and 
provide the related produced key files to corresponding 

10 data providing apparatuses, the data distribution 

apparatus distributes the content files and key files 
obtained from the database device to the data processing 
apparatus by using a predetermined communication protocol 
but in a foamat not depending upon the related 

15 communication protocol or recording the same on a storage 
medium, and the data processing apparatus decrypts the 
content key data and the usage control policy data stored 
in the distributed key files and determines the handling 
of the content data stored in the distributed content 

20 files based on the related decrypted usage control policy 
data . 

Also, a data providing system of a 64th aspect of 
the present invention is a data providing system having a 
plurality of data providing apparatuses, a data 
25 distribution apparatus, a plurality of management 
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apparatuses, a database device, and a data processing 
apparatus , wherein the data providing apparatuses encrypt 
content data by using content key data, produce content 
files storing the related encrypted content data, and 
5 store the related produced content files in the database 
device, the management apparatuses produce key files 
storing the encrypted content key data and encrypted 
usage control policy data indicating the handling of the 
content data for the content data provided by 

10 corresponding data providing apparatuses and provide the 
related produced key files to the data distribution 
apparatus, the data distribution apparatus distributes 
the content files obtained from the database device and 
the key files provided from the management apparatuses to 

15 the data processing apparatus by using a predetermined 

communication protocol but in a format not depending upon 
the related communication protocol or recording the same 
on a storage medium, and the data processing apparatus 
decrypts the content key data and the usage control 

2 0 policy data stored in the distributed key files and 

determines the handling of the content data stored in the 
distributed content files based on the related decrypted 
usage control policy data. 

Also, a data providing system of a 65th aspect of 

2 5 the present invention is a data providing system having a 
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plurality of data providing apparatuses, a data 
distribution apparatus, a plurality of management 
apparatuses, a database device, and a data processing 
apparatus , wherein the data providing apparatuses encrypt 
5 content data by using content key data, produce content 
files storing the related encrypted content data, and 
store the related produced content files in the database 
device, the management apparatuses produce key files 
storing the encrypted content key data and encrypted 

10 usage control policy data indicating the handling of the 
content data for the content data provided by 
corresponding data providing apparatuses and provide the 
related produced key files to the data processing 
apparatus, the data distribution apparatus distributes 

15 the content files obtained from the database device to 
the data processing apparatus by using a predetermined 
communication protocol but in a format not depending upon 
the related communication protocol or recording the same 
on a storage medium, and the data processing apparatus 

20 decrypts the content key data and the usage control 
policy data stored in the provided key files and 
deteinnines the handling of the content data stored in the 
distributed content files based on the related decrypted 
usage control policy data. 

25 Also, a data providing system of a 66th aspect of 
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the present invention is a data providing system having a 
plurality of data providing apparatuses , a data 
distribution apparatus, a plurality of management 
apparatuses, a database device, and a data processing 
5 apparatus , wherein the data providing apparatuses provide 
master sources of content data to corresponding 
#3 management apparatuses and store content files and key 

m files received from the related management apparatuses in 

in the database, the management apparatuses encrypt the 

=5 = 

10 master sources received from corresponding data providing 
= apparatuses by using content key data, produce content 

E3 files storing the related encrypted content data, produce 

key files storing the encrypted content key data and 
^ encrypted usage control policy data indicating the 

15 handling of the content data for the content data 

provided by corresponding data providing apparatuses , and 
send the produced content files and the produced key 
files to corresponding data providing apparatuses , the 
data distribution apparatus distributes the content files 
20 and key files obtained from the database device to the 
data processing apparatus by using a predetermined 
communication protocol but in a format not depending upon 
the related communication protocol or by recording the 
same on a storage medium, and the data processing 
2 5 apparatus decrypts the content key data and the usage 
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control policy data stored in the distributed key files 
and determines the handling of the content data stored in 
the distributed content files based on the related 
decrypted usage control policy data . 
5 Also, a data providing system of a 67th aspect of 

the present invention is a data providing system having a 
plurality of data providing apparatuses , a data 
distribution apparatus, a plurality of management 
apparatuses, a database device, and a data processing 

10 apparatus, wherein the data providing apparatuses provide 
master sources of content data to corresponding 
management apparatuses and store content files received 
from the related management apparatuses in the database, 
the management apparatuses encrypt the master sources 

15 received from corresponding data providing apparatuses by 
using content key data, produce content files storing the 
related encrypted content data, send the related produced 
content files to the data providing apparatuses, produce 
key files storing the encrypted content key data and 

20 encrypted usage control policy data indicating the 
handling of the content data for the content data 
provided by corresponding data providing apparatuses , and 
send the related produced key files provided from the 
management apparatuses to corresponding data distribution 

25 apparatus, the data distribution apparatus distributes 
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the content files obtained from the database device and 
key files provided from the management apparatuses to the 
data processing apparatus by using a predetermined 
communication protocol but in a format not depending upon 
5 the related communication protocol or by recording the 
same on a storage medium, and the data processing 
apparatus decrypts the content key data and the usage 
control policy data stored in the distributed key files 
and determines the handling of the content data stored in 

10 the distributed content files based on the related 
decrypted usage control policy data. 

Also, a data providing system of a 68th aspect of 
the present invention is a data providing system having a 
plurality of data providing apparatuses, a data 

15 distribution apparatus, a plurality of management 

apparatuses, a database device , and a data processing 
apparatus , wherein the data providing apparatuses provide 
master sources of content data to corresponding 
management apparatuses and store content files received 

20 from the related management apparatuses in the database, 
the management apparatuses encrypt the master sources 
received from corresponding data providing apparatuses by 
using content key data, produce content files storing the 
related encrypted content data, send the related produced 

2 5 content files to the data providing apparatuses, produce 
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key files storing the encrypted content key data and 
encrypted usage control policy data Indicating the 
handling of the content data for the content data 
provided by corresponding data providing apparatuses , and 
5 send the related produced key files to the data 

processing apparatus, the data distribution apparatus 
distributes the content files obtained from the database 
device to the data processing apparatus by using a 
predetermined communication protocol but In a format not 

10 depending upon the related communication protocol or by 
recording the same on a storage medium, and the data 
processing apparatus decrypts the content key data and 
the usage control policy data stored In the distributed 
key files and determines the handling of the content data 

15 stored In the provided content files based on the related 
decrypted usage control policy data. 

Also, a data providing system of a 69th aspect of 
the present Invention Is a data providing system having a 
data providing apparatus, a data distribution apparatus, 

20 and a data processing apparatus, wherein the data 

providing apparatus provides a first module storing 
content data encrypted by using content key data, the 
encrypted content key data, and encrypted usage control 
policy data Indicating the handling of the content data 

2 5 to the data distribution apparatus, performs charge 



- 121 - 

processing in units of the content data based on log data 
received from the data processing apparatus and performs 
a profit distribution processing for distributing the 
profit paid by interested parties of the data processing 
5 apparatus to interested parties of the related data 

providing apparatus and interested parties of the data 
distribution apparatus, the data distribution apparatus 
distributes a second module storing the encrypted content 
data, content key data, and usage control policy data 

10 stored in the provided first module to the data 
processing apparatus by using a predetermined 
communication protocol but in a format not depending upon 
the related communication protocol or by recording the 
same on a storage mediiim, and the data processing 

15 apparatus decrypts the content key data and the usage 
control policy data stored in the distributed module, 
determines the handling of the content data based on the 
related decrypted usage control policy data, produces the 
log data for the handling of the related content data, 
20 and sends the related log data to the data providing 
apparatus . 

Also, a data providing system of a 70th aspect of 
the present- invention is a data providing system having a 
data providing apparatus, a data distribution apparatus, 
2 5 and a management apparatus, wherein the data providing 




- 122 - 

apparatus provides content data, the data distribution 
apparatus distributes the content file provided from the 
data providing apparatus or a content file in accordance 
with the content data provided by the data providing 
5 apparatus provided from the management apparatus to the 
data processing apparatus, and the data processing 
apparatus decrypts the usage control policy data stored 
in a key file received from the data distribution 
apparatus or the management apparatus , determines the 

10 handling of the content data stored in the content file 
received from the data distribution apparatus or the 
management apparatus based on the related decrypted usage 
control policy data, and further distributes the content 
file and key file received from the data distribution 

15 apparatus or the management apparatus to the other data 
processing apparatus. 

Also, a data providing method of a 34th aspect of 
the present invention is a data providing method for 
distributing content data from a data providing apparatus 

20 to a data processing apparatus, comprising the steps of 
distributing a module storing the content data encrypted 
by using content key data, the encrypted content key 
data, and encrypted usage control policy data indicating 
the handling of the content data from the data providing 

25 apparatus to the data processing apparatus by using a 



predetermined communication protocol but in a format not 
depending upon the related communication protocol or 
recording the same on a storage medixim, and in the data 
processing apparatus, decrypting the content key data and 
the usage control policy data stored in the distributed 
module and determining the handling of the content data 
based on the related decrypted usage control policy data . 

Also, a data providing method of a 35h aspect of the 
present invention is a data providing method for 
distributing content data from a data providing apparatus 
to a data processing apparatus and managing the data 
providing apparatus and the data processing apparatus by 
a management apparatus, comprising the steps of, in the 
management apparatus, preparing a key file storing 
encrypted content key data and encrypted usage control 
policy data indicating the handling of the content data, 
distributing the produced key file from the management 
apparatus to the data providing apparatus , and 
distributing a module storing a content file storing the 
content data encrypted by using the content key data and 
the key file distributed from the management apparatus 
from the data providing apparatus to the data processing 
apparatus by using a predetermined communication protocol 
but in a format not depending upon the related 
communication protocol or recording the same on a storage 



medium, and ±n the data processing apparatus, decrypting 
the content key data and the usage control policy data 
stored in the distributed module and determining the 
handling of the content data based on the related 
decrypted usage control policy data. 

Also, a data providing method of a 36th aspect of 
the present invention is a data providing method for 
distributing content data from a data providing apparatus 
to a data processing apparatus and managing the data 
providing apparatus and the data processing apparatus by 
a management apparatus, comprising the steps of, in the 
management apparatus, preparing a key file storing 
encrypted content key data and encrypted usage control 
policy data indicating the handling of the content data, 
in the data providing apparatus, distributing a module 
storing a content file containing the content data 
encrypted by using the content key data and a key file 
received from the management apparatus to the data 
processing apparatus by using a predetermined 
communication protocol but in a format not depending upon 
the related communication protocol or recording the same 
on a storage medium, and in the data processing 
apparatus, decrypting the content key data and the usage 
control policy data stored in the distributed module and 
deteinnining the handling of the content data based on the 
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related decrypted usage control policy data. 

Also, a data providing method of a 37th aspect of 
the present invention is a data providing method for 
distributing content data from a data providing apparatus 
5 to a data processing apparatus and managing the data 

providing apparatus and the data processing apparatus by 
a management apparatus, comprising the steps of, in the 
management apparatus, preparing a key file storing 
encrypted content key data and encrypted usage control 

10 policy data indicating the handling of the content data, 
distributing the related produced key file from the 
management apparatus to the data providing apparatus , and 
individually distributing a content file storing the 
content data encrypted by using the content key data and 

15 the key file distributed from the management apparatus 

from the data providing apparatus to the data processing 
apparatus by using a predeteirmined communication protocol 
but in a format not depending upon the related 
communication protocol or recording the same on a storage 

20 medium, and in the data processing apparatus, decrypting 
the content key data and the usage control policy data 
stored in the distributed key file and determining the 
handling of the content data stored in the distributed 
content file based on the related decrypted usage control 

2 5 policy data. 
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Also, a da-ba providing met:hod of a 38th aspect of 
the present invention is a data providing method for 
distributing content data from a data providing apparatus 
to a data processing apparatus and managing the data 
5 providing apparatus and the data processing apparatus by 
a management apparatus, comprising the steps of, in the 
management apparatus, preparing a key file storing 
encrypted content key data and encrypted usage control 
policy data indicating the handling of the content data, 

10 distributing the related produced key file from the 

management apparatus to the data processing apparatus , 
and distributing a content file storing the content data 
encrypted by using the content key data from the data 
providing apparatus to the data processing apparatus by 

15 using a predetermined communication protocol but in a 
format not depending upon the related communication 
protocol or recording the same on a storage medium, and 
in the data processing apparatus, decrypting the content 
key data and the usage control policy data stored in the 

20 distributed key file and determining the handling of the 
content dat'a stored in the distributed content file based 
on the related decrypted usage control policy data . 

Also, a data providing method of a 39th aspect of 
the present invention is a data providing method for 

2 5 distributing content data from a data providing apparatus 
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t:o a daba processing apparatius and managing "the dat:a 
providing apparatus and the data processing apparatus by 
a management apparatus^ comprising the steps of, in the 
management apparatus, preparing a key file storing 
5 encrypted content key data and encrypted usage control 
policy data indicating the handling of the content data, 
in the data providing apparatus, distributing a module 
storing the content data encrypted by using the content 
key data and the key file received from the management 

10 apparatus to the data processing apparatus by using a 

predetermined communication protocol but in a format not 
depending upon the related communication protocol or 
recording the same on a storage medium, and in the data 
processing apparatus, decrypting the content key data and 

15 the usage control policy data stored in the distributed 
module and determining the handling of the content data 
based on the related decrypted usage control policy data. 

Also, a data providing method of a 40th aspect of 
the present invention is a data providing method for 

20 distributing content data from a data providing apparatus 
to a data processing apparatus and managing the data 
providing apparatus and the data processing apparatus by 
a management apparatus, comprising the steps of, in the 
management apparatus, preparing a key file storing 

25 encrypted content key data and encrypted usage control 
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policy data indicating the handling of the content data, 
in the data providing apparatus, individually 
distributing the content data encrypted by using the 
content key data and the key file received from the 
management apparatus to the data processing apparatus by 
using a predetermined communication protocol but in a 
format not depending upon the related communication 
protocol or recording the same on a storage medium, and 
in the data processing apparatus, decrypting the content 
key data and the usage control policy data stored in the 
distributed key file and determining the handling of the 
distributed content data based on the related decrypted 
usage control policy data . 

Also, a data providing method of a 41st aspect of 
the present invention is a data providing method for 
distributing content data from a data providing apparatus 
to a data processing apparatus and managing the data 
providing apparatus and the data processing apparatus by 
a management apparatus, comprising the steps of, in the 
management apparatus, preparing a key file storing 
encrypted content key data and encrypted usage control 
policy data indicating the handling of the content data 
and distributing the related produced key file to the 
data processing apparatus, in the data providing 
apparatus, distributing the content data encrypted by 



- 129 - 

using the content key data to the data processing 
apparatus by using a predetermined communication protocol 
but in a format not depending upon the related 
communication protocol or recording the same on a storage 
5 medium, and in the data processing apparatus, decrypting 
the content key data and the usage control policy data 
stored in the distributed key file and deteirmining the 
handling of the distributed content data based on the 
related decrypted usage control policy data . 

10 Also, a data providing method of a 42nd aspect of 

the present invention is a data providing method for 
distributing content data from a data providing apparatus 
to a data processing apparatus and managing the data 
providing apparatus and the data processing apparatus by 

15 a management apparatus, comprising the steps of, in the 
management apparatus , preparing encrypted content key 
data and encrypted usage control policy data indicating 
the handling of the content data, in the data providing 
apparatus, individually distributing the content data 

20 encrypted by using the content key data and the encrypted 
content key data and the encrypted usage control policy 
data received from the management apparatus to the data 
processing apparatus by using a predetermined 
communication protocol but in a format not. depending upon 

2 5 the related communication protocol or recording the same 
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on a s'torage medium, and in the data processing 
apparatus, decirypting the distributed content key data 
and the usage control policy data and determining the 
handling of the content data stored in the distributed 
5 content file based on the related decrypted usage control 
policy data. 

P Also, a data providing method of a 43rd aspect of 

W the present invention is a data providing method for 

in 

distributing content data from a data providing apparatus 

5 

^2 10 to a data processing apparatus and managing the data 

providing apparatus and the data processing apparatus by 
a management apparatus, comprising the steps of, in the 
management apparatus, preparing encrypted content key 
data and encrypted usage control policy data indicating 

15 the handling of the content data and distributing the 
same to the data processing apparatus, in the data 
providing apparatus, distributing the content data 
encrypted by using the content key data to the data 
processing apparatus by using a predetermined 

20 communication protocol but in a format not depending upon 
the related communication protocol or recording the same 
on a storage medium, and in the data processing 
apparatus, decrypting the distributed content key data 
and the usage control policy data and determining the 

2 5 handling of the distributed content data based on the 
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relat:ed decirypted usage control policy data. 

Also, a data providing method of a 44th aspect of 
the present invention is a data providing method using a 
data providing apparatus, a data distribution apparatus, 
5 and a data processing apparatus, comprising the steps of 
providing a first module storing content data encrypted 
by using content key data, encrypted the content key 
data, and encrypted usage control policy data indicating 
the handling of the content data from the data providing 

10 apparatus to the data distribution apparatus, 

distributing a second module storing the encrypted 
content data, content key data, and the usage control 
policy data stored in the provided the first module from 
the data distribution apparatus to the data processing 

15 apparatus by using the content key data to the data 
processing apparatus by using a predetezrmined 
communication protocol but in a format not depending upon 
the related communication protocol or recording the same 
on a storage medium, and in the data processing 

20 apparatus, decrypting the content key data and the usage 
control policy data stored in the distributed second 
module and determining the handling of the content data 
based on the related decrypted usage control policy data. 
Also, a data providing method of a 45th aspect of 

2 5 the present invention is a data providing method for 
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providing content data from a data providing apparatus to 
a data distribution apparatus, distributing the content 
data from the data distribution apparatus to a data 
processing apparatus, and managing the data providing 
5 apparatus, the data distribution apparatus, and the data 
processing apparatus by a management apparatus, 
comprising the steps of, in the management apparatus, 
preparing a key file storing encrypted content key data 
and encrypted usage control policy data indicating the 

10 handling of the content data, distributing the related 
produced key file from the management apparatus to the 
data providing apparatus, providing a first module 
storing a content file storing the content data encrypted 
by using the content key data and the key file received 

15 from the management apparatus from the data providing 
apparatus to the data distribution apparatus, and 
distributing a second module storing the provided content 
file and the key file from the data distribution 
apparatus to the data processing apparatus by using a 

20 predetermined communication protocol but in a format not 
depending upon the related communication protocol or 
recording the same on a storage medium, and in the data 
processing apparatus, decrypting the content key data and 
the usage control policy data stored in the distributed 

2 5 second module and determining the handling of the content 
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<lat:a stored in the distributed second module based on the 
related decrypted usage control policy data. 

Also, a data providing method of a 46th aspect of 
the present invention is a data providing method for 
5 providing content data from a data providing apparatus to 
a data distribution apparatus , distributing the content 
_ data from the data distribution apparatus to a data 

V3 processing apparatus, and managing the data providing 

^ apparatus , the data distribution apparatus and the data 

l^z 10 processing apparatus by a management apparatus, 

^'^ comprising the steps of, in the management apparatus, 

l:^, preparing a key file storing encrypted content key data 

and encrypted usage control policy data indicating the 
handling of the content data, in the data providing 
15 apparatus, providing a first module storing a content 

file containing the content data encrypted by using the 
content key data and a key file received from the 
management apparatus to the data distribution apparatus, 
in the data distribution apparatus, distributing a second 
20 module storing the provided content file to the data 
processing apparatus by using a predetermined 
communication protocol but in a format not depending upon 
the related communication protocol or recording the same 
on a storage medium, and in the data processing 
2 5 apparatus, decirypting the content key data and the usage 
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control policy data stored in the distributed second 
module and determining the handling of the content data 
stored in the distributed second module based on the 
related decrypted usage control policy data. 

Also^ a data providing method of a 47th aspect of 
the present invention is a data providing method for 
providing content data from a data providing apparatus to 
a data distribution apparatus, distributing the content 
data from the data distribution apparatus to a data 
processing apparatus, and managing the data providing 
apparatus, the data distribution apparatus, and the data 
processing apparatus by a management apparatus, 
comprising the steps of, in the management apparatus, 
preparing a key file storing encrypted content key data 
and encrypted usage control policy data indicating the 
handling of the content data, distributing the produced 
key file from the management apparatus to the data 
providing apparatus , individually providing a content 
file storing the content data encrypted by using the 
content key data and the key file received from the 
management apparatus from the data providing apparatus to 
the data distribution apparatus by using a predetermined 
communication protocol but in a format not depending upon 
the related communication protocol or recording the same 
on a storage medium, and individually distributing the 
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distributed content file and the key file from the data 
distribution apparatus to the data distribution 
apparatus, and in the data processing apparatus, 
decrypting the content key data and the usage control 
5 policy data stored in the distributed key file and 

determining the handling of the content data stored in 
the distributed content file based on the related 
decrypted usage control policy data . 

Also, a data providing method of a 48th aspect of 

10 the present invention is a data providing method for 

providing content data from a data providing apparatus to 
a data distribution apparatus and managing the data 
providing apparatus and the data processing apparatus by 
a management apparatus, comprising the. steps of, in the 

15 management apparatus, preparing a key file storing 

encrypted content key data and encrypted usage control 
policy data indicating the handling of the content data, 
distributing the related produced key file from the 
management apparatus to the data processing apparatus , 

20 providing a content file storing the content data 

encrypted by using the content key data from the data 
providing apparatus to the data distribution apparatus , 
distributing the provided content file from the data 
distribution apparatus to the data processing apparatus 

25 by using a predetermined communication protocol but in a 
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format not depending upon the related communication 
protocol or recording the same on a storage medium, and 
in the data processing apparatus, decrypting the content 
key data and the usage control policy data stored in the 
5 distributed key file and determining the handling of the 
content data stored in the distributed content file based 
_ on the related decrypted usage control policy data . 

Also, a data providing method of a 49th aspect of 
ifj the present invention is a data providing method for 

10 providing content data from a data providing apparatus to 
a data distribution apparatus, distributing the content 

a . 

^2 data from the data distribution apparatus to a data 

Wi processing apparatus, and managing the data providing 

il apparatus, the data distribution apparatus, and the data 

15 processing apparatus by a management apparatus, 

comprising the steps of, in the management apparatus, 
preparing a key file storing encrypted content key data 
and encrypted usage control policy data indicating the 
handling of the content data, in the data providing 
20 apparatus, providing a first module storing the content 
data encrypted by using the content key data and the key 
file received from the management apparatus to the data 
distribution apparatus, in the data distribution 
apparatus, distributing a second module storing the 
2 5 provided content data and the key file to the data 
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processing apparat:us by using a predetermined 
communication protocol but in a format not depending upon 
the related communication protocol or recording the same 
on a storage medium, and in the data processing 
5 apparatus , decrypting the content key data and the usage 
control policy data stored in the distributed second 
module and determining the handling of the content data 
stored in the distributed second module based on the 
related decrypted usage control policy data. 

10 Also, a data providing method of a 50th aspect of 

the present invention is a data providing method for 
providing content data from a data providing apparatus to 
a data distribution apparatus, distributing the content 
data from the data distribution apparatus to a data 

15 processing apparatus, and managing the data providing 

apparatus, the data distribution apparatus, and the data 
processing apparatus by a management apparatus, 
comprising the steps of, in the management apparatus, 
preparing a key file storing encrypted content key data 

20 and encrypted usage control policy data indicating the 
handling of the content data, in the data providing 
apparatus , individually providing the content data 
encrypted by using the content key data and the key file 
received from the management apparatus to the data 

2 5 distribution apparatus, in the data distribution 
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apparatus, individually distributing the distributed 
content data and the key file to the data distribution 
apparatus by using a predetermined communication protocol 
but in a format not depending upon the related 
communication protocol or recording the same on a storage 
medium, and in the data processing apparatus, decrypting 
the content key data and the usage control policy data 
stored in the distributed key file and determining the 
handling of the distributed content data based on the 
related decrypted usage control policy data. 

Also, a data providing method of a 51st aspect of 
the present invention is a data providing method for 
distributing content data from a data providing apparatus 
to a data processing apparatus and managing the data 
providing apparatus and the data processing apparatus by 
a management apparatus, comprising the steps of, in the 
management apparatus, preparing a key file storing 
encirypted content key data and encrypted usage control 
policy data indicating the handling of the content data 
and distributing the related produced key file to the 
data processing apparatus, in the data providing 
apparatus, providing the content data encrypted by using 
the content key data to the data distribution apparatus, 
in the data distribution apparatus, distributing the 
provided content data to the data processing apparatus. 
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and in the data processing apparatus, decrypting the 
content key data and the usage control policy data stored 
in the distributed key file and determining the handling 
of the distributed content data based on the related 
5 decrypted usage control policy data. 

Also, a data providing method of a 52nd aspect of 
the present invention is a data providing method for 
providing content data from a data providing apparatus to 
a data distribution apparatus, distributing the content 

10 data from the data distribution apparatus to a data 

processing apparatus, and managing the data providing 
apparatus, the data distribution apparatus, and the data 
processing apparatus by a management apparatus, 
comprising the steps of, in the management apparatus, 

15 providing encrypted content key data and encrypted usage 
control policy data indicating the handling of the 
content data to the data providing apparatus , in the data 
providing apparatus , individually distributing the 
content data encrypted by using the content key data and 

20 the encrypted content key data and the encrypted usage 
control policy data received from the management 
apparatus to the data distribution apparatus, in the data 
distribution apparatus, individually distributing the 
distributed content data, the encrypted content key, 

2 5 data, and the encrypted usage control policy data to the 
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da-ta distribution apparatus by using a predetermined 
communication protocol but in a format not depending upon 
the related communication protocol or recording the same 
on a storage medium^ and in the data processing 
5 apparatus, decrypting the distributed content key data 
and the usage control policy data and determining the 
handling of the distributed content data based on the 
related decrypted usage control policy data . 
JiJ Also, a data providing method of a 53rd aspect of 

10 the present invention is a data providing method for 

providing content data from a data providing apparatus to 
5?=:; a data distribution apparatus , distributing the content 

?"y data from the data distribution apparatus to a data 

|i processing apparatus, and managing the data providing 

15 apparatus, the data distribution apparatus, and the data 
processing apparatus by a management apparatus , 
comprising the steps of, in the management apparatus, 
distributing encrypted content key data and encrypted 
usage control policy data indicating the handling of the 
20 content data to the data processing apparatus, in the 
data providing apparatus , providing the content data 
encirypted by using the content key data to the data 
distribution apparatus, the data distribution apparatus 
distributing the provided content data to the data 
2 5 processing apparatus by using a predetermined 




- 141 - 

communication protocol but in a format not depending upon 
the related communication protocol by recording the same 
on a storage medium, and in the data processing 
apparatus , decrypting the distributed content key data 
5 and the usage control policy data and determining the 
handling of the distributed content data based on the 
related decirypted usage control policy data . 

Also, a data providing method of a 54th aspect of 
the present invention is a data providing method using a 

10 data providing apparatus, a data distribution apparatus, 
a management apparatus, and a data processing apparatus, 
wherein the data providing apparatus provides master 
source data of content to the management apparatus , the 
management apparatus manages the data providing 

15 apparatus, the data distribution apparatus, and the data 
processing apparatus, encrypts the provided master source 
data by using content key data to produce content data, 
produces a content file storing the related content data, 
produces a key file storing the encrypted content key 

20 data and encrypted usage control policy data indicating 
the handling of the content data, and provides the 
content file and the key file to the data distribution 
apparatus, the data distribution apparatus distributes 
the provided content file and the key file to the data 

2 5 processing apparatus by using a predetermined 
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communication protocol but in a format not depending upon 
the related communication protocol or by recording the 
same on a storage medium, and the data processing 
apparatus decrypts the content key data and the usage 
5 control policy data stored in the distributed key file 

and determines the handling of the content data stored in 
the distributed content file based on the related 
decrypted usage control policy data . 

Also, a data providing method of a 55th aspect of 

10 the present invention is a data providing method using a 
data providing apparatus, a data distribution apparatus, 
a management apparatus, and a data processing apparatus, 
wherein the data providing apparatus provides master 
source data of content to the management apparatus , tha 

15 management apparatus manages the data providing 

apparatus, the data distribution apparatus, and the data 
processing apparatus, encrypts the provided master source 
data by using content key data to produce content data, 
produces a content file storing the related content data, 

20 produces a key file storing the encrypted content key 

data and encrypted usage control policy data indicating 
the handling of the content data, and provides the 
content file to the data distribution apparatus and 
provides the key file to the data processing apparatus, 

2 5 the data distribution apparatus distributes the provided 
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content file to the data processing apparatus by using a 
predetermined communication protocol but in a format not 
depending upon the related communication protocol or by 
recording the same on a storage medi\im, and the data 
5 processing apparatus decrypts the content key data and 

the usage control policy data stored in the provided key 
file and determines the handling of the content data 
stored in the distributed content file based on the 
related decrypted usage control policy data . 

10 Also, a data providing method of a 56th aspect of 

the present invention is a data providing method using a 
data providing apparatus, a data distribution apparatus, 
a management apparatus, and a data processing apparatus, 
wherein the data providing apparatus provides a content 

15 file storing encrypted content data using content key 
data to the management apparatus, the management 
apparatus manages the data providing apparatus , the data 
distribution apparatus, and the data processing 
apparatus, produces a key file storing the encrypted 

20 content key data and encrypted usage control policy data 
indicating the handling of the content data, and provides 
the content file provided from the data providing 
apparatus and the produced key file to the data 
distribution apparatus, the data distribution apparatus 

2 5 distributes the provided content file and the key file to 
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the data processing apparatus by using a predetermined 
communication protocol but in a format not depending upon 
the related communication protocol or by recording the 
same on a storage medium, and the data processing 
5 apparatus decrypts the content key data and the usage 
control policy data stored in the distributed key file 
and determines the handling of the content data stored in 
the distributed content file based on the related 
decrypted usage control policy data. 

10 Also, a data providing method of a 57th aspect of 

the present invention is a data providing method using a 
data providing apparatus, a data distribution apparatus, 
a management apparatus, and a data processing apparatus, 
wherein the data providing apparatus provides a content 

15 file storing encrypted content data using content key 
data to the management apparatus , the management 
apparatus manages the data providing apparatus , the data 
distribution apparatus, and the data processing 
apparatus, produces a key file storing the encrypted 

20 content key data and encrypted usage control policy data 
indicating the handling of the content data, provides the 
content file provided from the data providing apparatus 
to the data distribution apparatus and provides the 
produced key file to the data processing apparatus, the 

2 5 data distribution apparatus distributes the provided 
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content £lle to the data processing apparatus by using a 
predetermined communication protocol but in a format not 
depending upon the related communication protocol or by 
recording the same on a storage medium, and the data 
5 processing apparatus decrypts the content key data and 

the usage control policy data stored in the provided key 
file and determines the handling of the content data 
stored in the distributed content file based on the 
related decrypted usage control policy data. 

10 Also, a data providing method of a 58th aspect of 

the present invention is a data providing method using a 
data providing apparatus, a data distribution apparatus, 
a management apparatus, a database device, and a data 
processing apparatus, wherein the data providing 

15 apparatus encrypts content data by using content key 
data, produces a content file storing the related 
encrypted content data, and stores the related produced 
content file and a key file provided from the management 
apparatus in the database device, the management 

20 apparatus produces a key file storing the encrypted 

content key data and encrypted usage control policy data 
indicating the handling of the content data and provides 
the related produced key file to the data providing 
apparatus, the data distribution apparatus distributes 

2 5 the content file and key file obtained from the database 
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device to the data processing apparatus by using a 
predetermined coinmunication protocol but in a format not 
depending upon the related communication protocol or by- 
recording the same on a storage medium, and the data 
5 processing apparatus decrypts the content key data and 
the usage control policy data stored in the distributed 
key file and determines the handling of the content data 
stored in the distributed content file based on the 
related decrypted usage control policy data. 

10 Also, a data providing method of a 59th aspect of 

the present invention is a data providing method using a 
data providing apparatus, a data distribution apparatus, 
a management apparatus, a database device, and a data 
processing apparatus, wherein the data providing 

15 apparatus encrypts content data by using content key 
data, produces a content file storing the related 
encrypted content data, and stores the related produced 
content file in the database device , the management 
apparatus produces a key file storing the encrypted 

20 content key data and encrypted usage control policy data 
indicating the handling of the content data and provides 
the related produced key file to the data distribution 
apparatus, the data distribution apparatus distributes 
the content file obtained from the database device and 

2 5 the key file provided from the data distribution 
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apparatus to the data processing apparatus by using a 
predetermxned communication protocol but In a foirmat not 
depending upon the related communication protocol or by 
recording the same on a storage medium, and the data 
5 processing apparatus decrypts the content key data and 
the usage control policy data stored In the distributed 
key file and determines the handling of the content data 
stored In the distributed content file based on the 
ft related decrypted usage control policy data . 

10 Also, a data providing method of a 60th aspect of 

3 the present Invention Is a data providing method using a 

G data providing apparatus, a data distribution apparatus, 

fU a management apparatus a database device, and a data 

H processing apparatus, wherein the data providing 

15 apparatus encrypts content data by using content key 
data, produces a content file storing the related 
encrypted content data, and stores the related produced 
content file In the database device, the management 
apparatus produces a key file storing the encrypted 
20 content key data and encrypted usage control policy data 
Indicating the handling of the content data and provides 
the related produced key file to the data processing 
apparatus, the data distribution apparatus distributes 
the content file obtained from the database device to the 
25 data processing apparatus by using a predetermined 
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communication protocol but in a format not depending upon 
the related communication protocol or by recording the 
same on a storage medivim, and the data processing 
apparatus decrypts the content key data and the usage 
control policy data stored in the provided key file and 
determines the handling of the content data stored in the 
distributed content file based on the related decrypted 
usage control policy data . 

Also^ a data providing method of a 61st aspect of 
the present invention is a data providing method using a 
plurality of data providing apparatuses, a data 
distribution apparatus, a plurality of management 
apparatuses, a database device, and a data processing 
apparatus , wherein the data providing apparatuses encrypt 
content data by using content key data, produce content 
files storing the related encrypted content data, and 
store the related produced content files and key files 
provided from corresponding management apparatuses in the 
database device, the management apparatuses produce key 
files storing the encrypted content key data and 
encrypted usage control policy data indicating the 
handling of the content data for the content data 
provided by corresponding data providing apparatuses and 
provide the related produced key files to corresponding 
data providing apparatuses, the data distribution 
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appara-tus distributes the content fxles and key files 
obtained from the database device to the data processing 
apparatus by using a predetermined communication protocol 
but in a format not depending upon the related 
5 communication protocol or by recording the same on a 
storage medium, and the data processing apparatus 
decrypts the content key data and the usage control 
policy data stored in the distributed key files and 
determines the handling of the content data stored in the 

10 distributed content files based on the related decrypted 
usage control policy data. 

Also, a data providing method of a 62nd aspect of 
the present invention is a data providing method using a 
plurality of data providing apparatuses, a data 

15 distribution apparatus, a plurality of management 

apparatuses, a database device, and a data processing 
apparatus , wherein the data providing apparatuses encrypt 
content data by using content key data, produce content 
files storing the related encrypted content data, and 

20 store the related produced content files in the database 
device, the management apparatuses produce key files 
storing the encrypted content key data and encrypted 
usage control policy data indicating the handling of the 
content data for the content data provided by 

2 5 corresponding data providing apparatuses and provide the 
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related produced key files to the data distribution 
apparatus, the data distribution apparatus distributes 
the content files obtained from the database device and 
the key files provided from the management apparatuses to 
5 the data processing apparatus by using a predetermined 

communication protocol but in a format not depending upon 
the related communication protocol or by recording the 
same on a storage medium, and the data processing 
apparatus decrypts the content key data and the usage 

10 control policy data stored in the distributed key files 

and determines the handling of the content data stored in 
the distributed content files based on the related 
decrypted usage control policy data. 

Also, a data providing method of a 63rd aspect of 

15 the present invention is a data providing method using a 
plurality of data providing apparatuses, a data 
distribution apparatus, a plurality of management 
apparatuses, a database device, and a data processing 
apparatus , wherein the data providing apparatuses encrypt 

20 content data by using content key data, produce content 
files storing the related encrypted content data, and 
store the related produced content files in the database 
device, the management apparatuses produce key files 
storing the encrypted content key data and encrypted 

2 5 usage control policy data indicating the handling of the 
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content data for the content data provided by 
corresponding data providing apparatuses and provide the 
related produced key files to the data processing 
apparatus / the data distribution apparatus distributes 
5 the content files obtained from the database device to 
the data processing apparatus by using a predetermined 
communication protocol but in a format not depending upon 
the related communication protocol or by recording the 
same on a storage medium, and the data processing 

10 apparatus decrypts the content key data and the usage 

control policy data stored in the provided key files and 
deteirmines the handling of the content data stored in the 
distributed content files based on the related decrypted 
usage control policy data. 

15 Also, a data providing method of a 64th aspect of 

the present invention is a data providing method using a 
plurality of data providing apparatuses, a data 
distribution apparatus , a plurality of management 
apparatuses, a database device, and a data processing 

2 0 apparatus, wherein the data providing apparatuses provide 
master sources of content data to corresponding 
management apparatuses and store content files and key 
files received from the related management apparatuses in 
the database , the management apparatuses encrypt the 

2 5 master sources received from corresponding data providing 



apparatuses by using content key data, produce content 
files storing the related encrypted content data, produce 
key files storing the encrypted content key data and 
encrypted usage control policy data indicating the 
handling of the content data for the content data 
provided by corresponding data providing apparatuses, and 
send the produced content files and the produced key 
files to corresponding data providing apparatuses, the 
data distribution apparatus distributes the content files 
and key files obtained from the database device to the 
data processing apparatus by using a predetermined 
communication protocol but in a format not depending upon 
the related communication protocol or by recording the 
same on a storage medium, and the data processing 
apparatus decrypts the content key data and the usage 
control policy data stored in the distributed key files 
and determines the handling of the content data stored in 
the distributed content files based on the related 
decrypted usage control policy data . 

Also, a data providing method of a 65th aspect of 
the present invention is a data providing method using a 
plurality of data providing apparatuses, a data 
distribution apparatus, a plurality of management 
apparatuses, a database device, and a data processing 
apparatus, wherein the data providing apparatuses provide 
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mas'ber sources of content data to corresponding 
management apparatuses and store content files received 
from the related management apparatuses in the database, 
the management apparatuses encrypt the master sources 
5 received from corresponding data providing apparatuses by 
using content key data, produce content files storing the 
related encrypted content data, send the related produced 
content files to the data providing apparatuses, produce 
key files storing the encirypted content key data and 

10 encrypted usage control policy data indicating the 
handling of the content data for the content data 
provided by corresponding data providing apparatuses , 
send the related produced key files to corresponding data 
distribution apparatus, the data distribution apparatus 

15 distributes the content files obtained from the database 
device and the key files provided from the management 
apparatuses to the data processing apparatus by using a 
predetermined communication protocol but in a format not 
depending \ipon the related communication protocol or by 

20 recording the same on a storage medium, and the data 

processing apparatus decrypts the content key data and 
the usage control policy data stored in the distributed 
key files and determines the handling of the content data 
stored in the distributed content files based on the 

25 related decrypted usage control policy data. 



Also^ a data providing met:hod of a 66th aspect of 
the present invention is a data providing method using a 
plurality of data providing apparatuses, a data 
distribution apparatus, a plurality of management 
apparatuses, a database device, and a data processing 
apparatus, wherein the data providing apparatuses provide 
master sources of content data to corresponding 
management apparatuses and store content files received 
from the related management apparatuses in the database, 
the management apparatuses encrypt the master sources 
received from corresponding data providing apparatuses by 
using content key data, produce content files storing the 
related encrypted content data, send the related produced 
content files to the data providing apparatuses , produce 
key files storing the encrypted content key data and 
encrypted usage control policy data indicating the 
handling of the content data for the content data 
provided by corresponding data providing apparatuses , and 
provide the related produced key files to the data 
processing apparatus , the data distribution apparatus 
distributes the content files obtained from the database 
device to the data processing apparatus by using a 
predetermined communication protocol but in a foirmat not 
depending upon the related communication protocol or by 
recording the same on a storage medium, and the data 
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processing apparatus decrypts the content key data and 
the usage control policy data stored in the provided key 
files and determines the handling of the content data 
stored in the distributed content files based on the 
5 related decrypted usage control policy data . 

Also, a data providing method of a 67th aspect of 
the present invention is a data providing method using a 
data providing apparatus, a data distribution apparatus, 
and a data processing apparatus, wherein the data 

10 providing apparatus provides a first module storing 

content data encrypted by using content key data, the 
encrypted content key data, and encrypted usage control 
policy data indicating the handling of the content data 
to the data distribution apparatus, performs charge 

15 processing in units of the content data based on log data 
received from the data processing apparatus, performs 
profit distribution processing for distributing the 
profit paid by interested parties of the data processing 
apparatus to interested parties of the related data 

20 providing apparatus and interested parties of the data 
distribution apparatus, the data distribution apparatus 
distributes a second module storing the encrypted content 
data, content key data and usage control policy data 
stored in the provided first module to the data 

2 5 processing apparatus by using a predetermined 
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communication protocol but in a format not depending upon 
the related communication protocol or by recording the 
same on a storage medium, and the data processing 
apparatus decrypts the content key data and the usage 
5 control policy data stored in the distributed module, 

determines the handling of the content data based on the 
related decrypted usage control policy data, produces the 
log data for the handling of the related content data and 
sends the related log data to the data providing 

10 apparatus. 

Also, a data providing method of a 68th aspect of 
the present invention is a data providing method using a 
data providing apparatus, a data distribution apparatus, 
a data processing apparatus, and a management apparatus, 

15 wherein the data providing apparatus provides content 
data, the data distribution apparatus distributes the 
content file provided from the data providing apparatus 
or a content file in accordance with the content data 
provided by the data providing apparatus received from 

20 the manageraent apparatus to the data processing 

apparatus , and the data processing apparatus decrypts the 
usage control policy data stored in the key file received 
from the data distribution apparatus or the management 
apparatus , detemnines the handling of the content data 

25 stored in the content file received from the data 
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distribution apparatus or the management apparatus based 
on the related decrypted usage control policy data, and 
further distributes the content file and key file 
received from the data distribution apparatus or the 
5 management apparatus to the other data processing 
apparatus . 

Also, a data providing system of a 71st aspect of 
the present invention is a data providing system for 
distributing content data from a data providing apparatus 

10 to a data processing apparatus, wherein the data 

providing apparatus distributes a module storing content 
data encrypted by using content key data, the encrypted 
content key data, and encrypted usage control policy data 
indicating the handling of the content data in a format 

15 not depending upon at least one among existence of a 

compression of the content data, a compression method, a 
method of the encryption, and parameters of a signal 
giving the content data to the data processing apparatus 
by using a predetermined communication protocol but in a 

20 format not depending upon the related communication 

protocol or by recording the same on a storage medium, 
and the data processing apparatus decrypts the content 
key data and the usage control policy data stored in the 
distributed module and determines the handling of the 

25 content data based on the related decrypted usage control 
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policy data. ^ 

Also, a data providing system of a 72nd aspect of 
the present invention is a data providing system having a 
data providing apparatus, a data distribution apparatus, 
5 and a data processing apparatus, wherein the data 

providing apparatus distributes a first module storing 
content data encrypted by using content key data, the 
encrypted content key data, and encrypted usage control 
policy data indicating the handling of the content data 

10 in a format not depending upon at least one among 
existence of compression of the content data, a 
compression method, a method of the encryption, and 
parameters of a signal giving the content data to the 
data distribution apparatus, the data distribution 

15 apparatus distributes a second module storing the 

encrypted content data, content key data, and the usage 
control policy data stored in the provided first module 
to the data processing apparatus by using a predetermined 
communication protocol but in a format not depending upon 

20 the related communication protocol or by recording the 
same on a storage medium, and the data processing 
apparatus decrypts the content key data and the usage 
control policy data stored in the distributed second 
module and determines the handling of the content data 

2 5 based on the related decrypted usage control policy data. 
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Also, a da-ba providing system of a 73rd aspect of 
the present invention is a data providing system having a 
data providing apparatus, a data distribution apparatus, 
and a data processing apparatus, wherein the data 
5 providing apparatus distributes a first module storing 
content data encrypted by using content key data, the 
encrypted content key data, and encrypted usage control 
policy data indicating the handling of the content data 
to the data distribution apparatus, the data distribution 

10 apparatus encrypts a plurality of second modules storing 
the encrypted content data, content key data, and the 
usage control policy data stored in the provided first 
module by using a common key obtained by mutual 
certification with the data processing apparatus, and 

15 then distributes the same to the data processing 

apparatus by using a predeteirmined communication protocol 
but in a format not depending upon the related 
communication protocol, and the data processing apparatus 
has a first processing circuit for decrypting the 

20 distributed plurality of second modules by using the 

common key, selecting a single or a plurality of second 
modules from among the related decrypted plurality of 
second modules, and performing charge processing with 
respect to a distribution service of the second modules 

2 5 and a tamper resistant second processing circuit 
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receiving the selected the second modules, decrypting the 
content key data and the usage control policy data stored 
in the related second modules , and determining the 
handling of the content data based on the related 
5 decrypted usage control policy data. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Fig. 1 is a view of the overall configuration of an 
EMD system of a first embodiment of the present 
invention , 

10 Fig. 2 is a view for explaining a concept of a 

secure container of the present invention, 

Fig. 3 is a functional block diagram of a content 
provider shown in Fig. 1 and a view of a flow of data 
related to data transmitted and received with a SAM of a 

15 user home network. 

Fig. 4 is a functional block diagram of the content 
provider shown in Fig. 1 and a view of the flow of data 
related to the data transmitted and received between the 
content provider and an EMD service center, 

20 Figs. 5A to 5C are views for explaining a format of 

the secure container transmitted from the content 
provider shown in Fig. 1 to the SAM, 

Fig. 6 is a view for explaining data contained in a 
content file shown in Fig. 5 in detail, 

2 5 Fig. 7 is a view for explaining data contained in a 
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key file shown in Fig. 5 in detiail. 

Fig. 8 is a view for explaining a header data stored 
in the content file. 

Fig. 9 is a view for explaining a content ID, 
5 Fig. 10 is a view for explaining a directory 

structure of the secure container. 

Fig. 11 is a view for explaining a hyper link 
structure of the secure container. 

Fig. 12 is a view for explaining a first example of 
10 ROM type storage mediiim used in the present embodiment. 

Fig. 13 is a view for explaining a second example of 
the ROM type storage medium used in the present 
embodiment , 

Fig. 14 is a view for explaining a third example of 
15 the ROM type storage medixim used in the present 
embodiment. 

Fig. 15 is a view for explaining a first example of 
RAM type storage medium used in the present embodiment, 

Fig. 16 is a view for explaining a second example of 
20 the RAM type storage medium used in the present 
embodiment , 

Fig. 17 is a view for explaining a third example of 
the RAM type storage medium used in the present 
embodiment , 

2 5 Fig. 18 is a view for explaining a registration 
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request use module transmitted from the content provider 
to the EMD service center. 

Fig. 19 is a flowchart showing a routine of 
processing for registration from the content provider to 
5 the EMD service center. 

Fig. 20 is a flowchart showing a routine of 
processing for preparation of an explanation in the 
content provider. 

Fig. 21 is a flowchart showing a routine of 
10 processing for preparation of an explanation in the 
content provider. 

Fig. 22 is a flowchart showing a routine of 
processing for preparation of an explanation in the 
content provider, 
15 Fig. 23 is a functional block diagram of the EMD 

service center shown in Fig. 1 and a view of the flow of 
the data related to the data transmitted and received 
with the content provider, 

Fig. 24 is a functional block diagram of the EMD 
20 service center shown in Fig. 1 and a view of the flow of 
the data related to the data transmitted and received 
between the SAM and a settlement manager shown in Fig. 1, 

Fig. 25 is a view of the configuration of network 
apparatuses in the user home network shown in Fig . 1 , 
2 5 Fig. 26 is a functional block diagram of a SAM in 
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the user home network shown in Fig. 1 and a view of the 
flow of the data until the secure container received from 
the content provider is decrypted. 

Fig. 27 is a view for explaining data stored in an 
5 external memory shown in Fig. 25, 

Fig. 28 is a view for explaining data stored in a 
stack memory, 

'"Q Fig. 29 is another view of the configuration of the 

-^2 network apparatus in the user home network shown in Fig . 

K 10 1, 

Fig. 30 is a view for explaining data stored in a 
storage unit shown in Fig. 26, 
Ijl Fig. 31 is a functional block diagram of the SAM in 

1^ the user home network shown in Fig. 1 and a view of the 

15 flow of the data related to processing for using and/or 
purchasing the content data. 

Fig. 32 is a view for explaining the flow of 
processing in a transferring side SAM in a case where the 
content file which is downloaded on a download memory of 
20 the network apparatus shown in Fig. 25 and with a 

purchase form already determined therefor is transferred 
to the SAM of an AV apparatus , 

Fig. 33 is a view of the flow of the data in the 
transferring side SAM in the case shown in Fig . 32 , 
2 5 Figs. 34A to 34D are views for explaining the format 
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of the secure container for which the purchase form is 
determined , 

Fig. 35 is a view of the flow of the data when 
writing the input content file etc. in a RAM type or ROM 
5 type storage medium in the transferring side SAM in the 
case shown in Fig. 32, 

O 

Fig. 36 is a view for explaining the flow of 
IP processing when determining the purchase form in an AV 

apparatus in a case where the user home network is 
m 10 receives the ROM type storage medium shown in Fig. 7 for 

which the purchase form of the content has not been 
p determined off-line, 

p Fig. 37 is a view of the flow of the data in the SAM 

in the case shown in Fig. 36, 
15 Fig. 38 is a view for explaining the flow of 

processing when reading the secure container from the ROM 
type storage medium with the purchase form not yet 
determined in the AV apparatus in the user home network, 
transferring this to another AV apparatus, and writing 
20 the same in a RAM type storage medium, 

Fig. 39 is a view of the flow of the data in the 
transferring side SAM in the case shown in Fig. 38, 

Figs. 40A to 40C are views for explaining the format 
of the secure container transferred from the transferring 
25 side SAM to a transferred side SAM in Fig. 38, 
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Fig. 41 is a view of the flow of data in the 
transferred side SAM in the case shown in Fig. 38, 

Figs . 42A to 42F are views for explaining the format 
of the data transmitted and received among the content 
5 provider shown in Fig. 1, EMD service center, and SAM by 
an In-band method, and an out-of-band method. 

Figs. 43G to 43 J are views for explaining the format 
of the data transmitted and received among the content 
provider shown in Fig. 1, EMD service center, and SAM by 
10 the in-band method and the out-of-band method, 

Fig. 44 is a view for explaining an example of a 
connection configuration of apparatuses to buses in the 
user home network, 

Fig. 45 is a view for explaining the data format of 
15 a SAM registration list produced by a SAM, 

Fig. 4 6 is a view for explaining the data format of 
the SAM registration list produced by the EMD service 
center, 

Fig. 4 7 is a flowchart of the overall operation of 
20 the content provider shown in Fig. 1, 

Fig. 48 is a view for explaining an example of a 
delivery protocol of the secure container used in the EMD 
system of a first embodiment. 

Fig. 49 is a view for explaining a second 
25 modification of the first embodiment of the present 
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invention. 

Fig. 50 is a view for explaining a third 
modification of the first embodiment of the present 
invention, 

5 Fig. 51 is a view for explaining a case where a 

first procedure is employed in a fourth modification of 
the first embodiment of the present invention, 

Fig. 52 is a view for explaining a case where a 
second procedure is employed in a fourth modification of 
10 the first embodiment of the present invention, 
Fig. 53 is a view for explaining a fifth 
modification of the first embodiment of the present 
invention , 

Fig. 54 is a view for explaining a first pattern of 
15 a sixth modification of the first embodiment of the 
present invention, 

Fig. 55 is a view for explaining a second pattern of 
a sixth modification of the first embodiment of the 
present invention , 
20 Fig. 56 is a view for explaining a third pattern of 

a sixth modification of the first embodiment of the 
present invention , 

Fig. 57 is a view for explaining a fourth pattern. of 
a sixth modification of the first embodiment of the 
2 5 present invention, 
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Fig. 58 is a view for explaining a fifth pattern of 
a sixth modification of the first embodiment of the 
present invention , 

Fig. 59 is an overall view of the configuration of 
5 the EMD system of a second embodiment of the present 
invention , 

Fig. 60 is a functional block diagram of the content 
provider shown in Fig. 59 and a view of the flow of the 
data related to the secure container transmitted to a 
10 service provider. 

Fig. 61 is a flowchart showing a routine of 
processing for delivery of the secure container performed 
in the content provider. 

Fig. 62 is a flowchart showing a routine of the 
15 processing for delivery of the secure container performed 
in the content provider. 

Fig. 63 is a functional block diagram of the service 
provider shown in Fig. 59 and a view of the flow of the 
data transmitted and received with the user home network, 
20 Fig. 64 is a flowchart showing a routine of the 

processing for preparation of the secure container 
performed in the service provider. 

Figs . 65A to 65D are views for explaining the format 
of the secure container transmitted from the service 
25 provider shown in Fig. 59 to the user home network, 




- 168 - 

Fig. 66 is a view for explaining a -transmission 
format of the content file stored in the secure container 
shown in Fig. 65, 

Fig. 67 is a view for explaining the transmission 
5 format of the key file stored in the secure container 
shown in Fig. 65, 

Fig. 68 is a functional block diagram of the service 
provider shown in Fig. 59 and a view of the flow of the 

to 

ijl data transmitted and received with the EMD service 

fy 10 center, 

ffi Fig. 69 is a view for explaining the format of a 

price tag registration request use module transmitted 
P from the service provider to the EMD service center, 

Fig. 70 is a functional block diagram of the EMD 
15 service center shown in Fig. 59 and a view of the flow of 
the data related to the data transmitted and received 
with the service provider. 

Fig. 71 is a functional block diagram of the EMD 
service center shown in Fig. 59 and a view of the flow of 
20 the data related to the data transmitted and received 
with the content provider. 

Fig. 72 is a functional block diagram of the EMD 
service center shown in Fig. 59 and a view of the flow of 
the data related to the data transmitted and received 
25 with the SAM, 
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Fig. 73 is a view for explaining contents of usage 
log data. 

Fig. 74 is a view of the configuration of the 
network apparatus shown in Fig. 59, 
5 Fig. 75 is a functional block diagram of a CA module 

shown in Fig. 74, 

Fig. 76 is a functional block diagram of the SAM 
shown in Fig. 74 and a view of the flow of the data from 
the input of the secure container to decryption, 
10 Fig. 77 is a view for explaining the data stored in 

the storage unit shown in Fig. 76, 

Fig. 78 is a functional block diagram of the SAM 
shown in Fig. 74 and a view of the flow of the data in a 
case where a purchase and/or usage form of the content 
15 etc. are determined. 

Fig. 7 9 is a flowchart showing a routine of 
processing for determining the purchase foirm of the 
secure container in the SAM, 

Fig. 80 is a view for explaining the format of the 
20 key file after the purchase form is determined, 

Figs. 81A to 81E are views for explaining the flow 
of the processing in the transferred side SAM in a case 
where the content file downloaded on the download memory 
of the network apparatus shown in Fig. 74 and with the 
25 purchase form already determined therefor is transferred 
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to the SAM of the AV apparatus. 

Fig. 82 is a view of the flow of the data in the 
transferring side SAM in the case shown in Fig. 81, 

Fig. 83 is a view of the flow of the data in the 
5 transferred side SAM in the case shown in Fig. 81, 

Fig. 84 is a flowchart of the overall operation of 
the EMD system shown in Fig. 59, 

Fig. 85 is a flowchart of the overall operation of 
in the EMD system shown in Fig. 59, 

fy 10 Fig. 86 is a view for explaining an example of the 

P delivery format of the secure container from the service 

1^ provider to the user home network in the ElMD system of 

W the second embodiment, 

W Fig. 87 is a view for explaining an example of the 

15 delivery protocol of the secure container employed by the 
EMD system of the second embodiment. 

Fig. 88 is a view for explaining the delivery 
protocol used when delivering the secure container etc. 
from the user home network to a service provider 310 in 
20 Fig. 87, 

Fig. 89 is a view for explaining the delivery 
protocol used when delivering the key file etc. from the 
content provider to the EMD service center in Fig. 87, 
Fig. 90 is a view for explaining the delivery 
25 protocol used when delivering a price tag data 312 etc. 
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from the service provider to the EMD service center in 
Fig. 87, 

Fig. 91 is a view for explaining the delivery 
protocol used when delivering the secure container etc . 
5 in the user home network in Fig. 87, 

Fig. 92 is a view for explaining an implement format 
of the secure container to a protocol layer in a case 
where XML/SMIL/BML is utilized for a data broadcast 
method of a digital broadcast, 
10 Fig. 93 is a view for explaining the implement 

format of the secure container to the protocol layer in a 
case where MHEG is utilized for the data broadcast method 
of the digital broadcast. 

Fig. 94 is a view for explaining the implement 
15 format of the secure container to the protocol layer in a 
case where XML/SMIL is utilized for the data broadcast 
method of an interface , 

Fig. 95 is a view for explaining the delivery 
protocol used when delivering the usage log data etc . 
20 from the user home network to the EMD service center. 
Fig. 96 is a view for explaining the delivery 
protocol used when delivering the secure container etc . 
in the user home network. 

Fig. 97 is a view of the configuration of the EMD 
2 5 system using two service providers according to a first 
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modification of the second embodiment of the present 
invention , 

Fig. 98 is a view of the configuration of the EMD 
system using a plurality of content providers according 
5 to a second modification of the second embodiment of the 
present invention , 

Fig. 99 is a view of the configuration of the EMD 
system according to a third modification of the second 
embodiment of the present invention, 
10 Fig. 100 is a view of the configuration of the EMD 

system according to a fourth modification of the second 
embodiment of the present invention. 

Fig. 101 is a view for explaining a form of a route 
for acquiring certificate data, 
15 Fig. 102 is a view for explaining processing in a 

case where the certificate data of the content provider 
is invalidated, 

Fig. 103 is a view for explaining processing in a 
case where the certificate data of the service provider 
20 is invalidated. 

Fig. 104 is a view for explaining processing in a 
case where the certificate data of the SAM is 
invalidated , 

Fig. 105 is a view for explaining another processing 
2 5 in the case where the certificate data of the SAM is 
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invalidated , 

Fig. 106 is a view for explaining a case where a 
right management use clearinghouse and an electronic 
settlement use clearinghouse are provided in the EMD 
5 system shown in Fig, 47 in place of the EMD service 
center , 

Fig. 107 is a view of the configuration of the EMD 
system in a case where the right management use 
clearinghouse and the electronic settlement use 
10 clearinghouse shown in Fig. 106 are provided in a single 
EMD service center. 

Fig. 108 is a view of the configuration of the EMD 
system in a case where the service provider directly 
performs settlement at the electronic settlement use 
1 5 clearinghouse , 

Fig. 109 is a view of the configuration of the EMD 
system in a case where the content provider directly 
performs settlement at the electronic settlement use 
clearinghouse , 

20 Fig. 110 is a view of the configuration of the EMD 

system in a case where the content provider is further 
provided with functions of both of the right management 
use clearinghouse and the electronic settlement use 
clearinghouse , 

2 5 Fig. Ill is a view for explaining the format of the 
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secure container provided from the content provider to 
the service provider shown in Fig. 47 in an eighth 
modification of the second embodiment of the present 
invention , 

5 Fig. 112 is a view for explaining a link 

relationship by directory structure data between the 
content file and the key file shown in Fig. Ill, 

Fig. 113 is a view for explaining another example of 
the directory structure between the content file and the 
10 key file. 

Fig. 114 is a view for explaining the format of the 
secure container provided from the service provider to 
the SAM shown in Fig. 47 in the eighth modification of 
the second embodiment of the present invention, 
15 Fig. 115 is a view for explaining a first concept of 

the data format of a composite type secure container. 

Fig. 116 is a view for explaining a second concept 
of the data format of the composite type secure 
container , 

20 Fig. 117 is a view for explaining a case where a 

first procedure is employed in the £MD system according 
to the eighth modification of the second embodiment of 
the present invention, 

Fig. 118 is a view for explaining a case where a 

2 5 second procedure is employed in the EMD system according 
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to the eighth modification of the second embodiment of 
the present invention. 

Fig. 119 is a view for explaining a data format in a 
case where the file format is not employed in the EMD 
5 system according to the eighth modification of the second 
embodiment of the present invention, 

Fig. 120 is a view of the configuration of the EMD 
system according to a 10th modification of the second 
embodiment of the present invention, 
10 Fig. 121 is a view of the configuration of the EMD 

system according to a first pattern of an 11th 
modification of the second embodiment of the present 
invention. 

Fig. 122 is a view of the configuration of the EMD 
15 system according to a second pattern of the 11th 

modification of the second embodiment of the present 
invention , 

Fig. 123 is a view of the configuration of the EMD 
system according to a third pattern of the 11th 
20 modification of the second embodiment of the present 
invention , 

Fig. 124 is a view of the configuration of the EMD 
system according to a fourth pattern of the 11th 
modification of the second embodiment of the present 
2 5 invention. 
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Fig. 125 is a view of the configuration of the EMD 
system according to a fifth pattern of the 11th 
modification of the second embodiment of the present 
invention , 

5 Fig. 12 6 is a view of the configuration of the EMD 

system according to a ninth modification of the second 
_ embodiment of the present invention, 

^ Fig. 127 is a view for explaining a file inclusion 

size relationship of the secure container in the second 
Ti 10 embodiment of the present invention, 

Fig. 128 is a view for explaining the EMD system of 
^3 a third embodiment of the present invention, 

III Fig. 12 9 is a functional block diagram of the EMD 

service center shown in Fig. 128, 
15 Fig. 130 is a view for explaining a modification of 

the EMD system of the third embodiment of the present 

invention, 

Fig. 131 is a view for explaining the EMD system of 
a fourth embodiment of the present invention, 
20 Fig. 132 is a view for explaining a modification of 

the EMD system of the fourth embodiment of the present 
invention , 

Fig. 133 is a view for explaining the EMD system of 
a fifth embodiment of the present invention, 
25 Fig, 134 is a view for explaining a modification of 
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the EMD system of the fifth embodiment of the present 
invention , 

Fig. 135 is a view for explaining another 
modification of the EMD system of the fifth embodiment of 
5 the present invention , 

Fig. 136 is a view for explaining the EMD system of 
a sixth embodiment of the present invention, 

Fig. 137 is a view for explaining a modification of 
the EMD system of the sixth embodiment of the present 
1 0 invention , 

Fig. 138 is a view for explaining another 
modification of the EMD system of the sixth embodiment of 
the present invention. 

Fig. 139 is a view for explaining the EMD system of 
15 a seventh embodiment of the present invention, 

Fig. 140 is a view for explaining a modification of 
the EMD system of the seventh embodiment of the present 
invention , 

Fig. 141 is a view for explaining another 
20 modification of the EMD system of the seventh embodiment 
of the present invention. 

Fig. 142 is a view for explaining the EMD system of 
an eighth embodiment of the present invention. 

Fig. 143 is a view for explaining the EMD system of 
2 5 a ninth embodiment of the present invention. 
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Fig. 144 is a view for explaining the format of the 
key file in a case where the key file is produced in the 
content provider, and 

Fig. 145 is a view of the configuration of a 
5 conventional EMD sy s tern . 

BEST MODE FOR WORKING THE INVENTION 
Below, an explanation will be given of an EMD 
(electronic music distribution) system according to the 
fj present embodiment, 

a 

1 "1 1 0 Fi r s t embodiment 

m 

Figure 1 is a view of the configuration of an EMD 
system 100 of the present embodiment. 
m In the present embodiment, the content data 

12 distributed to the user means digital data with the 

15 information per se having value and includes image data, 
audio data, programs (software), etc., but an explanation 
will be given below by taking as an example music data. 

As shown in Fig. 1, the EMD system 100 has a content 
provider 101, an EMD service center (clearinghouse, 
20 hereinafter, also described as an "ESC") 102, and a user 
home network 103 . 

Here, the content provider 101, EMD service center 
102, and SAMs 105i to IO54 correspond to the data 
providing apparatus, management device, and the data 
25 processing apparatuses according to claim 1, claim 6, 
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claim 104, and claim 109. 

First, a brief explanat:ion will be given of the EMD 
system 100 . 

In the EMD system 100, the content provider 101 
5 sends the content key data Kc used when encrypting the 
content data C of the content to be provided by itself, 
usage control policy (UCP, certificate of title) data 106 
^,0 indicating the content of rights such as usage permission 

ifl conditions of the content data C, and electronic 

%~ : 

rU 10 watermark information management data indicating the 

¥^ content and buried location of the electronic watermark 

information to the EMD service center 102 serving as the 
if, reputable authority manager. 

The EIMD service center 102 registers (certifies or 
15 authorizes) the content key data Kc, usage control policy 
data 106, and the eleGtronic watexrmark information key 
data received from the content provider 101. 

Also, the EMD service center 102 produces a key file 
KF with the content key data Kc encrypted by the 
20 distribution use key data KDj to KDg of a corresponding 
period, the usage control policy data 106, and its own 
signature data stored therein and sends this to the 
content provider 101 . 

Here, the signature data is used for verifying 
25 existence of tampering with the key file KF, the 
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legitimacy of the author of the key file KF, and the fact 
that the key file KF was normally registered in the EMD 
service center 102. 

Also, the content provider 101 encrypts the content 
5 data C by the content key data Kc and distributes a 

secure container (module of the present invention) 104 
storing the related produced content file CF, key file KF 
received from the EMD service center 102, its own 
signature data, etc. therein to the user home network 103 
10 by using a network such as the Internet, digital 

broadcast, or package media such as storage media. 

Here, the signature data stored in the secure 
container 104 is used for verifying the existence of 
tampering with the corresponding data and the legitimacy 
15 of the author and transmitter of the related data. 

The user home network 103 has for example a network 
apparatus 160^ and AV apparatuses I6O2 to I6O4. 

The network apparatus I6O1 includes a built-in SAM 
(secure application module) 105i. 
20 The AV apparatuses I6O2 to I6O4 include built-in 

SAMs 105i to 1064. The SAMs lOS^ to 1064 are connected to 
each other via a bus 191 for example an IEEE (Institute 
of Electrical and Electronics Engineers) 1394 serial 
interface bus . 

25 The SAMs lOS^ to 1084 decrypt the secure container 
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104 received by the network apparatus I6O1 via the 
network or the like from the content provider 101 on-line 
and/or the secure container 104 received at the AV 
apparatuses I6O2 to I6O4 from the content provider 101 
5 via storage media off-line by using the distribution use 
key data KDi to KD3 of the corresponding period, then 
perform the verification of the signature data. 

The secure container 104 supplied to the SAMs lOSj 
to 1064 becomes the object of the reproduction, recording 
10 to a storage medium etc. after the purchase and/or usage 
form is determined by an operation of the users in the 
network apparatus I6O1 and the AV apparatuses I6O2 to 
I6O4. 

The SAMs 105i to 105^ record the log of the purchase 
15 and/or usage form of the secure container 104 as usage 

log data 108 and, at the same time, produce usage control 
status data 166 indicating the purchase form. 

The usage log data 108 is transmitted from the user 
home network 103 to the EMD service center 102 in 
20 response to for example a request from the EMD service 
center 102 . 

The usage control status data 166 is transmitted 
from the user home network 103 to the EMD service center 
102 whenever for example the purchase form is determined. 
2 5 The EMD service center 102 determines (calculates) a 
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charge content based on the usage log data 108 and 
pexfoirms settlement at a settlement manager 91 such as a 
bank via a payment gateway 90, By this, the money paid to 
the settlement manager 91 by the user of the user home 
5 network 103 is paid to the content provider 101 by the 
settlement processing by the EMD service center 102 . 

Also, the EMD service center 102 transmits the 
settlement report data 107 to the content provider 101 at 
every predetearmined period. 

10 In the present embodiment, the EMD service center 

102 has a certificate authority function, a key data 
management function, and a right clearing (profit 
distribution) function . 

Namely, the EMD service center 102 functions as a 

15 second certificate authority with respect to a route 

certificate authority 92 as the highest authority manager 
located at a neutral position (located in the lower layer 
of the route certificate authority 92) and certifies the 
legitimacy of the related public key data by attaching a 

2 0 signature by secret key data of the EMD service center 
102 to the certificate data of the public key data used 
for the verification processing of the signature data in 
the content provider 101 and SAMs lOS^ to lOB^. Also, as 
mentioned above, the registration and authorization of 

2 5 the usage control policy data 106 of the content provider 
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101 by the EMD service center 102 is one of the 
certificate authority functions of the EMD service center 
102. 

Also, the EMD service center 102 has a key data 
5 management function for managing the key data, for 
example, the distribution use key data KDi to KDg . 

Also, the EMD service center 102 has a right 
clearing (profit distribution) function of performing 
settlement for a purchase and/or usage of the content by 
10 the user based on the suggested retailer' price SRP 

described in the authorized usage control policy data 106 
and the usage log data 108 input from the SAMs lOS^ to 
lOB^ and distributing money paid by the user to the 
content provider 101 . 
15 Figure 2 is a view suiranarizing the concept of the 

secure container 104. 

As shown in Fig. 2, in the secure container 104, the 
content file CF produced by the content provider 101 and 
the key file KF produced by the EMD service center 102 
20 are stored . 

In the content file CF, header data containing the 
header portion and the content ID, the encrypted content 
data C using the content key data Kc, and the signature 
data using a secret key data Kcp,g of the content provider 
2 5 101 for them are stored. 
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In the key file KF, the header data containing the 
header portion and the content ID, the content key data 
Kc, and the usage control policy data 106 encrypted by 
the distribution use key data KDi to KDg and the 
5 signature data by secret key data Kesc,s of ^MD service 

center 102 for them are stored. 

Below, a detailed explanation will be given of the 
components of the content provider 101 . 
[Content Provider 101] 
10 Figure 3 is a functional block diagram of the 

content provider 101 and shows the flow of the data 
related to the data transmitted and received with the 
SAMs 105i to 1054 of the user home network 103. 

Also, in Fig. 4, the flow of the data related to the 
15 data transmitted and received between the content 

provider 101 and the EMD service center 102 is shown. 

Note that, in Fig, 4 and the following drawings, the 
flow of the data input and output to and from the 
signature data processing unit and the encryption and/or 
2 0 decryption unit using session key data K^zs is omitted. 

As shown in Fig . 3 and Fig . 4 , the content provider 
101 has a content master source database 111, an 
electronic watermark information addition unit 112, a 
compression unit 113, an encryption unit 114, a random 
25 nvimber generation unit 115, an expansion unit 116, a 
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signature processing unit. 117, a secure container 
preparation unit 118, a secure container database 118a, a 
key file database 118b, a storage unit (database) 119, a 
mutual certification unit 120, an encryption and/or 
5 decryption unit 121, a usage control policy data 

preparation unit 122, an audial check unit 123, a SAM 
management unit 124, an EMD service center management 
unit 125, and a content ID generation unit 850. 

The content provider 101 registers for example its 

10 own generated ptiblic key data, ID, and its own bank 

account number (account number for settlement) in the EMD 
service center 102 off-line before communicating with the 
EMD service center 102 and acquires its own identifier 
(identification nvimber) CP_ID . Also, the content provider 

15 101 receives the public key data of the EMD service 
center 102 and the public key data of the route 
certificate authority 92 from the EMD service center 102. 

Below, an explanation will be given of the 
functional blocks of the content provider 101 shown in 

20 Fig, 3 and Fig. 4. 

The content master source database 111 stores the 
content data as the master source of the content to be 
provided to the user home network 103 and outputs content 
data Sill to be provided to the electronic watermark 

25 information addition unit 112. 
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The electronic watermark information addition unit 
112 buries a source watermark Ws, a copy control 
watermark Wc, a user watermark Wu, a link watermark WL, 
etc. in the content data Sill to produce content data 
5 S112 and outputs the content data S112 to the compression 
unit 113. 

The source watermark Ws is information concerning 
the copyright such as the name of the copyright owner of 
the content data, the ISRC code, authoring date, 
10 authoring apparatus ID (identification data) , and 
destination of distribution of the content. 

The copy control watermark Wc is information 
containing a copy prohibition bit for prevention of 
copying via an analog interface . 
15 The user watermark Wu contains, for example, the 

identifier CP_ID of the content provider 101 for 
specifying the origin of distribution and the destination 
of distribution of the secure container 104 and 
identifiers SAM^IDi to SAM^ID^ of the SAMs 105i to 105^ of 
20 the user home network 103. 

The link watermark WL contains for example the 
content ID of the content data C. 

By burying the link watermark WL in the content data 
C, even in a case where the content data C is distributed 
2 5 by an analog broadcast for example a television or AM/FM 



- 187 - 



radio, the EMD service center 102 can introduce a content 
provider 101 handling the related content data C to the 
user in response to a request from the user. Namely, by 
detecting the link watermark WL buried in the content 
data C utilizing an electronic watermark information 
decoder at the receiving location of the related content 
data C and transmitting the content ID contained in the 
related detected link watermark WL to the EMD service 
center 102, the EMD service center 102 can introduce the 
content provider 101 etc, handling the related content 
data C to the related user. 

Concretely, for example, if the user pushes a 
predetermined button at a point of time when he thinks 
that the music being broadcast is good while listening to 
the radio in a car, the electronic watermark information 
decoder built-in the related radio detects the content ID 
contained in the link watermark WI* buried in the related 
content data C, a communication address, etc. of the EMD 
service center 102 registering the related content data C 
etc. , and stores the related detected data in a media SAM 
carried in for example a memory stick or other 
semiconductor memory or an MD (Mini Disc) or other 
optical disc or other portable medium. Then, he sets the 
related movable media in the network apparatus carrying a 
SAM connected to the network. Then, after mutual 
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certification by the related SAM and the EMD service 
center 102, he transmits the personal information carried 
in the media SAM and the stored content ID etc. from the 
network apparatus to the EMD service center 102. 
5 Thereafter, the network apparatus receives an 

introduction list etc. of the content provider 101 etc. 
handling the related content data C from the EMD service 
^ center 102. 

tn In addition, for example, when the EMD service 

-fU 10 center 102 receives the content ID etc. from the user, 

V" the information specifying the related user may be 

notified to the content provider 101 providing the 
content data C corresponding to the related content ID . 
f=f In this case, the content provider 101 receiving the 

15 related communication transmits the related content data 
C to the network apparatus of the user if the related 
user is a contracting subscriber or may transmit 
promotional information concerning itself to the network 
apparatus of the user if the related user is not a 
2 0 contracting subscriber. 

Note that, in the second embodiment mentioned later, 
an EMD service center 302 can introduce a service 
provider 310 handling the related content data C to the 
user based on the link watermark WL. 
2 5 Also, in the present embodiment, preferably, the 
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content and buried location of each electronic watermark 
information are defined as a watermark module WM, and the 
watermark module WM is registered and managed in the EMD 
service center 102. The watermark module WM is used when 
for example the network apparatus I6O1 and the AV 
apparatuses I6O2 to I6O4 in the user home network 103 
verify the legitimacy of the electronic watermark 
information . 

For example, in the user home network 103, by 
deciding that the electronic watermark information is 
legitimate where both of the buried location of the 
electronic watermark information and the content of the 
buried electronic watermark information match based on 
the user watermark module managed by the EMD service 
center 102, the burial of a false electronic watermark 
information can be detected with a high probability. 

The compression unit 113 compresses the content data 
S112 by an acoustic compression method, for example 
ATRAC3 (Adaptive Transform Acoustic Coding 3) 
(trademark) , and outputs compressed content data S113 to 
the encryption unit 114. 

In this case, at the time of compression by the 
compression unit 113, it is also possible to bury the 
electronic watermark information in the content data 
again . Concretely , as shown in Fig . 3 , when the content 



data 113 is expanded at the expansion unit 116 to produce 
content data S116 and the content data S116 is reproduced 
at the audial check unit 123, the influence exerted upon 
the quality of sound by the burial of the electronic 
5 watermark information is decided by for example a person 
actually listening to it. Where it does not satisfy a 
predetermined standard, the electronic watermark 
information addition unit 112 is instructed to perform 
ill the processing for burying the electronic watermark 

10 infoirmation again. 
'^^^ By this, when employing an acoustic compression 

!^ method accompanied by for example loss of data, it is 

Jjt possible to adequately cope with the case where the 

buried electronic watermark information is lost due to 
15 the related compression. Further, it is also possible to 
expand the compressed content data again and confirm 
whether or not the buried electronic wateannark 
information can be correctly detected. In this case, the 
feeling of the sound quality is also verified. Where 
20 there is a problem in the sound, the burial of the 
electronic watermark information is adjusted. For 
example, where the electronic watermark information is 
buried by using a masking effect, the layer for burying 
the electronic watermark information is adjusted. 
2 5 The encryption unit 114 uses the content key data Kc 
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as the common key, encrypts the content data S113 by a 
common key encryption method such as DES (Data Enciryption 
Standard) or Triple DES to produce the content data C, 
and outputs this to the secure container preparation unit 
5 118. 

Also, the encryption unit 114 encrypts an A/V 
expansion use software Soft, a meta data Meta, and the 
watermark module WM by using the content key data Kc as 
the common key and then outputs them to the secure 

10 container preparation unit 117. 

DES is the encryption method for processing 64 bits 
of plain text as one block by using a common key of 56 
bits. The processing of DES is comprised of a portion for 
scrambling the plain text to convert the same to 

15 encrypted text (data scrambling portion) and a portion 

for creating the key (magnification key) data used in the 
data scrambling portion from the common key data (key 
processing portion) . All algorithms of the DES are 
pviblic, therefore, here, the basic processing of the data 

20 scrambling portion will be simply explained. 

First, 64 bits of the plain text are divided to Hq 
of the upper significant 32 bits and Lq of lower 
significant 32 bits . By receiving as input the 
magnification key data of 48 bits supplied from the 

2 5 key processing unit and the Lq of the lower significant 
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32 bits , the output of an F function scrambled Lq of the 
lower significant 32 bits is calculated- The F function 
is comprised of two types of basic transforms of 
"^substitution" of switching numerical values by a 
5 predetermined rule and "transposition" of switching bit 
locations by a predetermined rule. Next, an exclusive OR 
of the Ho of the upper significant 32 bits and the output 
of the F function is calculated, and the result thereof 
is defined as Li . Also, Lq is made Hi. 

10 Then, based on the Hq of the upper significant 32 

bits and the Lq of the lower significant 32 bits , the 
above processing is repeated 16 times. The obtained Hig 
of the upper significant 32 bits and Ijig of the lower 
significant 32 bits are output as the encrypted text. The 

15 decryption is realized by inversely following the 
secjuence by using the common key data used for the 
encryption . 

The random number generation unit 115 generates a 
random number of a predetermined number of bits and 
20 stores the related random number as the content key data 
Kc in the storage unit 119. 

Note that, it is also possible if the content key 
data Kc is produced from the information concerning a 
song provided by the content data. The content key data 
25 Kc is updated for example every predetermined time. 
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Also, where a plurality of content providers 101 
exist, it is also possible to use inherent content key 
data Kc from individual content providers 101 or it is 
also possible to use the content key data Kc common to 
5 all content providers 101 . 

In the key file database 118b, as shown in Fig. 4, 
the key file KF shown in Fig. SB received from the EMD 
service center 102 via the EMD service center management 
unit 125 is stored. The key file KF exists for every 
10 content data C. As will be mentioned later, a link is 
designated with the corresponding content file CF by 
directory structure data DSD in the header of the content 
file CF. 

In the key file KF, as shown in Fig. 5B and Fig. 7. 
15 the header, content key data Kc, usage control policy 
data 106 (usage permission condition) 106, SAM program 
download containers SDCi to SDC3, and signature data 

SIGki ESC 3^^® stored. 

Here, as the signature data using the secret key 

20 data Kesc.s of content provider 101, use can be also 

made of the signature data Ki esc data stored in 

the key file KF as shown in Fig. 5B. Alternatively, 
signature data for the data from the header to the 
information concerning the key file, signature data for 

2 5 the content key data Kc and the usage control policy data 
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106, and signature data for the SAM program download 
container SDC can be separately provided too as shown in 
Fig . 7 . 

The content key data Kc and usage control policy 
5 data 106 and. the SAM program download containers SDCi to 
SDC3 are encrypted by using the distribution use key data 
KDj to KDg of the corresponding periods . 

In the header data, as shown in Fig. 7, a 
synchronization signal, the content ID, the signature 
10 data by the secret key data Kesc.s of the content provider 
101 for the content ID, the directory structure data, 
hyper link data, the information concerning the key file 
KF, the signature data by the secret key data Kgscs of the 
content provider 101 for the directory structure data, 
15 etc. are contained. 

Note that, as the information to be contained in the 
header data, various information can be considered and 
freely varied according to the situation. For example, it 
is also possible if the information as shown in Fig. 8 is 
2 0 contained in the header data. 

Also, in the content ID, for example, the 
infoirmation as shown in Fig. 9 is contained. The content 
ID is produced in the EMD service center 102 or the 
content provider 101. Where it is produced in the EMD 
25 service center 102, the signature data by the secret key 
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data Kgscs of the EMD service center 102 is added as shown 
in Fig. 9, while where it is produced at the content 
provider 101, the secret key data K^p^s of the content 
provider 101 is added. 
5 The content ID is produced by for example the 

content ID generation unit 850 as shown in Fig. 4 and 
stored in the storage unit 119. Note that, it is also 
possible if the content ID is produced by the EMD service 
in center 102 . 

FU 10 The directory structure data indicates 

V- correspondence among the content files CF in the secure 

container 104 and correspondence between the content 
files CF and the key files KF. 
[tf For example, where the content files CFi to CF3 and 

15 the key files KF^ to KF3 corresponding to them are stored 
in the secure container 104, as shown in Fig. 10, the 
links among the content files CFi to CF3 and the links 
between the content files CF^ to CF3 and the key files KF^ 
to KF3 are established by the directory structure data. 
20 The hyper link data indicates a hierarchy structure 

among the key files KF and the correspondence between the 
content files CF and the key files KF covering all files 
inside and outside the secure container 104. 

Concretely, as shown in Fig, 11, the address 
2 5 information of the linked site for every content file CF 



- 196 - 

and key file KF and the certificate value (hash value) 
thereof are stored in the secure container 104 . The 
links are verified by comparing the hash value of one' s 
own address information obtained by using the hash 
5 function H (x) and the certificate value of the other 
party . 

AlsOf in the usage control policy data 106, as shown 
in Fig. 1, the content ID, identifier CP__ID of the 
content provider 101, an expiration date of the usage 

10 control policy data 106, the communication address of the 
EMD service center 102 , usage space examination 
information, wholesale price information, a handling 
plan, handling control information, handling control 
information of a commodity demo, the signature data for 

15 them, etc. are contained. 

Note that, as in the second embodiment mentioned 
later, where a secure container 304 is transmitted via 
the service provider 310 to a user home network 303, in 
the usage control policy data 106, an identifier SP__ID of 

20 the service provider 310 for providing the secure 

container 104 by the content provider 301 is contained. 

Also, in the SAM program download containers SDCi to 
SDC3, as shown in Fig. 7, a download driver indicating 
the routine of the download used when downloading a 

2 5 program in the SAMs lOSi to 105^, a label reader such as 



an UCP-L (Label) R (Reader) indicating a syntax (grammar) 
of the usage control policy data (UCP) U106, lock key 
data for locking/unlocking rewriting and erasing of the 
storage units (flash-ROM) built in the SAMs 105i to 1064 
in block units , and the signature data for them are 
contained. 

Note that, the storage unit 119 is provided with 
various databases including for example a database for 
storing the certificate data. 

The signature processing unit 117 obtains the hash 
value of the data covered by the signature and produces 
the signature data SIG thereof by using the secret key 
data Kcp,s of t*^® content provider 101. 

Note that, the hash value is produced by using a 
hash function. A hash function is a function receiving as 
input the data covered, compressing the related input 
data to data having a predetermined bit length, and 
outputting the same as the hash value . The hash function 
has as its characteristic feature that it is difficult to 
predict the input of the hash function from the hash 
value (output) . When one bit input to the hash function 
varies, many bits of the hash value vary, so it is 
difficult to find the input data having an identical hash 
value . 

The secure container preparation unit 118 produces 
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the content file CF storing the header data, meta data 
Meta, the content data C, A/V expansion use software 
Soft, and the watermark module WM input from the 
encryption unit 114 and encrypted by the content key data 
5 Kc therein as shown in Fig. 5A. 

It is also possible to contain the file reader and 
the signature data of the file reader in the secret key 
data Kcps as shown in Fig. 6. By doing this, in the SAMs 
105i to 1064, a plurality of secure containers 104 

10 storing the content files CF of different formats 

received from a plurality of secure containers 104 of 
different streams can be efficiently processed. 

Here; the file reader is used when reading a content 
file CF and the key file KF corresponding to that and 

15 indicates the reading routine etc. of these files. 

Note, in the present embodiment, a case where the 
related file reader is transmitted in advance from the 
EMD service center 102 to the SAMs 105i to IO54 is 
exemplified. Namely, in the present embodiment, the 

20 content file CF of the secure container 104 does not 
store the file reader. 

In the header data, as shown in Fig. 6, the 
synchronization signal, content ID, signature data by the 
secret key data K^^p g of the content provider 101 for the 

25 content ID, directory information, hyper link 
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information, serial number, expiration date and producer 
information of the content file CF, file size, existence 
of encryption, encryption algorithm, information 
concerning the signature algorithm, signature data by the 



concerning the directory information, etc. are contained. 

In the meta data Meta, as shown in Fig. 6, 
explanatory text of the commodity (content data C) , 
commodity demo and PR information, information related to 

10 the commodity, and the signature data from the content 
provider 101 for them are contained. 

In the present invention, as shown in Fig. 5 and 
Fig. 6, the case where the meta data Meta is stored in 
the content file CF and transmitted is exemplified, but 

15 it is also possible not to store the meta data Meta in 
the content file CF, but transmit the same from the 
content provider 101 to the SAM lOS^ etc. through a route 
different from the route for transmitting the content 
file CF. 

20 The A/V expansion use software Soft is the software 

used when expanding the content file CF in the network 
apparatus 160i and the AV apparatuses I6O2 to I6O4 of the 
user home network 103 and is the expansion use software 
of for example the ATRAC3 method. 

2 5 In this way, by storing the A/V expansion use 



5 



secret key data K^p^s 



of the content provider 101 
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so£t:ware Soft in the secure container 104, the content 
data C can be expanded by using the A/V expansion use 
software Soft stored in the secure container 104 in the 
SAMs 105i to 1054. Even if the compression and expansion 
5 method of the content data C is freely set by the content 
provider 101 for every content data C or every content 
provider 101, a large load will not be imposed on the 
user . 

The watermark module WM contains for example the 

10 information reqpiired for detecting the electronic 

watermark information buried in the content data C and 
software as mentioned before. 

Also, the secure container preparation unit 118 
produces the secure container 104 storing the content 

15 file CF shown Fig. 5A mentioned above, signature data 
SIGg CP of the related content file CF, the key file KF 
shown in Fig. 5B corresponding to the related content 
file CF read out from the key file database 118b, 
signature data SIG7 cp of the related key file KF, 

20 certificate data CER^p of the content provider 101 read 

out from the storage unit 119, and signature data SIGi esc 
of the related certificate data CER^p therein . 

Here, the signature data SIGg^p is used for 
verifying the legitimacy of the producer and transmitter 

2 5 of the content file CF at the received site of the secure 
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container 104 . 

Here, the signature data SIG7 cp is used for 
verifying the legitimacy of the transmitter of the key 
file KF at the received site of the secure container 104. 
5 Note that, at the received site of the secure container 

104, the legitimacy of the producer of the key file KF is 
verified based on the signature data SIGri esc 
lQ file KF. Also, the signature data SIGri esc used also 

in for verifying whether or not the key file KF is 

fy 10 registered in the EMD service center 102. 

Ip In the present embodiment, the encrypted content 

?f data C is stored in the secure container 104 in a form 

O 

y not depending upon the compression method of the content 

M data C, existence of compression, encryption method 

15 (including both the cases of the common key encryption 
method and public key encryption method) , parameters of 
the signals giving the content data C (sampling frequency 
etc.), and the preparation method (algorithm) of the 
signature data. Namely, these items can be freely 
20 determined by the content provider 101. 

Also, the secure container preparation unit 118 
outputs the secure container 104 stored in the secure 
container database 118a to the SAM management unit 124 in 
response to a request from the user. 
25 In this way, in the present embodiment, an in-band 
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method of storing the certificate CERcp of the public key 
data Kcp^p of the content provider 101 in the secure 
container 104 and transmitting the same to the user home 
network 103 is employed. Accordingly, the user home 
5 network 103 does not have to communicate with the EMD 
service center 102 for obtaining the certificate CERcp. 

Note that, in the present invention, it is also 
possible to employ an out-of-band method of obtaining the 
certificate CERcp from the EMD service center 102 by the 

10 user home network 103 without storing the certificate 
CERcp in the secure container 104 . 

The mutual certification unit 120 performs mutual 
certification between the EMD service center 102 and the 
user home network 103 to produce the session key data 

15 (common key) KgEs when the content provider 101 transmits 
or receives data on-line with the EMD service center 102 
and the user home network 103. The session key data KgEs 
is newly produced at each mutual certification . 

The enciryption and/or decryption unit 121 encrypts 

20 the data to be transmitted on-line to the EMD service 

center 102 and the user home network 103 by the content 
provider 101 by using the session key data KgEs • 

Also, the encryption and/or decryption unit 121 
decrypts the data received on-line from the EMD service 

25 center 102 and the user home network 103 by the content 



1 
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provider 101 by using the session key data KgEs • 

The usage control policy data preparation unit 122 
produces the usage control policy data 106 and outputs 
this to the EMD service center management unit 125. 
5 The usage control policy data 106 is a descriptor 

defining operating rules of the content data C and for 
example describes the suggested retailer' s price SRP 
% intended by an operator of the content provider 101, copy 

in rule of the content data C, etc, 

fU 10 The SAM management unit 124 supplies the secure 

rfi container 104 off-line or on-line to the user home 

network 103 . 

p Also, when distributing the secure container 104 to 

p the SAMs 105i to 105^ on-line, the SAM management unit 

15 124 uses, as the communication protocol for transmitting 
the secure container 104, an MHE6 (Multimedia and 
Hypermedia Information Coding Experts Group) protocol if 
a digital broadcast or uses an XML/SMIL/HTML (Hyper 
TextMarkup Language) if the Internet and buries the 
20 secure containers 104 in these communication protocols in 
a form not depending upon the coding method by tunneling . 

Accordingly, it is not necessary to match formats 
between the communication protocol and the secure 
container 104, so the format of the secure container 104 
2 5 can be flexibly set. 
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Note that, the communication protocol used when 
transmitting the secure container 104 from the content 
provider 101 to the user home network 103 is not limited 
to those mentioned above and may be any protocol . 
5 Figure 12 is a view for explaining a storage medium 

130i of a POM type used in the present embodiment. 

As shown in Fig. 12, the ROM type storage medium 
ISOi has a ROM region 131, a secure RAM region 132, and a 
media SAM 133. 

10 In the ROM region 131, the content file CF shown in 

Fig. 5A is stored. 

Also, the secure RAM region 132 is a region where 

predetermined permission (certification) is necessary for 

accessing the stored data. Signature data produced by 
15 using a MAC (Message Authentication Code) function with 

the key file KF and the certificate data CERcp and a 

storage use key data Kstr having an inherent value in 

accordance with the type of the apparatus shown in Figs . 

5B and 5C as factors and the data obtained by encrypting 
20 the related key file KF and the certificate data CERcp by 

using media key data having an inherent value in the 

storage medium are stored. 

Also, in the secure RAM region 132, for example, 

certificate revocation data (revocation list) for 
25 specifying the content provider 101 and the SAMs lOS^ to 
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lOSg which became invalid due to illegitimate actions or 
the like is stored. 

Also, in the secure RAM region 132, as will be 
mentioned later, usage control status (UCS) data 166 etc. 
5 produced when the purchase and/or usage form of the 

content data C is determined in the SAMs 105i to 1064 of 
the user home network 103 is determined are stored. By 
this, by the storage of the user control status data 166 
in the secure RAM region 132, a ROM type storage mediiim 

10 130 with a purchase and/or usage form determined therein 
is obtained. 

In the media SAM 133, for example the media ID 
serving as the identifier of the ROM type storage medium 
130i and the media key data K„ed are stored. 

15 The media SAM 133 has for example a mutual 

certificate authority function. 

As the storage medixim of the ROM type used in the 
present embodiment, for example, other than one shown in 
Fig. 12, also a ROM type storage medium I3O2 shown in 

20 Fig. 13 and a ROM type storage medixim I3O3 shown in Fig. 
14 can be considered. 

The ROM type storage medium I3O2 shown in Fig. 13 
has the ROM region 131 and the media SAM 133 having the 
certificate authority function, but is not provided with 

2 5 the secure RAM region 132 as in the ROM type storage 
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medium 130i shown in Fig. 12. Where use is made of the 
ROM type storage medium ISOj, the content file CF is 
stored in the ROM region 131, and the key file KF is 
stored in the media SAM 133. 
5 Also, the ROM type storage medium I3O3 shown in Fig. 

14 has the ROM region 131 and the secure RAM region 132 
and does not have the media SAM 133 as in the ROM type 
storage medium 130^ shown in Fig. 12. Where the ROM type 
storage medium I3O3 is used, the content file CF is 

10 stored in the ROM region 131, and the key file KF is 

stored in the secure RAM region 132. Also, where the ROM 
type storage medium I3O3 is used, mutual certification is 
not carried out with the SAM. 

Also, in the present embodiment, other than the ROM 

15 type storage medium, also a RAM type storage medium is 
used. 

As the RAM type storage medium used in the present 
embodiment, there is, for example, as shown in Fig. 15, a 
RAM type storage medium I3O4 having the media SAM 133, 
20 secure RAM region 132, and nonsecure RAM region 134. In 
the RAM type storage medium 130^, the media SAM 133 has 
the certificate authority function and stores the key 
file KF, Also, in the R7^ region 134, the content file CF 
is stored. 

25 Also, as the RAM type storage mediiam used in the 
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present: embodiment:, ot:her than that, also a RAM type 
storage medium ISOg shown in Fig. 16 and a RAM type 
storage medium 130^ shown in Fig. 17 can be considered. 
The RAM type storage medium ISOg shown in Fig. 16 
5 has the nonsecure RAM region 134 and the media SAM 133 
having the certificate authority function, but is not 
provided with the secure RAM region 132 as in the RAM 
type storage medium I3O4 shown in Fig. 15. Where the RAM 
type storage medium I3O5 is used, the content file CF is 

10 stored in the RAM region 134, and the key file KF is 
stored in the media SAM 133. 

Also, the RAM type storage medium 1306 shown in Fig. 
17 has the secure RAM region 132 and the nonsecure RAM 
region 134, but does not have the media SAM 133 as in the 

15 RAM type storage medium I3O4 shown in Fig. 15. Where use 
is made of the RAM type storage medium 130^, the content 
file CF is stored in the RAM region 134, and the key file 
KF is stored in the secure RAM region 132. Also, where 
use is made of the RAM type storage medium 1306, mutual 

20 certification is not carried out with the SAM, 

Also, where the secure container 104 is distributed 
on-line to the user home network 103 by using a network 
or a digital broadcast, the SAM management unit 124 
encrypts the secure container 104 by using the session 

25 key data Kges in the encryption and/or decryption unit 
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121, and then distributes the same via the network to the 
user home network 103 . 

In the present embodiment, as the SAM management 
unit and the EMD service center management unit and the 
5 content provider management unit and service provider 
management unit mentioned later, use is made of a 
communication gateway having a tamper resistant structure 
whereby for example monitoring and tampering of the 
processing content of the internal portion cannot be 

10 carried out or are difficult. 

Here, in both of the case where the content data C 
is distributed from the content provider 101 to the user 
home network 103 by using the storage medium 130i and the 
case where it is distributed on-line by using the 

15 network, use is made of the secure container 104 of a 

common form with the usage control policy data 10 6 stored 
therein. Accordingly, in the SAMs 105i to IO54 of the 
user home network 103, the rights clearing based on the 
common usage control policy data 106 can be carried out 

20 in both of the cases of off-line and on-line. 

Also, as mentioned above, in the present embodiment, 
the in-band method of enclosing the content data C 
encrypted by the content key data Kc and the content key 
data Kc for decrypting the related encryption in the 

2 5 secure container 104 is employed. In the in-band method. 
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when it is intended to reproduce the content data C by 
the apparatus of the user home network 103, it is not 
necessary to separately distribute the content key data 
Kc, so there is an advantage that the load of the network 
5 communication can be reduced. Also, the content key data 
Kc has been encrypted by the distribution use key data 
KDi to KDg, but the distribution use key data KD^ to KDg 
are managed at the EMD service center 102 and distributed 
to the SAMs 105^ to 105^ of the user home network 103 in 

10 advance (when the SAMs 105i to 1064 access the EMD 

service center 102 for the first time) , therefore, in the 
user home network 103, the usage of the content data C 
off-line becomes possible without connecting with the EMD 
service center 102 on-line. 

15 Note that, the present invention has the flexibility 

to employ the out-of-band method for separately supplying 
the content data C and the content key data Kc to the 
user home network 103 as will be mentioned later. 

When receiving the settlement report data 107 from 

20 the EMD service center 102, the EMD service center 

management unit 125 decrypts it at the encryption and/or 
decryption unit 121 by using the session key data Kqes and 
then stores the same in the storage unit 119. 

As the settlement report data 107, for example, the 

2 5 content of the settlement concerning the content provider 
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101 performed by the EMD service center 102 at the 
settlement manager 91 shown in Fig. 1 is described. 

Also, the EMD service center management unit 125 
transmits the content ID as a global unique identifier of 
5 the content data C to be provided, a public key data 

Kcp^p, and signature data SIG^ cp of them to the EMD service 
center 102 and receives as input the certificate data 
%n CERcp of the public key data Kcp,p from the EMD service 

m center 102 . 

ru 10 Also, the EMD service center management unit 125 

ffl produces, as shown in Fig. 18, a registration module Modz 

H storing the content ID as the global unique identifier of 

O the content data C to be provided, the content key data 

P Kc, the usage control policy data 106, the watermark 

15 module WM, CP_ID as the global unique identifier of the 
content provider 101, and signature data SIGmi cp 
secret key data K^p^g of the content provider 101 for them 
therein when registering the content key data Kc , the 
usage control policy data 106, and the watermark module 
20 WM in the EMD service center 102 and receiving the key 
file KF for each of the content data C. Then, the EMD 
service center 125 encrypts the registration module Moda 
in the encryption and/or decryption unit 121 by using the 
session key data Kg^s and then transmits the same via the 
25 network to the EMD service center 102. As the EMD service 
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cenber management: unit 125, as mentioned above, for 
example use is made of a communication gateway having a 
high tamper resistant structure whereby monitoring or 
tampering of the processing content of the internal 
5 portion cannot be carried out or are difficult. 

Below, an explanation will be given of the flow of 
the processing in the content provider 101 by referring 
to Fig. 3 and Fig. 4. 

Note that, as a prerequisite for performing the 

10 following processing, the interested party of the content 
provider 101 performs the registration processing for the 
EMD service center 102 off-line by using for example its 
own ID and a bank account for performing the settlement 
processing and acquires the global unique identifier 

15 CP_ID. The identifier CP_ID is stored in the storage unit 
119 . 

First, an explanation will be given of the 
processing where the content provider 101 requests the 
certificate data CERcp for proving the legitimacy of the 
20 public key data K^p^g corresponding to its own secret key 
data Kcp,s from the EMD service center 102 by referring to 
Fig . 4 . 

The content provider 101 generates a random n\imber 
by using a true random number generator to produce the 
2 5 secret key data Kcp^g, produces the public key data Kcp,p 
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corresponding to the related secret key data K^p^s and 
stores the same in the storage unit 119. 

The EMD service center management unit 125 reads out 
the identifier CP_ID and the public key data Kcp^p of the 
5 content provider 101 from the storage unit 119. 

Then, the EMD service center management unit 125 
transmits the identifier CP_ID and the public key data 
y Kcp,p to the EMD service center 102. 

^ Then, the EMD service center management unit 125 

^\ 10 receives as input the certificate data CERcp and the 

ilp signature data SIGi thereof from the EMD service center 

102 in accordance with the related registration and 

?3 

Q writes them into the storage unit 119. 

Q Next, an explanation will be given of the processing 

15 where the content provider 101 registers the content key 
data Kc, usage control policy data 106, and the watermark 
module WM in the EMD service center 102 and receives the 
key file KF corresponding to the content data C by 
referring to Fig. 4, Fig. 18, and Fig. 19. 
20 The registration of the usage control policy data 

106 etc. is carried out for individual content data C. 

Figure 19 is a flowchart for explaining the 
registration processing from the content provider 101 to 
the EMD service center 102. 
25 Step Al : Mutual certification is carried out between 
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the mutual certification unit 120 of the content provider 
101 shown in Fig. 4 and the EMD service center 102. 

Step A2 : The session key data KgEs obtained by the 
mutual certification performed at step Al is shared by 
5 the content provider 101 and the EMD service center 102 . 

Step A3: The content provider 101 reads out the 
content ID, content key data Kc, usage control policy 
data 106, watermark module WM, and CP_ID , etc. to be 
registered into the EMD service center 102 from the 
10 database of the storage unit 119 etc. 

Step A4 : In the signature processing unit 117, the 
signature data SIGmi cp indicating the legitimacy of the 
sender is produced for a module containing for example 
the usage control policy data 106 read out at step A3 by 
15 using the secret key data K^p^g of the content provider 
101. 

Then, the EMD service center management unit 125 
produces the registration use module Modg storing the 
content ID, content key data Kc, usage control policy 
20 data 10 6, watermark module WM and CP_ID, and the 

signature data SIGmi cp for them therein as shown in Fig. 
18 , 

Step A5 : The encryption and/or decryption unit 121 
encrypts the registration use module Modj produced at 
2 5 step A4 by using the session key data KgEs shared at step 
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A2 . 

Step A6: The EMD service center management unit 125 
transmits the registration use module Mod2 encrypted at 
step A5 to the EMD service center 102. 
5 The processing of step A7 and following processing 

are the processing in the EMD service center 102. 

Step A7 : The EMD service center 102 decrypts the 
received registration use module Modj by using the 
session key data Kg^g shared at step A2 . 
10 Step A8 : The EMD service center 102 verifies the 

signature data SIGmi^cp stored in the decrypted 
registration use module Mad^ by using the public key data 
Kcp p/ confirms the legitimacy of the sender of the 
registration use module Modj ^ and performs the processing 
15 of step A9 under the condition that the legitimacy of the 
sender is proved - 

Step A9: The EMD service center 102 stores and 
registers the content ID, content key data Kc, usage 
control policy data 106, watermark module WM, and CP_ID 
20 stored in the registration use module Mods the 
predetermined database . 

Note that, the EMD service center management unit 
125 receives, as shown in Fig. 18, for example six 
months' worth of the key files KF from the EMD service 
2 5 center 102 after the registration processing in 
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accordance with the registration use module Modj is 
carried out for the EMD service center 102, decrypts the 
related received key files KF by using the session key 
data KsEs obtained by the mutual certification between the 
5 mutual certification unit 120 and the EMD service center 
102, and then stores the same in the key file database 
118b. 

Next, an explanation will be given of the processing 
where the content provider 101 transmits the secure 
10 container 104 to the SAM 105i of the user home network 
103 by referring to Fig. 3 and Fig. 4. 

Note that, in the following example, the case where 
the secure container 104 is transmitted from the content 
provider 101 to the SAM lOB^ is exemplified, but the case 
15 where the secure container 104 is transmitted to each of 
the SAMs 1052 'to IO54 is the same except it transmitted 
to each of the SAMs lOSz to IO54 via the SAM 105i. 

First, as shown in Fig. 3, the content data Sill is 
read out from the content master source database 111 and 
20 output to the electronic watermark information addition 
unit 112 . 

Next, the electronic watermark information addition 
unit 112 buries the electronic watermark information in 
the content data Sill to produce the content data SI 12 
25 and outputs this to the compression unit 113. 
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Next, the compression unit 113 compresses the 



content data S112 by for example the ATRAC3 method to 



produce the content data SI 13 and outputs this to the 



enciryption unit 114. 



5 



Also, as shown in Fig. 4, the content key data Kc is 



produced by generating a random number at the random 



nximber generation unit 115, and the related produced 
content key data Kc is stored in the storage unit 119. 

Next, the encryption unit 114 encrypts the content 
10 data S113 input from the compression unit 113, meta data 



expansion use software Soft and the watermark module WM 
by using the content key data Kc and outputs the same to 
the secure container preparation unit 118. In this case, 

15 it is also possible if the meta data Meta and the 
watermark module WM are not encrypted. 

Then, the secure container preparation unit 118 
produces the content file CF shown in Fig. 5A. Also, in 
the signature processing unit 117, the hash value of the 

20 content file CF is obtained and the signature data SIGg^cp 
is produced by using the secret key data K^p^s. 

Also, the secure container preparation unit 118 
reads out the key file KF corresponding to the content 
data C from the key file database 118b and outputs this 

25 to the signature processing unit 117. 



Meta read out from the storage unit 119, the A/V 
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Then, the signature processing unit 117 obtains the 
hash value of the key file KF input from the secure 
container preparation unit 118, produces the signature 
data SIG7 CP by using the secret key data Kcp^s/ ^.nd outputs 
5 this to the secure container preparation unit 118. 

Next, the secure container preparation unit 118 
produces the secure container 104 storing the content 
^.0 file CF and the signature data SIG^ cp thereof shown in 

in Fig. 5A, the key file KF and the signature data SIG7 cp 

rU 10 thereof shown in Fig. 5B, and the certificate data CERcp 
¥^ and the signature data SIG^ ^sc thereof shown in Fig. 5C 

J!r read out from the storage unit 119 therein and stores 

;f. this in the secure container database 118b. Then, the 

secure container preparation unit 118 reads out the 
15 secure container 104 to be provided to the user home 

network 103 in response to for example a request from the 
user from the secure container database 118a, encrypts 
this at the encryption and/or decryption unit 121 by 
using the session key data Ks^g obtained by the mutual 
20 certification between the mutual certification unit 120 

and the SAM 105i, and then transmits the same via the SAM 
management unit 124 to the SAM 105i of the user home 
network 103 . 

Below, a summary of the flow of the overall 
2 5 processing of the content provider 101 will be explained 
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relative to the secure container preparation processing . 

Figure 20, Fig. 21, and Fig, 22 are flowcharts for 
explaining the flow of the related processing. 

Step Bl: The content provider 101 receives as input 
5 its own certificate data CERcp from the EMD service 

center 102 in advance and stores this in the storage unit 
(database) 119. 

Step B2 : The content data to be newly authored and 
an already stored content master source such as legacy 
10 content data are digitized, allocated a content ID, and 
stored in the content master source database 111 and 
uniquely managed. 

Step B3 : The meta data Meta is produced for each 
content master source uniquely managed at step Bl and is 
15 stored in the storage unit 119. 

Step B4 : The content data Sill serving as the 
content master source is read out from the content master 
source database 111 and output to the electronic 
watermark information addition unit 112, the electronic 
20 watermark information is buried, and the content data 
S112 is produced. 

Step B5 : The electronic watermark information 
addition unit 112 stores the content of the buried 
electronic watermark information and the burial location 
25 in the predetermined database. 



# # 
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Step B6: In the compression unit 113, the content 
data S112 with the electronic watermark information 
buried therein is compressed to produce the content data 
S113. 

5 Step B7 : In the expansion unit 116, the compressed 

content data S113 is expanded to produce the content data 
S116, 

Step B8: In the audial check unit 123, the check of 
the sound of the expanded content data S116 is carried 
10 out. 

Step B9: The content provider 101 detects the 
electronic watermark information buried in the content 
data SI 16 based on the buried content and the burial 
location stored in the database at step B5 . 

15 Then, the content provider 101 performs the 

processing of step BIO where both of the audial check and 
the detection of the electronic watermark information 
succeed, while repeats the processing of step B4 where 
either one fails. 

20 Step BIO: A random number is generated at the random 

number generation unit 115 to produce the content key 
data Kc, and this is stored in the storage unit 119. 

Step Bll: In the encryption unit 114, the compressed 
content data S113 is encrypted by using the content key 

2 5 data Kc to produce the content data C. 
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Step B12 : In the usage control policy data 
preparation unit 122, the usage control policy data 106 
for the content data C is produced. 

Step B13: The content provider 101 determines the 
5 SRP and stores this in the storage unit 119. 

Step B14: The content provider 101 outputs the 
content ID, content key data Kc, and the usage control 
policy data 106 to the EMD service center 102 . 

Step B15 : The content provider 101 receives as input 
10 the key file KF encrypted t)y the distributipn use key 
data KDi to KD3 from the EMD service center 102. 

Step B16: The content provider 101 stores the input 
key file KF in the key file database 118b. 

Step B17 : The content provider 101 connects the 
15 links of the content data C and the key file KF by the 
hyper link. 

Step B18: In the signature processing unit 117, the 
signature data indicating the legitimacy of the producer 
is produced by using the secret key data K^p^s for each of 
20 the content data C and the key files KF. 

Step B19: In the secure container preparation unit 
118, the secure container 104 shown in Fig. 5 is 
produced . 

Step B20 : Where the content data is provided in a 
2 5 composite form using a plurality of secure containers. 



1., 
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the processing of the steps Bl to B19 is repeated to 
produce the secure container 104 and the link between the 
content file CF and the key file KF and the link among 
the content files CF by using the hyper link, etc. 
5 Step B21 : The content provider 101 stores the 

produced secure container 104 in the secure container 
database 118a. 

[EMD service center 102] 

The EMD service center 102 has a certificate 
10 authority (CA) function, a key management function, and a 
rights clearing (profit distribution) function. 

Figure 23 is a view of the configurations of 
functions of the EMD service center 102 . 

As shown in Fig. 23, the EMD service center 102 has 
15 a key server 141, a key database 141a, a settlement 

processing unit 142, a signature processing unit 143, a 
settlement manager management unit 144 , a certificate 
and/or usage control policy management unit 145, a usage 
control policy database 145a, a certificate database 
20 145b, a content provider management unit 148, a CP 

database 148a, a SAM management unit 149, a SAM database 
149a, a mutual certification unit 150, an encryption 
and/or decryption unit 151, and a KF preparation unit 
153. 

2 5 Note that, in Fig. 23, the flow of the data related 
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to the data transmitted and received between the EMD 
service center 102 and the content provider 101 in the 
flow of the data among the functional blocks in the EMD 
service center 102 is shown. 
5 Also, in Fig, 24, the flow of the data related to 

the data transmitted and received between the SAMs 105i 
to 1064 and the settlement manager 91 shown in Fig. 1 in 
the flow of the data among the functional blocks in the 
EMD service center 102 is shown. 

10 The key server 141 reads out six months' worth of 

the distribution use key data having the expiration date 
of one month stored in the key database 141a and outputs 
the same to the SAM management unit 14 9. 

Also, other than the key database 141a distribution 

15 use key data KD, one series of key data for storing the 
key data such as the secret key data Kesc 3 

service center 102, storage use key data KgTRf media key 
data KwEDf and the MAC key data Yi^^ stored. 

The settlement processing unit 142 performs 

20 settlement processing based on the usage log data 108 
input from the SAMs 105i to 1064, the suggested 
retailer's price SRP input from the certificate and/or 
usage control policy management unit 145 and sales price, 
produces the settlement report data 107 and settlement 

25 claim data 152, outputs the settlement report data 107 to 
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the content provider management unit 148, and outputs the 
settlement claim data 152 to the settlement manager 
management unit 144 . 

Note that, the settlement processing unit 142 
5 monitors whether or not transactions based on an illegal 
dumping price were carried out based on the sales price. 

Here, the usage log data 108 indicates the log of 
the purchase and usage (reproduction, recording, 
transfer, etc.) of the secure container 104 in the user 

10 home network 103 and is used when determining the payment 
sum of a license fee related to the secure container 104 
in the settlement processing unit 142 . 

In the usage log data 108, for example the content 
ID serving as the identifier of the content data C stored 

15 in the secure container 104, the identifier CP_ID of the 
content provider 101 distributing the secure container 
104, the compression method of the content data C in the 
secure container 104, an identifier Media_ID of the 
storage medium storing the secure container 104, the 

20 identifier SAM_ID of the SAMs 105i to 1054 receiving the 
distribution of the secure container 104, USER_ID of the 
user of the related SAMs 105i to 1054, etc. are 
described. Accordingly, the EMD service center 102 
determines the sum of payment for each other party based 

2 5 on a distribution rate table determined in advance when 
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it is necessary to distribute the money paid by the user 
of the user home network 103 to license owners of for 
example the compression method and the storage medium 
other than the owner of the content provider 101 and 
5 produces the settlement report data 107 and the 

settlement claim data 152 in accordance with the related 
determination. The related distribution rate table is 
produced for example for every content data stored in the 
secure container 104. 

10 Also, the settlement claim data 152 is the 

authenticated data for which the payment of money to the 
settlement manager 91 may be claimed. For example, when 
the money paid by the user is distributed to a plurality 
of right holders , it is produced for individual right 

15 holders . 

Note that, the settlement manager 91 sends a 
statement of the related settlement manager to the EMD 
service center 102 when the settlement is terminated. The 
EMD service center 102 notifies the content of the 

20 related statement to the corresponding right holders. 

The settlement manager management unit 144 transmits 
the settlement claim data 152 produced by the settlement 
processing unit 142 via the payment gateway 90 shown in 
Fig. 1 to the settlement manager 91. 

2 5 Note that, as will be mentioned later, it is also 



possible if the settlement manager management unit 144 
transmits the settlement claim data 152 to the right 
holders of the content provider 101 etc . , and the right 
holders per se perform the settlement at the settlement 
manager 91 by using the received settlement claim data 
152 , 

Also, the settlement manager management unit 144 
obtains the hash value of the settlement claim data 152 
in the signature processing unit 143 and transmits 
signature data SIG99 produced by using the secret key 
data Kescs together with the settlement claim data 152 to 
the settlement manager 91 . 

The certificate and/or usage control policy 
management unit 145 reads out the certificate data CER^p 
and certificate data CERs;vmi to CERsftM4 etc. which are 
registered (stored) in the certificate database 145b and 
authenticated and, at the same time, registers the usage 
control policy data 106 of the content provider 101, the 
content key data Kc, the watermark module WM, etc. in the 
usage control policy database 145a to authenticate the 
same . 

Here, for the usage control policy database 145a, a 
search is carried out by using the content ID as a search 
key, while for the certificate database 145b, a search is 
carried out by using the identifier CP_ID of the content 
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provider 101 as the search key. 

Also, the certificate and/or usage control policy 
management unit 145 obtains the hash values of for 
example the usage control policy data 106, content key 
5 data Kc, and the watermark module WM and stores the 

authenticated data attached with the signature data using 
the secret key data Kesc,s in the usage control policy 
database 145a. 

The content provider management unit 148 has a 
10 function of communication with the content provider 101 
and can access the CP database 148a for managing the 
identifiers CP_ID etc. of the registered content 
providers 101 . 

The SAM management unit 149 has a function of 
15 communication with the SAMs 105i to 105^ in the user home 
network 103 and can access the SAM database 14 9a storing 
the identifiers SAM_ID and SAM registration list etc. of 
the registered SAMs . 

The KF preparation unit 153 outputs the content key 
20 data Kc and usage control policy data 106 input from the 
content provider management unit 148 and the SAM program 
download containers SDCj to SDC3 to the signature 
processing unit 143. 

Also, the KF preparation unit 153 encrypts the 
25 content key data Kc, the usage control policy data 106, 



and the SAM program download containers SDCi to SDC3 by 
using the distribution use key data KD^ to KDg of the 
corresponding period input from the key server 141, 
produces the key file KF storing the related encrypted 
data and the signature data SIGri^esc the secret key 
data Kescs the related encrypted data input from the 

signature processing unit 143 therein as shown in Fig. 
5B, and stores the related produced key file KF in the KF 
database 153a. 

Below, an explanation will be given of the flow of 
the processing in the EMD service center 102. 

First, an explanation will be given of the flow of 
the processing when transmitting the distribution use key 
data from the EMD service center 102 to the SAMs lOSj to 
1054 in the user home network 103 by referring to Fig. 
24. 

As shown in Fig. 24, the key server 141 reads out 
for example three months' worth of the distribution use 
key data KDi to KD3 from the key database 141a every 
predetermined period and outputs the same to the SAM 
management unit 149. 

Also, the signature processing unit 143 obtains the 
hash values of each of the distribution use key data KDi 
to KD3 to produce signature data SIGrdi^esc to SI 6^03, esc 
individually corresponding to them by using the secret 
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key data Kesc,s of the EMD service center 102 and. outputs 
them to the SAM management unit 149. 

The SAM management unit 149 encrypts these three 
months' worth of the distribution use key data KDi to KD3 
5 and the signature data SIGrdi^esc SIGrds^esc them by 

using the session key data KgEs obtained by the mutual 
certification between the mutual certification unit 150 

• *^ 

^2 and the SAMs 105i to IO54 and then transmits them to the 

ifi 

m SAMs 105i to 1054. 

VJ 10 Next, an explanation will be given of the processing 

s in the case where the EMD service center 102 receives an 

p issuance request of the certificate data CERcp from the 

O 

fU content provider 101 by referring to Fig. 23. 

1^ In this case, when receiving the identifier CP_ID of 

15 the content provider 101, public key data Kcp,p, and the 
signature data SIG9 cp from the content provider 101, the 
content provider management unit 148 decrypts them by 
using the session key data KgEs obtained by the mutual 
certification between the mutual certification unit 150 
20 and the mutual certification unit 120 shown in Fig. 4. 

Then, after confirming the legitimacy of the related 
decrypted signature data SIG9 cp the signature 
processing unit 143, it is confirmed whether or not the 
content provider 101 issuing the issuance request of the 
2 5 related certificate data is registered in the CP database 
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148a based on the identifier CP_ID and the piiblic key 
data K^p p . 

Then, the certificate and/or usage control policy 
management unit 145 reads out the certificate data CER^p 
5 of the related content provider 101 from the certificate 
database 145b and outputs this to the content provider 
management unit 148 . 

Also, the signature processing unit 143 obtains the 
hash value of the certificate data CER^p, produces the 
10 signature data SIG^ esc using the secret key data Kesc.s 
of the EMD service center 102, and outputs this to the 
content provider management unit 148 . 

Then, the content provider management unit 148 
encrypts the certificate data CER^p and the signature 
15 data SIGi esc thereof by using the session key data KgEs 

obtained by the mutual certification between the mutual 
certification unit 150 and the mutual certification unit 
120 shown in Fig. 4 and then transmits the same to the 
content provider 101. 
20 Next, an explanation will be given of the processing 

where the EMD service center 102 receives the issuance 
request of the certificate data CERsami from the SAM 105^ 
by referring to Fig. 24, 

In this case, when receiving an identifier SAMi_ID 
25 of the SAM 105^, public key data Kg^Mi p, and signature 
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data SIGg^sAMi from the SAM 105i, the SAM management unit 
14 9 decrypts them by using the session key data Kses 
obtained by the mutual certification between the mutual 
certification unit 150 and the SAM 105i. 
5 Then, after confirming the legitimacy of the related 

decrypted signature data SIGq g^Mi the signature 
processing unit 143, based on the identifier SAMi_ID and 
the public key data Ksami,p/ it is confirmed whether or not 
the SAM 105i outputting the issuance request of the 

10 related certificate data is registered in the SAM 
database 149a. 

Then, the certificate and/or usage control policy 
management unit 145 reads out the certificate data CERsami 
of the related SAM 105^ from the certificate database 

15 145b and outputs this to the SAM management unit 149. 

Also, the signature processing unit 143 obtains the 
hash value of the certificate data CERs^^i, produces 
signature data SIGjo^esc t>y using the secret key data K^scs 
of the EMD service center 102 , and outputs this to the 

20 SAM management unit 149. 

Then, the SAM management unit 149 encrypts the 
certificate data CERg^Mi and the signature data SIGgoEsc 
thereof by using the session key data KgEs obtained by the 
mutual certification between the mutual certification 

25 unit 150 and the SAM 105^, and then transmits the same to 



• 
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the SAM lOSj. 

Note that, the processing where the SAMs lOS^ to 
1054 request the certificate data is the same as the case 
of the SAM 105i mentioned above except only the object is 
5 replaced by the SAMs 105i to 1064. 

Note that, in the present invention, it is also 
possible if the EMD service center 102 produces the 
certificate data CERsami of the public key data Ksami,p 
the time of shipment when a secret key data Ksami,s "t^® 

10 public key data Kg^Mi^P of the SAM 105i are stored in the 
storage unit of the SAM 105i at for example the related 
shipment of the SAM 105i. 

At this time, at the related shipment, it is also 
possible to store the certificate data CERsami in the 

15 storage unit of the SAM lOSj. 

Next, an explanation will be given of the processing 
where the EMD service center 102 receives the 
registration use module Moda shown in Fig. 1 from the 
content provider 101 by referring to Fig. 23. 

20 In this case, when the content provider management 

unit 148 receives the registration use module Modj shown 
in Fig. 18 from the content provider 101, the 
registration use module Modj is decrypted by using the 
session key data Ksgg obtained by the mutual certification 

2 5 between the mutual certification unit ISO and the mutual 
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certification unit 120 shown in Fig, 4. 

Then, in the signature processing unit 143, the 
legitimacy of the signature data SIG^i^cp is verified by 
using the public key data K^p^p read out from the key 
5 database 141a. 

Next, the certificate and/or usage control policy 
management unit 145 registers the usage control policy 
data 106, content key data Kc, watermark module WM, and 
SRP stored in the registration use module Modj in the 
10 usage control policy database 145a. 

Next, the content provider management unit 148 
outputs the content key data Kc and the usage control 
policy data 106 to the KF preparation unit 153. 

Next, the KF preparation unit 153 outputs the 
15 content key data Kc and usage control policy data 106 

input from the content provider management unit 148 and 
the Si^ program download containers SDCi to SDC3 to the 
signature processing unit 143. 

Then, the signature processing unit 143 obtains the 
20 hash value with respect to the whole data input from the 
KF preparation unit 153, produces the signature data 
SIGri ESC thereof by using the secret key data K^scs of the 
EMD service center 102, and outputs this to the KF 
preparation unit 153 . 
2 5 Next, in the KF preparation unit 153, by using the 



distribution use key data KDi to KDg of the corresponding 
period input from the key server 141, the content key 
data Kc and usage control policy data 106 and the SAM 
program download containers SDCi to SDC3 are encrypted, 
5 and the key file KF storing the related encrypted data 
and the signature data SIGri input from the signature 
processing unit 143 therein is produced and is stored in 
the KF database 153a. 

Here, as the SAM program download containers SDCi to 

10 SDC3, it is also possible to use those stored in the 

registration use module Moda or it is also possible to 
use those held by the EMD service center 102 in advance. 

Next, the content provider management unit 148 
encrypts the key file KF obtained by accessing the KF 

15 database 153a by using the session key data Kses obtained 
by the mutual certification between the mutual 
certification unit 150 and the mutual certification unit 
120 shown in Fig. 4, and then transmits the same to the 
content provider 101 . 

20 Next, an explanation will be given of the settlement 

processing performed in the EMD service center 102 by 
referring to Fig. 24. 

When receiving as input the usage log data 108 and 
signature data SIG2oo,sami thereof from for example the SAM 

25 105i of the user home network 103, the SAM management 
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unit 14 9 decrypts the usage log data 108 and the 
signature data SIG2oo,sami using the session key data Kses 
obtained by the mutual certification between the mutual 
certification unit 150 and the SAM 105i, verifies the 
5 signature data SIGjoo.sami the public key data Ksami of 

the SAM 105i, and then outputs the same to the settlement 
^ processing unit 142. 

jy Then, the settlement processing unit 142 performs 

Jfj the settlement processing based on the usage log data 108 

^ 10 input from the SAM management unit 149 and the suggested 

J' retailer' s price SRP contained in the usage control 

I— 

~ policy data 106 read out from the usage control policy 

f|j database 145a via the certificate and/or usage control 

1^ policy management unit 145 and the sales price and 

15 produces the settlement claim data 152 and the settlement 
report data 107 . 

The settlement processing unit 142 outputs the 
settlement claim data 152 to the settlement manager 
management unit 144 and, at the same time, outputs the 
20 settlement report data 107 to the content provider 
management unit 148 . 

Next, the settlement manager management unit 14 4 
transmits the settlement claim data 152 and the signature 
data SIGgg thereof via the payment gateway 90 shown in 
25 Fig. 1 to the settlement manager 91 after the mutual 
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certification and the decryption by the session key data 

By this, the money of the sum indicated in the 
settlement claim data 152 is paid to the content provider 
5 101. 

Next, an explanation will be given of the processing 
where the EMD service center 102 transmits the settlement 
report to the content provider 101 by referring to Fig. 
23. 

10 When the settlement is carried out in the settlement 

processing unit 142, as mentioned above, the settlement 
report data 107 is output from the settlement processing 
unit 142 to the content provider management unit 148. 
In the settlement report data 107, as mentioned 

15 above, for example the content of the settlement 

concerning the content provider 101 performed with 
respect to the settlement manager 91 shown in Fig. 1 by 
the EMD service center 102 is described. 

When receiving as input the settlement report data 

20 107 from the settlement processing unit 142, the EMD 

service center 102 encrypts this by using the session key 
data KsEs obtained by the mutual certification between the 
mutual certification unit 150 and the mutual 
certification unit 120 shown in Fig. 4 and then transmits 

25 the same to the content provider 101. 
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Also, after registering (authenticating) the usage 
control policy data 106 as mentioned above, the EMD 
service center 102 may encrypt the authenticated 
certificate module by the distribution use key data KDi 
5 to KDg and transmit the same from the EMD service center 
102 to the content provider 101 too. 

Also, the EMD service center 102 performs the 
processing at the time of shipment of the SAMs 105i to 
105^ and the registration processing of the SAM 
10 registration list other than the above, but these 
processings will be mentioned later. 

[User home network 103] 

The user home network 103 has a network apparatus 
160i and A/V apparatuses I6O2 to I6O4 as shown in Fig. 1. 
15 The network apparatus I6O1 includes a built-in SAM 

105i. Also, the AV apparatuses I6O2 to I6O4 includes 
built-in SAMs lOSa to 1064. 

The SAMs lOS^ to 1064 are connected to each other 
via a bus 191, for example, an IEEE1394 serial interface 
20 bus. 

Note that, the AV apparatuses I6O2 to I6O4 can have 
a network communication function too or may not have the 
network conimunication function, but utilize the network 
communication function of the network apparatus 160^ via 
25 the bus 191 . 
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Also, the user home network 103 can have only AV 
apparatuses not having the network function too . 

Below, an explanation will be made of the network 
apparatus 1 60^ . 
5 Figure 25 is a view of the configuration of the 

network apparatus 160i. 

As shown in Fig. 25, the network apparatus 160i has 
the SAM 105i, a communication module 162, a decryption 
and/or expansion module 163, a purchase and/or usage form 

10 determination operation unit 165,. a download memory 167, 
a reproduction module 169, and an external memory 201. 

The SAMs 105i to 1054 are modules for performing the 
charge processing in units of content and communicate 
with the EMD service center 102. 

15 The SAMs 105i to 105^ are managed in their 

specifications, versions, etc. by for example the EMD 
service center 102 , If there is a desire for mounting 
them by a home electric apparatus maker, they are 
licensed as a black box charging module for charging in 

20 units of content. For example, a home electric apparatus 
developer/manufacturer cannot determine the 
specifications inside the ICs (integrated circuits) of 
the SAMs 105i to IO54 . The EMD service center 102 
standardizes the interfaces etc. of the related ICs. They 

25 are mounted in the network apparatus I6O1 and the AV 
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appara-tuses I6O2 to I6O4 according to that . 

The SAMs lOSi to IO54 are hardware modules (IC 
modules etc.) having tamper resistance so that the 
processing contents thereof are completely sheltered from 
5 the outside, the processing contents cannot be monitored 
or tampered with from the outside, and the data stored 
inside in advance and the data being processed cannot be 
S: monitored and tampered with from the outside. 

Jtj When the functions of the SAMs 105i to IO54 are 

fy 

Ij 10 realized in the form of ICs , secret memories are provided 

^ inside the ICs , and secret programs and secret data are 

O stored there. If the function of a SAM can be 

fIJ incorporated in any other portion of the apparatus not 

M limited to the physical form of an IC, that portion can 

15 be defined as a SAM too. 

Below, a detailed explanation will be made of the 
function of the SAM 105i . 

Note that the SAMs lOSa to lOS^ have basically the 
same functions as the SAM 105i. 
2 0 Figure 2 6 is a view of the configuration of the 

function of the SAM lOSi- 

Note that, in Fig. 26, the flow of the data related 
the processing of inputting a secure container 104 from 
the content provider 101 and decirypting the key file KF 
25 in the secure container 104 is shown. 
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As shown in Fig. 26, the SAM 105i has a mutual 
certification unit 170, encryption and/or decryption 
units 171, 172, and 173, a content provider management 
unit 180, an error correction unit 181, a download memory 
5 management unit 182, a secure container decryption unit 

183, a decryption and/or expansion module management unit 

184, an EMD service center management unit 185, a usage 
monitor unit 186, a charge processing unit 187, a 
signature processing unit 189, a SAM management unit 190, 

10 a media SAM management unit 197, a stack (work) memory 
200, and an external memory management unit 811. 

Note that, the AV apparatuses I6O2 to I6O4 do not 
have the download memory 167, so the download memory 
management unit 182 does not exist in the SAM IOS2 to 

15 105^. 

Note that, the predetermined function of the SAM 
105i shown in Fig. 26 is realized by executing a secret 
program in for example a not illustrated CPU. 

Also, in the external memory 201, after going 
20 through the following processing, as shown in Fig. 27, a 
usage log data 108 and a SAM registration list are 
stored. 

Here, the memory space of the external memory 201 
cannot be seen from the outside (for example a host CPU 
2 5 810) of the SAM lOSi- Only the SAM 105i can manage access 
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with respect to the storage region of the external memory 
201 . 

As the external memory 210, use is made of for 
example a flash memory or a ferro-electric memory 
5 (FeRAM) . 

Also, as the stack memory 200, use is made of for 
example a SARAM. As shown in Fig. 28, the secure 
container 104, content key data Kc, usage control policy 
data (UCP) 106, a lock key data K^oc of ^ storage unit 

10 192, certificate data CERcp of the content provider 101, 

usage control status data (UCS) 166, SAM program download 
containers SDCi to SDC3, etc. are provided. 

Below, among the functions of the SAM 105i, the 
processing contents of the functional blocks when the 

15 secure container 104 from the content provider 101 is 
input will be explained by referring to Fig. 26. 

The mutual certification unit 170 performs mutual 
certification between the content provider 101 and the 
EMD service center 102 when the SAM 105i transmits and 

20 receives the data on-line between the content provider 
101 and the EMD service center 102 to produce a session 
key data (common key) Kges ^^^i outputs this to the 
encryption and/or decryption unit 171. The session key 
data KgEs is newly produced with each mutual 

25 certification. 
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The encryption and/or decryption unit 171 encrypts 
and/or decrypts the data transmitted and received between 
the content provider 101 and the EMD service center 102 
by using the session key data KgEg produced by the mutual 
5 certification unit 170. 

The error correction unit 181 corrects the error of 
the secure container 104 and outputs the same to the 
download memory management unit 182 . 

Note that, it is also possible if the user home 
10 network 103 has a function for detecting whether or not 
the secure container 104 has been tampered with. 

In the present embodiment, the case where the error 
correction unit 181 was built in the SAM lOS^ was 
exemplified, but it is also possible to impart the 
15 function of the error correction unit 181 to the outside 
of the SAM lOSi, for example, the host CPU 810. 

The download memory management unit 182 performs the 
mutual certification between the mutual certification 
unit 170 and a media SAM 167a in a case where the 
20 download memory 167 has a media SAM 167a having a mutual 
certification function as shown in Fig. 25, and then 
encrypts the secure container 104 after the error 
correction by using the session key data KgEs obtained by 
the mutual certification and writes the same into the 
2 5 download memory 167 shown in Fig. 25. As the download 
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memory 167, use is made of for example a nonvolatile 
semiconductor memory such as memory stick. 

Note that, as shown in Fig. 29, where a memory not 
provided with a mutual certification function such as a 
5 HDD (hard disk drive) is used as a download memory 211, 
the inside of the download memory 211 is not secure, so 
the content file CF is downloaded on the download memory 
211, and a key file KF having a high secrecy is 
downloaded on for example the stack memory 200 shown in 

10 Fig. 26. 

The secure container decryption unit 183 decrypts 
the content key data Kc , usage control policy data 106, 
and the SAM program download containers SDC^ to SDC3 in 
the key file KF stored in the secure container 104 input 

15 from the download memory management unit 182 by using 
distribution use key data KD^ to KP3 read out from the 
storage unit 192, 

The related decirypted content key data Kc , usage 
control policy data 106, and the SAM program download 

20 containers SDCi to SDC3 are written into the stack memory 
200. 

The EMD service center management unit 185 manages 
the communication with the EMD service center 102 shown 
in Fig. 1. 

25 The signature processing unit 189 verifies the 
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signature data in the secure container 104 by using a 
public key data Kesc,p service center 102 read 

out from the storage unit 192 and the public key data 
Kcp,p of the content provider 101. 
5 The storage unit 192 stores, as the secret data 

which cannot be read out and rewritten from the outside 
of the SAM 105i, as shown in Fig. 30, a plurality of 
distribution use key data KDi to KD3 with expiration 
dates, SAM_IDs, user IDs, passwords, information 

10 reference use IDs, a SAM registration list, storage use 
key data Kstr, public key data Kr_ca,p of the route CA, 
pxiblic key data Kesc,p of the EMD service center 102, media 
key data K^of public key data Kesc,p of EMD service 

center 102, secret key data K^j^^^s of the SAM lOSi, the 

15 certificate data CERsami storing public key data Ks^mi^p of 
the SAM 105i therein, signature data SIG22 of the 
certificate CEResc using the secret key data Kesc,s of the 
EMD service center 102, the original key data for the 
mutual certification with the decryption and/or expansion 

20 module 163 (where the common key encryption method is 
employed) , the original key data for the mutual 
certification with the media SAM (where the common key 
encryption method is employed) , and certificate data 
CERmedsam of the media SAM (where the public key encryption 

2 5 method is employed) . 
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Also, in the storage unit 192, a secret program for 
realizing at least one part of the functions shown in 
Fig. 2 6 is stored. 

As the storage unit 192, use is made of for example 
5 a flash-EEPROM (electrically erasable programmable RAM) . 

Below, an explanation will be made of the flow of 
the processing in the SAM 105i when storing the 
distribution use key data KD^ to KD3 received from the 
EMD service center 102 in the storage unit 192 by 
10 referring to Fig. 26. 

In this case, first, mutual certification is carried 
out between the mutual certification unit 170 and the 
mutual certification unit 150 shown in Fig. 23. 

Next, three months' worth of the distribution use 
15 key data Ki to K3 encrypted by the session key data K^^s 
obtained by the related mutual certification and the 
signature data SIGrdi^esc toSIGjoja^Esc thereof are written 
from the EMD service center 102 via the EMD service 
center management unit 185 into the stack memory 811 . 
20 Next, in the encryption and/or decryption unit 171, 

by using the session key data Kqes, the distribution use 
key data Ki to K3 and the signature data SIGkiji,esc 
toSIGja33 ESC thereof are decrypted. 

Next, in the signature processing unit 189, after 
25 the legitimacy of the signature data SIGreh^esc to SIGkd3,esc 
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st:ored in the stack memory 811 is confirmed, the 
distribution use key data to K3 are written into the 
storage unit 192. 

Below, an explanation will be made of the flow of 
5 the processing in the SAM 105i receiving as input the 

secure container 104 provided by the content provider 101 
by referring to Fig. 26. 

Mutual certification is carried out between the 
mutual certification unit 170 of the SAM 105i shown in 
10 Fig. 26 and the mutual certification unit 120 shown in 
Fig . 3 . 

The encryption and/or decryption unit 171 decrypts 
the secure container 104 supplied from the content 
provider 101 via the content provider management unit 180 

15 by using the session key data KgEs obtained by the related 
mutual certification . 

Next, the signature processing unit 189 verifies the 
signature data SIGi esc shown in Fig. 5C and then verifies 
the legitimacy of the signature data SIGg cp and SIG7 

20 using the public key data Kcp^p of the content provider 
101 stored in the certificate data CERcp shown in Fig. 
5C. 

At this time, when it is verified that the signature 
data SIGg^cp is legitimate, the legitimacy of the producer 
2 5 and the transmitter of the content file CF is confirmed. 
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Also, when it is verified that the signature data 
SIG7 CP is legitimate, the legitimacy of the transmitter 
of the key file KF is confirmed. 

Also, the signature processing unit 189 verifies the 
5 legitimacy of the signature data SIGki,esc fil® 
KF shown in Fig. 5B, that is, the legitimacy of the 
producer of the key file KF and whether or not the key 
file KF is registered in the EMD service center 102 by 
using the pxiblic key data Kesc,p read out from the storage 
10 unit 192. 

The content provider management unit 180 outputs the 
secure container 104 to the error correction unit 181 
when the legitimacy of the signature data SIGg SIG7 cp/ 
and SIGri ESC is confirmed. 
15 The error correction unit 181 performs the error 

correction of the secure container 104 and then outputs 
the same to the download memory management unit 182 . 

The download memory management unit 182 writes the 
secure container 104 into the download memory 167 after 
2 0 performing the mutual certification between the mutual 
certification unit 170 and the media SAM 167a shown in 
Fig. 25. 

Next, the download memory management unit 182 
performs mutual certification between the mutual 
25 certification unit 170 and the media SAM 167a shown in 
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Fig. 25 and then reads out the key file KF shown in Fig. 

5B stored in the secure container 104 from the download 

memory 167 and outputs the same to the secure container 

decryption unit 183. 
5 Then, in the secure container decryption unit 183, 

by using the distribution use data KDi to KD3 of the 
^.^ corresponding period input from the storage unit 192, the 

content key data Kc, usage control policy data 106, and 
M the SAM program download containers SDC^ to SDC3 in the 

10 key file KF shown in Fig. SBare decrypted. 
y Then, the decrypted content key data Kc, usage 

O control policy data 106, and the SAM program download 

fy containers SDCi to SDC3 are written into the stack memory 

M 200. 

15 Below, an explanation will be made of the processing 

contents of the functional blocks related to the 
processing of using and purchasing the content data C 
downloaded on the download memory 167 by referring to 
Fig. 31. 

20 The usage monitor unit 186 reads out the usage 

control policy data 106 and the usage control status data 
166 from the stack memory 200 and monitors so that the 
purchase and/or usage of the content is carried out 
within a range permitted by the related read out usage 

25 control policy data 106 and usage control status data 
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166. 

Here, the usage control policy data 106 is stored in 
the KF after decryption and stored in the stack memory 
200 as explained by using Fig. 26, 
5 Also, the usage control status data 166 is stored in 

the stack memory 200 when the purchase form is determined 
by the user as will be mentioned later. 

The charge processing unit 187 produces the usage 
log data 108 in response to an operation signal S165 from 
10 the purchase and/or usage form determination operation 
unit 165 shown in Fig. 25. 

Here, the usage log data 108 describes the log of 
the purchase and usage forms of the secure container 104 
by the user as mentioned before and is used when 
15 performing settlement processing in accordance with the 
purchase of the secure container 104 and determining the 
payment of the license fee in the EMD service center 102 . 

Also, the charge processing unit 187 notifies the 
sales price or the suggested retailer' s price data SRP 
20 read out from the stack memory 200 to the user according 
to need . 

Here, the sales price and the suggested retailer's 
price data SRP have been stored in the usage control 
policy data 106 of the key file KF shown in Fig. 5B 
25 stored in the stack memory 200 after decryption. 
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The charge processing by the charge processing unit 
187 is carried out based on the right content such as the 
usage permission condition indicated by the usage control 
policy data 106 and the usage control status data 166 
5 under the monitoring of the usage monitor unit 186. 

Namely, the user purchases and uses the content within 
the range according to the related right content, etc. 
Also, the charge processing unit 187 produces the 
ff^ usage control status (UCS) data describing the purchase 

Cl 10 form of tho content by the user and writes this into the 

s stack memory 200. 

Irk 

p As the purchase form of the content, there are for 

flj example an outright purchase without restriction as to 

the reproduction by the purchaser and copying for the 
15 usage of the related purchaser, a reproduction charge for 
charging with each reproduction, etc. 

Here, the usage control status data 166 is produced 
when the user determines the purchase form of the content 
and is used for control so that the user uses the related 
20 content within the range permitted by the related 

determined purchase form Shereaf ter . In the usage control 
status data 166, the ID of the content, the purchase 
form, the price in accordance with the related purchase 
form, the SAM_ID of the SAM with the purchase of the 
25 related content performed therefor, the USER_ID of the 
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purchased user, etc. are described. 

Note that, where the determined purchase form is a 
reproduction charge, for example, the usage control 
status data 166 is transmitted from the SAM 105i to the 
5 content provider 101 in real-time simultaneously with the 
purchase of the content data C, and the content provider 
101 instructs the EMD service center 102 to obtain the 
usage log data 108 at the SAM 105i within the 
predetermined period. 



outright purchase, for example, the usage control status 
data 166 is transmitted in real-time to both of the 



this way, in the present embodiment, in both cases, the 
15 usage control status data 166 is transmitted in real-time 
to the content provider 101. 

The EMD service center management unit 185 transmits 
the usage log data 108 read out from the external memory 
201 via the external memory management unit 811 to the 
20 EMD service center 102 . 

At this time, the EMD service center management unit 
185 produces the signature data SIG2oo,sami of usage log 

data 108 by using the secret key data Ks^mi^s 

signature processing unit 189 and transmits the signature 
25 data SIGgoo^sAMi together with the usage log data 108 to the 



10 



Also, where the determined purchase form is an 



content provider 101 and the EMD service center 102. In 
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EMD service * center 102 . 

The usage log data 108 can be transmitted to the 
EMD service center 102 in response to for example a 
request from the EMD service center 102 or periodically 
5 or can be transmitted when the amount of information of 
the log information contained in the usage log data 108 
becomes a predetermined amount or more too . The related 
amount of information is determined in accordance with 
for example the storage capacity of the external memory 
10 201. 

The download memory management unit 182 outputs the 
content data C read out from the download memory 167, 
content key data Kg read out from the stack memory 200, 
and the user watermark use data 196 input from the charge 

15 processing unit 187 to the decryption and/or expansion 

module management unit 184 in the case where for example 
a reproduction operation of the content is carried out in 
response to the operation signal SI 65 from the purchase 
form determination operation unit 165 shown in Fig. 25. 

20 Also, the decryption and/or expansion module 

management unit 184 outputs the content file CF read out 
from the download memory 167 and the content key data Kc 
and a half disclosure parameter data 199 read out from 
the stack memory 200 to the decryption and/or expansion 

2 5 module management unit 184 when a demo operation of the 



# 
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content is carried out in response to the operation 
signal SI 65 from the purchase form determination 
operation unit 165 shown in Fig. 25. 

Here, the half disclosure parameter data 199 is 
5 described in the usage control policy data 10 6 and 

indicates the handling of the content in the demo mode. 
In the decryption and/or expansion module 163, it becomes 
possible to reproduce the encrypted content data C in the 
half disclosure state based on the half disclosure 

10 parameter data 199. As the procedure of the half 
disclosure, there is for example a procedure of 
designating the blocks to be decrypted and the blocks not 
to be decrypted by using the content key data Kc, 
limiting the reproduction function at the demo or 

15 limiting a demo enable period by the half disclosure 
parameter data 199 by utilizing the fact that the 
decryption and/or expansion module 163 processes the data 
(signal) in units of predetermined blocks. 

Below, an explanation will be made of the flow of 

20 the processing in the SAM 105i . 

First, an explanation will be made of the flow of 
the processing up to when the purchase form of the secure 
container 104 downloaded on the download memory 167 from 
the content provider 101 is determined by referring to 

25 Fig. 31. 
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When the operation signal SI 65 indicating the demo 
mode is output to the charge processing unit 187 by the 
operation of the purchase and/or usage form determination 
operation unit 165 shown in Fig. 25 by the user, for 
example, the content file CF stored in the download 
memory 167 is output via the decryption and/or expansion 
module management unit 184 to the decryption and/or 
expansion module 163 shown in Fig. 25. 

At this time, for the content file CF, mutual 
certification between the mutual certification unit 170 
and the media SAM 167a, encryption and/or decryption by 
the session key data Kses/ mutual certification between 
the mutual certification unit 170 and the mutual 
certification unit 220, and encryption and/or decryption 
by the session key data KgEs are carried out. 

The content file CF is decrypted by using the 
session key data Kg^s at the decryption unit 221 shown in 
Fig. 25, and then output to the decryption unit 222. 

Also, the content key data Kc and the half 
disclosure parameter data 199 read out from the stack 
memory 200 are output to the decryption and/ or expansion 
module 163 shown in Fig. 25. At this time, after the 
mutual certification between the mutual certification 
unit 170 and the mutual certification unit 220, 
encryption and decaryption by the session key data Kqes 



254 



carried out with respect to the content key data Kc and 
the half disclosure parameter data 199. 

Next, the decrypted half disclosure parameter data 
199 is output to the half disclosure processing unit 225. 
5 Under the control of the half disclosure processing unit 
225, the decryption of the content data C using the 
content key data Kc by the decryption unit 222 is carried 
out in half disclosure. 

Next, the content data C decrypted in half 
10 disclosure is expanded at the expansion unit 223 and then 
output to the electronic watermark information processing 
unit 224. 

Next, the user watermark use data 196 is buried in 
the content data C in the electronic watermark 

15 information processing unit 224, and then the content 

data C is reproduced at the reproduction module 169, and 
sound in accordance with the content data C is output. 

Then, when the user trying out the content 
determines the purchase form by operating the purchase 

20 and/or usage form determination operation unit 165, the 
operation signal S165 indicating the related determined 
purchase form is output to the charge processing unit 
187 . 

Then, in the charge processing unit 187, the usage 
2 5 log data 108 and the usage control status data 166 in 
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accordance with the determined purchase form are 
produced, the usage log data 108 is written into the 
external memory 201 via the external memory management 
unit 811, and, at the same time, the usage control status 
5 data 166 is written into the stack memory 200. 

Thereafter, in the usage monitor unit 186, control 
(monitoring) is carried out so that the content data is 
purchased and used within the range permitted by the 
usage control status data 166. 

10 Then, a new key file KFi shown in Fig. 34C mentioned 

later is produced, and the related produced key file KF^ 
is stored in the download memory 167 via the download 
memory management unit 182 , 

As shown in Fig. 34C, the usage control status data 

15 166 stored in the key file KF^ is sequentially encrypted 
by using the storage key data KgxR and the media key data 
Kmed l=>y utilizing the CBC mode of the DES . 

Here, the storage use key data Kg^R is data 
determined in accordance with the type of apparatus , for 

20 example, a SACD (Super Audio Compact Disc) , a DVD 

(Digital Versatile Disc) apparatus, CD-R apparatus, and 
MD (Mini Disc) apparatus and is used for establishing 
one-to-one correspondence between the types of the 
apparatuses and the types of the storage media. Also, the 

2 5 media key data Kme© is data unique to the storage medium. 



Also, in the signature processing unit 189, a hash 
value Hki of the key file KF^ is produced by using the 
secret key data Kg^Mi^s the SAM lOS^, and the related 
produced hash value Hri is written into the stack memory 
200 in correspondence to the key file KF^ . The hash value 
Hki is used for verifying the legitimacy of the producer 
of the key file KFi and whether or not the key file KF^ 
was tampered with. 

Next, the flow of the processing where the content 
data C with the purchase form already determined therefor 
stored in the download memory 167 will be explained by 
referring to Fig. 31. 

In this case, under the monitoring of the usage 
monitor unit 186, based on the operation signal S165, the 
content file CF stored in the download memory 167 is 
output to the decryption and/or expansion module 163 
shown in Fig. 31. At this time, mutual certification is 
carried out between the mutual certification unit 170 
shown in Fig. 31 and the mutual certification unit 220 of 
the decryption and/or expansion module 163 shown in Fig. 
25. 

Also, the content key data Kc read out from the 
stack memory 200 is output to the decryption and/or 
expansion module 163. 

Then, in the decryption unit 222 of the decryption 



and/ or expansion module 163, the decryption of the 
content file CF using the content key data Kc and the 
expansion processing by an expansion unit 223 are carried 
out, and in the reproduction module 169, the content data 
5 C is reproduced. 

At this time, by the charge processing unit 187, the 
usage log data 108 stored in the external memory 201 is 
iy updated in accordance with the operation signal S165. 

JlJ The usage log data 108 is read out from the external 

:i 10 memory 201, and then, after passing through the mutual 

^' certification, transmitted via the EMD service center 

management unit 185 together with the signature data 
m SIG2oo,sAMi the EMD service center 102. 

l2 Next, as shown in Fig. 32, the flow of the 

15 processing in the SAM lOSj in a case where for example, 

after the purchase form of the content file CF downloaded 
on the download memory 167 of the network apparatus 160i 
is determined as mentioned above, a new secure container 
104x storing the related content file CF is produced, and 
20 the secure container 104x is transferred via the bus 191 
to the SAM 1052 of the AV apparatus I6O2 will be 
explained by referring to Fig. 33. 

The user operates the purchase and/or usage form 
determination operation unit 165 and instructs the 
2 5 transfer of the predetermined content stored in the 
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download memory 167 to the AV apparatus I6O2, and the 
operation signal SI 65 in accordance with the related 
operation is output to the charge processing unit 187 . 

By this, the charge processing unit 187 updates the 
5 usage log data 108 stored in the external memory 201 
based on the operation signal S165. 

Also, the charge processing unit 187 transmits the 
IS usage control status data 166 indicating the related 

JJ^ determined purchase form via the EMD service center 

fi ^ 

l^i 10 management unit 185 to the EMD service center 102 

Itf - 

_ whenever the purchase form of the content data is 

Q determined. 

Rj Also, the download memory management unit 182 

1=^ outputs the content file CF and the signature data SIGg cp 

15 thereof shown in Fig. 5A, the key file KF and the 

signature data SIG7 cp thereof, and the key file KFi and 
the hash value Hri thereof read out from the download 
memory 167 to the SAM management unit 190. At this time, 
the mutual certification between the mutual certification 
20 unit 170 of the SAM 105^ and the media SAM 167a and the 
encryption and/or decryption by the session key data KgEs 
are carried out. 

Also, the signature processing unit 189 obtains the 
hash value of the content file CF, produces signature 
25 data SIG^i sami using the secret key data Kg^di^s/ ^^d 
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outputs this to the SAM management unit 190. 

Also, the signature processing unit 189 obtains the 
hash value of the key file KF^, produces signature data 
SIG42,sAMi using the secret key data Ksami,s/ outputs 
5 this to the SAM management unit 190. 

Also, the SAM management unit 190 reads out the 
certificate data CERcp and the signature data SIG^ esc 
thereof and the certificate data CERg;^! and the signature 
data SIG22,Esc thereof shown in Fig. 34D from the storage 

10 unit 192. 

Also, the mutual certification unit 170 outputs the 
session key data Kgeg obtained by performing the mutual 
certification with the SAM lOSa to the encryption and/or 
decryption unit 171 . 

15 The SAM management unit 190 produces a new secure 

container 104x comprised of the data shown in Figs. 34A, 
34B, 34C, and 34D, encrypts the secure container 104x in 
the encryption and/or decryption unit 171 by using the 
session key data Kges, and then outputs the same to the 

20 SAM 1052 of the AV apparatus I6O2 shown in Fig. 32. 
At this time, in parallel to the mutual 
certification between the SAM lOS^ and the SAM lOSj, 
mutual certification of the bus 191 serving as the 
IEEE1394 serial bus is carried out. 

25 Below, as shown in Fig. 32, the flow of the 
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processing in the SAM lOSj when writing the secure 
container 104x input from the SAM 105i into the storage 
medium I3O4 of a RAM type or the like will be explained 
by referring to Fig . 35 . 
5 Here, the RAM type storage medium I3O4 has for 

example an unsecure RAM region 134, a media SAM 133, and 
a secure RAM region 132 . 

In this case, the SAM management unit 190 of the SAM 
lOSj receives as input the secure container 104x from the 

10 SAM 105i of the network apparatus I6O1 as shown in Fig. 
32 and Fig. 35. 

Then, in the encryption and/or decryption unit 171, 
the secure container 104x input via the SAM management 
unit 190 is decrypted by using the session key data KgEs 

15 obtained by the mutual certification between the mutual 
certification unit 170 and the mutual certification unit 
170 of the SAM 105^ . 

Next, in the signature processing unit 189, the 
legitimacy of the signature data SIGg^cp is verified by 

20 using the public key data Kcp,p, and the legitimacy of the 
producer of the content file CF is confirmed. Also, in 
the signature processing unit 189, the legitimacy of the 
signature data SIG^^ 3^41 is verified by using the public 
key data Ks^mi,?/ the legitimacy of the transmitter of 

25 the content file CF is confirmed. 
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Then, after it is confirmed that the producer and 
the transmitter of the content file CF are legitimate, 
the content file CF is output from the SAM management 
unit 190 to a storage module management unit 855, and the 
5 content file CF is written into the RAM region 134 of the 
RAM type storage medium I3O4 shown in Fig. 32. 

Also, the key file KF and the signature data SIG7 cp 
and SIG42,sAMi thereof, the key file KF^ and the hash value 
Kki thereof, the certificate data CER^p and the signature 
10 data SIGi ESC thereof, and the certificate data CERg^Mi 

the signature data SIG22,esc thereof decrypted by using the 
session key data K^^s are written into the stack memory 
200 . 

Next, the signature processing unit 189 verifies the 
15 signature data SIG22,esc read out from the stack memory 200 
by using the public key data Kescvp ^^^<^ out. from the 
storage unit 192 and confirms the legitimacy of the 
certificate data CERg^Mi • 

Then, the signature processing unit 189 verifies the 
20 legitimacy of the signature data SIG42,sami stored in the 
stack memory 200 by using the public key data Kg^Mi^p 
stored in the certificate data CERg^Mi when confirming the 
legitimacy of the certificate data CERg;^ . Then, when it 
is verified that the signature data SIG42,sami is 
25 legitimate, the legitimacy of the key file KF is 
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confirmed. 

Also, the signature processing unit 189 verifies the 
signature data SIGi read out from the stack memory 200 
by using the public key data Kesc^p read out from the 
5 storage unit 192 and confirms the legitimacy of the 
certificate data CERcp. 

Then, the signature processing unit 189 verifies the 
\D legitimacy of the signature data SIG7 sahi stored in the 

\fl stack memoiry 200 by using the public key data Kcp^p stored 

10 in the certificate data CERcp when confirming the 
V' legitimacy of the certificate data CERcp. Then, when it 

Z. is verified that the signature data 3167 5^^1 is 

If, legitimate, the legitimacy of the producer of the key 

{2 file KF is confirmed. 

15 When it is confirmed that the producer and the 

transmitter of the key file KF are legitimate, the key 
file KF is read out from the stack memory 200 and written 
into the secure RAM region 132 of the RAM type storage 
medivim 130^ shown in Fig. 34 via the storage module 
20 management unit 855. 

Also, the signature processing unit 189 verifies the 
legitimacy of the hash value Hri by using the public key 
data KsAMi,p and confirms the legitimacy of the producer 
and transmitter of the key file KFi . 
2 5 Then, when the legitimacy of the producer and the 
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transmitter of the key file KF^ is confirmed, the key 
file KFi shown in Fig, 34C is read out from the stack 
memory 200 and output to the encryption and/or decryption 
unit 173. 

5 Note that, in the related example, the case where 

the producer and the transmitter of the key file KF^ were 
the same was mentioned, but where the producer and the 
transmitter of the key file KF^ are different, the 
signature data of the producer and the signature data of 

10 the transmitter are produced with respect to the key file 
KFi, and the legitimacy of the both signature data is 
verified in the signature processing unit 189. 

Then, the encryption and/or decryption unit 173 
encrypts the content key data Kc and the usage control 

15 status data 166 in the key file KF^ by sequentially using 
the storage use key data Kg^, media key data K^ed, and the 
purchaser key data Kp^^ read out from the storage unit 192 
and outputs the same to the storage module management 
unit 855 . 

20 Then, by the storage module management unit 855, the 

encrypted key file KF^ is stored in the secure RAM region 
132 of the RAM type storage medium I3O4. 

Note that, the media key data is stored in the 

storage unit 192 in advance by the mutual certification 

25 between the mutual certification unit 170 shown in Fig. 
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33 and the media SAM 133 of the RAM type storage medlxom 
I3O4 shown in Fig. 32. 

Here, the storage use key data is data 

determined in accordance with the type of apparatus (AV 
5 apparatus I6O2 in the related example) of for example the 
SACD (Super Audio Compact Disc) , DVD (Digital Versatile 
Disc) apparatus, CD-R apparatus, and MD (Mini Disc) 
apparatus and is used for establishing one-to-one 
~ correspondence between the types of the apparatuses and 

l^i 10 the types of the storage media. Note that, the physical 

r structures of the disc media aire the same between SACD 

5 - 

n and DVD, so there is a case where the recording and/or 

ly reproduction of the storage medium of an SACD can be 

l-^ carried out by using a DVD apparatus . The storage use key 

15 data Kstr performs the function of preventing illegitimate 
copies in such a case. 

Note that, in the present embodiment, it is also 
possible not to encrypt using the storage use key data 

^STR • 

20 Also, the media key data is data unique to the 

storage mediiim (RAM type storage medium 130^ in the 
related example) . 

The media key data K^^^ is stored in the storage 
medium (RAM type storage medium 130^ shown in Fig. 32 in 

25 the related example) . It is preferred from the viewpoint 
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of the security that encryption and the decryption using 
the media key data be carried out in the media SAM of 

the storage medium. At this time, the media key data 
is stored in the related media SAM where the media SAM is 
mounted in the storage medium, while is stored in for 
example a region out of management of the host CPU 810 in 
the RAM region where the media SAM is not mounted in the 
storage medium. 

Note that, it is also possible to perform the mutual 
certification between the apparatus side SAM (SAM 1052 
the related example) and the media SAM (media SAM 133 in 
the related example) , transfer the media key data Kme^ via 
the secure communication route to the apparatus side SAM, 
and perform the encryption and decryption using the media 
key data Kj^^ the apparatus side SAM as in the present 
embodiment. 

In the present embodiment, the storage use key data 
KgTR and the media key data are used for protecting 

the security of the level of the physical layer of the 
s tor age medium . 

Also, the purchaser key data Kp^^ is data indicating 
the purchaser of the content file CF and is allocated by 
the EMD service center 102 to the related purchased user 
when for example the content is purchased by outright 
purchase . The purchaser key data Kpi^ is managed in the 
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EMD service center 102. 

Also, in the above embodiment, the case where the 
key files KF and KF^ were stored in the secure RAM region 
132 of the RAM type storage medium I3O4 by using the 
storage module 260 was exemplified, but as indicated by a 
dotted line in Fig. 32, it is also possible to store the 
key files KF and KF^ in the media SAM 133 from the SAM 
1052- 

Next, the flow of the processing when determining 
the purchase form in the AV apparatus I6O2 where the user 
home network 303 is distributed the ROM type storage 
medi\im 130^ shown in Fig. 12 with the purchase form of 
the content undetermined therefor off-line will be 
explained by referring to Fig. 36 and Fig. 37. 

The SAM 10 62 of the AV apparatus I6O2 first performs 
the mutual certification between the mutual certification 
unit 170 shown in Fig. 37 and the media SAM 133 of the 
ROM type storage medium 130i shown in Fig. 12, and then 
receives as input the media key data from the media 

SAM 133. 

Note that, where the SAM 1052 holds the media key 
data Kmed in advance, it is also possible if the related 
input is not carried out. 

Next, the key file KF and the signature data SIG7 cp 
thereof and the certificate data CERcp and the signature 
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data SIGi ESC thereof shown in Figs. 5B and 5C stored in 
the secure container 104 stored in the secure RAM region 
132 of the ROM type storage medium 130i are input via the 
media SAM management unit 197 or not illustrated read out 
5 module management unit and are written into the stack 
memory 200. 

Next;, in the signature processing unit 189, after 
the legitimacy of the signature data SIGi ^sc confirmed, 
the public key data K^p^p is extracted from the 
10 certificate data CER^p, and by using this public key data 
^p,pf the legitimacy of the signature data SIG7 cp/ that 
is, the legitimacy of the transmitter of the key file KF 
is verified. 

Also, in the signature processing unit 189, by using 
15 the public key data Kesc,p read out from the storage unit 
192, the legitimacy of the signature data SIGri esc stored 
in the key file KF, that is, the legitimacy of the 
producer of the key file KF, is verified. 

When the legitimacy of the signature data SIG7 and 
20 SIGki ESC is confirmed in the signature processing unit 

189, the key file KF is read out from the stack memory 
200 to the secure container deciryption unit 183. 

Next, in the secure container decryption unit 183, 
by using the distribution use data KD^ to KD3 of the 
25 corresponding period, the content key data Kc, usage 
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control policy data 106, and the SAM program download 
containers SDCi to SDC3 stored in the key file KF are 
decrypted and are written into the stack memory 200. 

Next, after the mutual certification between the 
5 mutual certification unit 170 shown in Fig. 37 and the 
decryption and/or expansion module 163 shown in Fig. 36, 
the decryption and/or expansion module management unit 
v3 184 of the SAM 10 62 outputs the content key data Kc 

j2 stored in the stack memory 200 and the half disclosure 

^ 10 parameter data 199 stored in the usage control policy 

data 10 6 and the content data C stored in the content 
file CF read out from the ROM region 131 of the ROM type 
S storage medium 130i to the decryption and/or expansion 

C module 163 shown in Fig. 36. Next, in the decryption 

15 and/or expansion module 163, the content data C is 
decrypted in the half disclosure mode by using the 
content key data Kc and then expanded and output to a 
reproduction module 270. Then, in the reproduction module 
270, the content data C from the decryption and/or 
2 0 expansion module 163 is reproduced. 

Next, the purchase form of the content is determined 
by the purchase operation of the purchase form 
deteannination operation unit 165 shown in Fig. 36 by the 
user, and the operation signal S165 indicating the 
25 related determinied purchase form is input to the charge 
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pzrocessing unit: 187 . 

Next, the charge processing unit 187 produces the 
usage control status data 166 in response to the 
operation signal S165 and writes this into the stack 
5 memory 200. 

Next, the content key data Kc and the usage control 
status data 166 are output from the stack memory 200 to 
the encryption and/or decryption unit 173. 

Next, the encryption and/or decryption unit 173 
10 sequentially encrypts the content key data Kc and the 

usage control status data 166 input from the stack memory 
200 by using the storage use key data Kstr^ the media key 
data Kj^D/ c^^^ci the purchaser key data K^j^ read out from 
the storage unit 192 and writes them into the stack 
1 5 memory 2 00. 

Next, in the media SAM management unit 197, the key 
file KFi shown in Fig. 34C is produced by using the 
encrypted content key data Kc, the usage control status 
data 166 and the SAM program download containers SDC^ to 
20 SDC3 read out from the stack memory 200. 

Also, in the signature processing unit 189, the hash 
value of the key file KFi shown in Fig, Figure C is 

produced, and the related hash value H^i is output to the 
media SAM management unit 197 . 
2 5 Next, after the mutual certification between the 
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mut:ual certification unit 170 shown in Fig. 37 and the 
media SAM 133 shown in Fig. 36, the media SAM management 
unit 197 writes the key file KF^ and the hash value Hri 
into the secure RAM region 132 of the ROM type storage 
5 medium 130i via a storage module 271 shown in Fig. 36. 

By this, the ROM type storage medium 130i with the 
purchase form determined therefor is obtained. 

At this time, the usage control status data 166 and 
the usage log data 108 produced by the charge processing 

10 unit 187 are read out from the stack memory 200 and the 
external memory 201 at the predetermined timing and 
transmitted to the EMD service center 102 . 

Note that, where the key file KF is stored in the 
media SAM 133 of the ROM type storage medium 130^, as 

15 indicated by the dotted line in Fig. 36, the SAM lOBz 

receives as input the key file KF from the media SAM 133 . 
Also, in this case, the SAM lOSj writes the produced key 
file KFi into the media SAM 133 . 

Below, as shown in Fig. 38, the flow of the 

20 processing when the secure container 104 is read out from 
the ROM type storage medium 130i with the purchase form 
undetermined therefor in the AV apparatus I6O3 to produce 
a new secure container 104y, this is transferred to the 
AV apparatus I6O2, the purchase form is determined in the 

2 5 AV apparatus I6O2, and this is written into a RAM type 
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storage medixim I3O5 will be explained by referring to 
Fig. 39 and Fig. 40. 

Note that, the transfer of the secure container 104 
from the ROM type storage medium ISOi to the RAM type 
5 storage meditam I3O5 can be carried out between the 

network apparatus 160^ shown in Fig. 1 and any of the AV 
apparatuses I6O1 to I6O4 shown in Fig. 1. 

First, mutual certification is carried out between 
the SAM 1053 of the AV apparatus I6O3 and the media SAM 
10 133 of the ROM type storage medium 130i, and media key 
data Kmedi of the ROM type storage meditim 130i is 
transferred to the SAM IO53. 

Also, mutual certification is carried out between 
the SAM 1062 of the AV apparatus I6O2 and the media SAM 
15 133 of the RAM type storage medium I3O5, and media key 
data K^D2 of the RAM type storage medium I3O5 is 
transferred to the SAM lOSa- 

Note that, where encryption using the media key data 
Kmedi and K^^2 carried out in the media SAM 133 and the 

20 media SAM 133, the transfer of the media key data K^edi 
and Kmed2 is not carried out. 

Next, the SAM 1063 outputs the content file CF and 
the signature data SIGg cp thereof shown in Fig. 5A read 
out from the ROM region 131 of the ROM type storage 
25 medium 130^, the key file KF and the signature data SIG7 cp 
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thereof shown in Figs . 5B and 5C read out from the secure 
RAM region 132, and the certificate data CERcp and the 
signature data SIGi esc thereof to the encryption and/or 
decryption unit 171 via the media SAM management unit 197 
5 or not illustrated read out module management unit as 
shown in Fig. 39. 
M Also, the content file CF and the key file KF are 

if, output from the media SAM management unit 197 to the 

ly signature processing unit 189. 

ill 10 Then, in the signature processing unit 189, the hash 

H values of the content file CF and the key file KF are 

O obtained, signature data SIGgso^sAMs and SIGgsj^sAMs aare 

M produced by using secret key data Kg;^ 3, and they are 

V...., output to the encryption and/or decryption unit 171. 

15 Also, the certificate data CERsams and the signature 

data SIG351 ESC thereof are read out from the storage unit 
192 and output to the encryption and/or decryption unit 
171. 

Then, the secure container 104y shown in Fig. 40 is 
20 encrypted by using the session key data Ks^s obtained by 

mutual certification between the SAM IO53 and lOSs in the 
encryption and/or decryption unit 171 and then output via 
the SAM management unit 190 to the SAM 10 62 of the AV 
apparatus 160^ . 

25 In the SAM lOSj, as shown in Fig. 41, the secure 
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conlialner 104y shown in Fig, 40 input from the SAM lOSg 
via the SAM management unit 190 is decrypted in the 
encryption and/or decryption unit 171 by using the 
session key data K^^si 3-nd then the legitimacy of the 
5 signature data SIGg^cp and SIGgso^sAMs stored in the secure 
container 104y, that is, the legitimacy of the producer 
and the transmitter of the content file CF is confirmed. 

Then, after it is confirmed that the producer and 
the transmitter of the content file CF are legitimate, 

10 the content file CF is written into the RAM region 134 of 
the RAM type storage medium I3O5 via the media SAM 
management unit 197. 

Also, after the key file KF and the signature data 
SIG7 CP and SIGgso thereof and certificate data CERsams 

15 and the signature data SIGasi^Esc thereof input from the 

SAM 1053 via the SAM management unit 190 are written into 
the stack memory 200, they are decrypted in the 
encryption and/or decryption unit 171 by using the 
session key data Kq^q, 

20 Next, the related decrypted signature data SIG351 ^sc 

is verified in the signature processing unit 189. When 
the legitimacy of the certificate data CERsftM3 is 
confirmed, by using the public key data Ksam3 stored in 
the certificate data CERg^^, the legitimacy of the 

2 5 signature data SIG^cp and SIG352^sam3/ that is, the 



- 274 - 

legitimacy of the producer and the transmitter of the key 
file KF is confirmed. 

Then, when the legitimacy of the producer and the 
transmitter of the key file KF is confirmed, the key file 
5 KF is read out from the stack memory 200 and output to 
the secure container decryption unit 183. 

Next, the secure container decryption unit 183 
decrypts the key file KF by using the distribution use 

p 

Vj data KDi to KD3 of the corresponding period and writes 

r^j 10 "the related decryp-ted key file KF into the stack memory 

200. 

5^ Next, the usage control policy data 106 stored in 

Jll the already decrypted key file KF stored in the stack 

|I memory 200 is output to the usage monitor unit 186. The 

15 usage monitor unit 186 manages the purchase form and 
usage form of the content based on the usage control 
policy data 106. 

Next, for example, when the demo mode is selected by 
the user, the content data C of the content file CF 
20 already decirypted by the session key data KgEs, the 

content key data Kc stored in the stack memory 200, the 
half disclosure parameter data 199 obtained from the 
usage control policy data 106, and the user watermark use 
data 196 are output via the decryption and/or expansion 
2 5 module management unit 184 shown in Fig. 38 to the 
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reproduction module 270 after passing through mutual 
certification. Then, in the reproduction module 270, the 
reproduction of the content data C corresponding to the 
demo mode is carried out. 
5 Next, the purchase and/or usage form of the content 

is determined by the operation of the purchase and/or 
usage form determination operation unit 165 shown in Fig. 

P 

sQ 38 by the user, and the operation signal S165 in 

in accordance with the related determination is output to 

ry 10 the charge processing unit 187. 

Then, in the charge processing unit 187, the usage 

5 

control status data 166 and the usage log data 108 are 
}f. produced in accordance with the determined purchase 

1^ and/or usage form and are written into the stack memory 

15 200 and the external memory 201. 

Next, the content key data Kc and the usage control 
status data 166 are read out from the stack memory 200 to 
the encryption and/or decryption unit 173, sequentially 
encrypted in the encryption and/or decryption unit 173 by 
20 using the storage use key data Kg^R, media key data l^t^2f 
and the purchaser key data Kpi^, read out from the storage 
unit 192, and output to the storage module management 
unit 855. Then, for example, in the storage module 
management unit 855, the key file KF^ shown in Fig. 34C 
2 5 is produced, and the key file KF^ is written into the 
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media SAM 133 of "the RAM type storage medliim I3O5 via the 

media SAM management unit 197. 

Also, the content file CF stored in the secure 

container 104y is written into the RAM region 134 of the 
5 RAM type storage medium I3O5 by the storage module 

management unit 855. 
_ Also, the usage control status data 166 and the 

usage log data 108 are transmitted to the £MD service 

center 102 at the predetermined timing. 
>j 10 Below, an explanation will be made of the method of 

3 realization of the SAMs 105^ to lOS^. 

D Where the functions of the SAMs lOS^ to 105^ are 

fy realized as hardware, by using an ASIC type CPU including 

H a memory, data having a high degree of secrecy such as a 

15 security functional module for realizing the functions 
shown in Fig. 26, program module for performing the 
rights clearing of the content, and the key data are 
stored in that memory. One series of rights clearing use 
program modules such as an encryption library module 
20 (public key code, common key code, random number 

generator, hash function) , program module for the usage 
control of the content, and the program module of the 
charge processing are mounted as for example software. 

For example, a module such as the encryption and/or 
25 decryption unit 171 shown in Fig. 26 is mounted as an IP 
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core in the ASIC type CPU as hardware due to the problem 
of for example processing speed. Depending on the clock 
speed or performance of the CPU code system etc., it is 
also possible to mount the encryption and/or decryption 
5 unit 171 as software. 

Also, as the storage unit 192 shown in Fig. 26, the 
program module for realizing the functions shown in Fig. 
26, and the memory for storing the data, use is made of 
for example a nonvolatile memory (flash-ROM) , while as 

10 the working memory, a high speed writable memory such as 
an SRAM is used. Note that, other than them, as the 
memory included in the SAMs lOS^ to 1064, it is also 
possible to use a ferroelectric memory (FeRAM) . 

Also, in the ST^s 105^ to 1064, other than the 

15 above, a clock function used for the verification of the 
date in the expiration date and the contract period etc. 
for the usage of the content is included. 

As mentioned above, the SAMs lOB^ to IO54 have 
tamper resistance sheltering the program module, data, 

20 and the processing content from the outside. In order to 
prevent the program and content of data having high 
secrecy stored in the memory inside the IC of the related 
SAM and values of the register group related to the 
system configuration of the SAM and the encryption 

2 5 library and the register group of the clock from being 
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read out and newly written via the bus of the host CPU of 
the apparatuses with the SAMs 105^ to lOS^ mounted 
thereon, that is, in order to prevent the host CPU of the 
mounted apparatus from not existing in the allocated 
address space, an address space not seen from the host 
CPU on the mounted apparatus side is set up in the 
related SAM by using an MMU (memory management unit) for 
managing the memory space on the CPU side . 

Also, the SAMs 105i to 1064 have structures durable 
against physical attack from the outside such as X-rays 
or heat and further have structures such that, even if 
real-time debugging (reverse engineering) using a debug 
use tool (hardware ICE or software ICE) or the like is 
carried out, the processing content thereof cannot be 
seen or the debug use tool per se cannot be used after 
the manufacture of the IC. 

The SAMs 105i to IO54 per se are usual ASIC type 
CPUs including memories in the hardware structure. Their 
functions depend on the software for operating the 
related CPU, but are different from the general ASIC type 
CPU in the point that they have a hardware structure of 
the encryption function and tamper resistance. 

Where all of the functions of the SAMs 105i to 105^ 
are realized by software, there are cases where the 
software processing is carried out by enclosing the same 
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Inside a module having the tamper resistance and cases 
where they are achieved by software processing on the 
host CPU mounted on the usual set and steps are taken so 
that decipherment becomes impossible at only the related 
5 processing. The former is the same as the case where an 
encryption library module is stored in the memory as not 
the IP core, but the usual software module, and can be 
considered similar to the case where the functions are 
realized as the hardware. On the other hand, the latter 

10 is referred to as tamper resistant software. Even if the 
execution situation is deciphered by the ICE (debugger) , 
the execution sequence of the tasks is scattered (in this 
case, tasks are divided so that the a divided task has a 
meaning as a program, that is, no influence will be 

15 exerted upon the lines before and after that) , and the 
tasks per se are encrypted, so one type of secure 
processing can be realized similar to a task scheduler 
(MiniOS) . The related task scheduler is buried in the 
target program . 

20 Next, an explanation will be made of the decryption 

and/or expansion module 163 shown in Fig. 25. 

As shown in Fig. 25, the decryption and/or expansion 
module 163 has the mutual certification unit 220, 
decryption unit 221, decryption unit 222, expansion unit 

25 223, electronic watermark information processing unit 
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224, and the half disclosure processing unit 225. 

The mutual certification unit 220 performs the 
mutual certification with the mutual certification unit 
170 shown In Fig. 32 when the decryption and/or expansion 
5 module 163 receives as Its Input the data from the SAM 
105i and produces the session key data Kg^s . 

The decryption unit 221 decrypts the content key 
data Kc, half disclosure parameter data 199, user 
watermark use data 196, and the content data C Input from 

10 the SAM 105i by using the session key data KgEs . Then, the 
decryption unit 221 outputs the decrypted content key 
data Kc and the content data C to the decryption unit 
222, outputs the decrypted user watermark use data 196 to 
the electronic watermark Information processing unit 224, 

15 and outputs the half disclosure parameter data 199 to the 
half disclosure processing unit 225 . 

The decryption unit 222 decrypts the content data C 
In the half disclosure mode by using the content key data 
Kc under the control from the half disclosure processing 

20 unit 225 and outputs the decrypted content data C to the 
expansion unit 223 . 

The expansion unit 223 expands the decrypted content 
data C and outputs the same to the electronic watermark 
information processing unit 224. 

25 The expansion unit 223 performs the expansion 
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The reproduct:±on module 169 performs t:he 
reproduction in accordance with the decrypted and 
expanded content data C , 

Next, an explanation will be made of the data format 
when transmitting and receiving data with the signature 
data produced by using the secret key data attached 
thereto and the certificate data among the content 
provider 101, EMD service center 102, and the user home 
network 103. 

Figure 42A is a view for explaining the data format 
where the data Data is transmitted from the content 
provider 101 to the SAM lOS^ by the in-band method. 

In this case, a module Modso encrypted by the 
session key data Kgeg obtained by the mutual certification 
between the content provider 101 and the SAM 105^ is 
transmitted from the content provider 101 to the SAM 
lOSj. 

In the module Modgo, a module Modsi and the signature 
data SIGcp by the secret key data K^p^g thereof are stored. 

In the module Modgi, the certificate data CER^p 
storing the secret key data Kcp^p of the content provider 
101, the signature data SIGggc based on the secret key 
data Kescs with respect to the certificate data CER^p, and 
the data Data to be transmitted are stored. 

In this way, by transmitting the module Modgo 



- 283 - 



storing the certificate data CER^p from the content 
provider 101 to the SAM lOSj, when verifying the 
signature data SIGcp at the SAM 105i, it becomes 
unnecessary to transmit the certificate data CER^p from 
the EMD service center 102 to the SAM lOS^. 

Figures 42B and 42C are views for explaining the 
data format where the data Data is transmitted from the 
content provider 101 to the SAM lOS^ by the out-of-band 
method. 

In this case, a module Modgj shown in Fig. 42B 
encrypted by the session key data Kgeg obtained by the 
mutual certification between the content provider 101 and 
the SAM 105i is transmitted from the content provider 101 
to the SAM 105i. 

In the module Modsj, the data Data to be transmitted 
and the signature data SIGcp- by the secret key data K^p^s 
thereof are stored. 

Further, a module Modgg shown in Fig. 42C encrypted 
by the session key data Kgeg obtained by the mutual 
certification between the ElMD service center 102 and the 
SAM 105i is transmitted from the EMD service center 102 
to the SAM 105i. 

In the module Modgg, the certificate data CER^p of 
the content provider 101 and the signature data SIGesc 
the secret key data K^gcs thereof are stored. 
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Figure 42D is a view for explaining the data format 
of the case where the data Data is transmitted from the 
SAM 105i to the content provider 101 by the in -band 
method. 

In this case, a module Mod54 encrypted by the 
session key data Kses obtained by the mutual certification 
between the content provider 101 and the SAM 105^ is 
transmitted from the SAM lOS^ to the content provider 
101 . 

In the module Mod54, a module Modgg and the signature 
data SIGsAMi by ^he secret key data Kg^^i g thereof are 
stored. 

In the module ModLss, the certificate data CERs^mi 
storing the secret key data Kg^Mi^p of the SAM 105i, the 
signature data SlG^^c "the secret key data Kes^s with 
respect to the certificate data CERg^^i, and the data Data 
to be transmitted are stored. 

In this way, by transmitting the module Modgg 
storing the certificate data CERg^Mi from the SAM lOS^ to 
the content provider 101 , when verifying the signature 
data SIGsAMi in the content provider 101, it becomes 
unnecessary to transmit the certificate data CERsami from 
the EMD service center 102 to the content provider 101. 

Figures 42E and 42F are views for explaining the 
data format where the data Data is transmitted from the 



- 285 - 



SAM 105i to the content provider 101 by the out-of-band 
method. 

In this case, a module Modgg shown In F±g. 42E 
encrypted by the session key data Kses obtained by the 
mutual certification between the content provider 101 and 
the SAM 105i is transmitted from the SAM 105i to the 
content provider 101 . 

In the module Modsg, the data Data to be transmitted 
and the signature data SIGg^Mi by the secret key data Ks;^mi,s 
thereof are stored. 

Also, from the EMD service center 102 to the content 
provider 101, a module Mod57 shown in Fig. 42F encrypted 
by session key data Kges obtained by the mutual 
certification between the EIMD service center 102 and the 
content provider 101 is transmitted. 

In the module Modg^, the certificate data CERg^^i of 
the SAM 105i and the signature data SIGgsc t>y the secret 
key data K^scs thereof are stored. 

Figure 43G is a view for explaining the data format 
where the data Data is transmitted from the content 
provider 101 to the EMD service center 102 by the in-band 
method. 

In this case, a module Modgg encrypted by the 
session key data Kg^s obtained by the mutual certification 
between the content provider 101 and the EMD service 
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center 102 is transmit ted from the content provider 101 
to the EMD service center 102 . 

In the module Modgg^ a module Modgg and the signature 
data SIGcp by the secret key data K^p^s thereof are stored. 

In the module Madi^g, the certificate data CER^p 
storing the secret key data K^p^p of the content provider 
101, the signature data SIGesc by the secret key data K^scs 
with respect to the certificate data CER^p, and the data 
Data to be transmitted are stored. 

Figure 43H is a view for explaining the data format 
of the case where the data Data is transmitted from the 
content provider 101 to the EMD service center 102 by the 
out-of-band method. 

In this case, from the content provider 101 to the 
EMD service center 102, a module Modgo shown in Fig. 43H 
encxrypted by the session key data KgEs obtained by the 
mutual certification between the content provider 101 and 
the EMD service center 102 is transmitted. 

In the module Modgo, the data Data to be transmitted 
and the signature data SIG^p by the secret key data K^p^g 
thereof are stored. 

At this time, the certificate data CER^p of the 
content provider 101 has been already registered in the 
EMD service center 102 . 

Figure 431 is a view for explaining the data format 
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where the data Data is transmitted from the SAM 105i to 
the EMD service center 102 by the in-band method. 

In this case, a module Modgi encrypted by the 
session key data Kses obtained by the mutual certification 
between the EMD service center 102 and the SAM 105i is 
transmitted from the SAM 105i to the EMD service center 
102 . 

In the module Mod^i, a module Modgg and the signature 
data SIGsAMi the secret key data Ksami.s thereof are 
stored. 

In the module Modga, the certificate data CERsami 
storing the secret key data Kg^^^ p of the SAM 105i, the 
signature data SXG^^c "t^® secret key data K^scs with 
respect to the certificate data CERsami/ and the data Data 
to be transmitted are stored. 

Figure 43 J is a view for explaining the data format 
where the data Data is transmitted from the SAM lOS^ to 
the EMD service center 102 by the out-of-band method. 

In this case, a module Modgs shown in Fig. 43 J 
encrypted by the session key data Kses obtained by the 
mutual certification between the EMD service center 102 
and the SAM 105^ is transmitted from the SAM 105i to the 
EMD service center 102 . 

In the module Modgg, the data Data to be transmitted 
and the signature data SIGg;^ by the secret key data Ksami,s 
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t:hereo£ are st:orecl. 

At this time, in the EMD service center 102, the 
certificate data CERsami of the SAM 105i has been already 
registered. 

5 Below, an explanation will be made of the 

registration processing in the EMD service center 102 at 
the time of shipment of the SAMs lOS^ to IO54. 

Note that, the registration processings of the SAMs 
105i to 1054 are the same, so the registration processing 

10 of the SAM lOS^ will be mentioned below. 

At the time of shipment of the SAM 105i, by the key 
server 141 of the EMD service center 102 shown in Fig. 
24, the key data shown below is initially registered in 
the storage unit 192 shown in Fig. 2 6 etc. via the SAM 

15 management unit 14 9. 

Further, in the SAM 105i, for example, at the time 
of shipment, the program etc. used when accessing the EMD 
service center 102 by the SAM 105i the first time are 
stored in the storage unit 192 etc. 

20 Namely, in the storage unit 192, for example, the 

identifier SAM_ID of the SAM 105i given an at the 

left side in Fig. 30, storage use key data Kstr/ public 
key data Kr.^a of the route certificate authority 2 , 
public key data K^gc^p of the EMD service center 102, 

25 secret key data Kg,^ g of the SAM 105i, certificate data 
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CERg^^Mi and the signature data SIG22,esc thereof, and the 
original key data for creating the certification use key 
data between the decryption and/or expansion module 163 
and the media SAM are stored by the initial registration. 
5 Note that, it is also possible to transmit the 

certificate data CBB^j^ from the EMD service center 102 
to the SAM lOSj when registering the same after the time 
5^" of shipment of the SAM 105i, 

]t] Also, in the storage unit 192, at the time of 

10 shipment of the SAM 105i, a file reader indicating the 

reading format of the content file CF and the key file KF 
shown in Fig. 5 is written by the EMD service center 102. 
^Ij In the SAM lOS^, when utilizing the data stored in 

1^ the content file CF and the key file KF, the file reader 

15 stored in the storage unit 192 is used, 

Heres, the public key data K^.^a of the route 
certificate authority 2 uses an RSA generally used in 
electronic commercial transactions over the Internet and 
has a data length of for example 1024 bits. The public 
20 key data Kr_ca is issued by the route certificate 
authority 2 shown in Fig. 1. 

Also, the public key data Kesc,p of the EMD service 
center 102 is produced by utilizing an elliptical curve 
code having a short data length and a power equivalent to 
25 the RSA or more. Its data length is for example 160 bits. 
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No-te, when considering -the power of t:he encrypt:lon, 
desirably the piabllc key data K^scp ^sls 192 bits or more. 
Further, the EMD service center 102 registers the public 
key data Kesc,p in the route certificate authority 92 . 
5 Also, the route certificate authority 92 produces 

the certificate data CEResc of the public key data Kesc,p- 
The certificate data CER^sc storing the public key data 
Kesc.p is preferably stored in the storage unit 192 at the 
time of shipment of the SAM 105i. In this case, the 

10 certificate data CEResc is signed by a secret key data 
Kroot.s of the route certificate authority 92. 

The EMD service center 102 produces the secret key 
data KsAMi.s of the SAM lOS^ by generating a random number 
and produces the public key data K^j^j^ p forming a pair 

15 together with this. 

Also, the EMD service center 102 is given the 
certification of the route certificate authority 92, 
issues the certificate data CERsami of the public key data 
KsAMi,p/ and attaches the signature data to this by using 

20 its own secret key data K^scs- Namely, the EMD service 
center 102 achieves the function of a second CA 
(certificate authority) . 

Also, the unlc^e Identifier SAM_ID under the 
management of the EMD service center 102 is allocated to 

25 the SAM 105i by the SAM management unit 149 of the EMD 
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service center 102 shown in Fig. 24. This is stored in 
the storage unit 192 of the SAM 105i and, at the same 
time, stored also in the SAM database 149a shown in Fig. 
24 and managed by the EMD service center 102. 
5 Also, the SAM lOS^ is connected to and registered at 

the EMD service center 102 by for example the user after 
the time of shipment. At the same time, the distribution 
use public key data KD^ to KD3 are transferred from the 
EMD service center 102 to the storage unit 192. 

10 Namely, the user utilizing the SAM 105i must perform 

a registration procedure at the EMD service center 102 
before downloading the content. This registration 
procedure is carried out off-line by for example mail by 
the user himself giving information specifying himself by 

15 using for example a registration card attached when 
purchasing the apparatus with the SAM lOS^ mounted 
thereon (in the related example, network apparatus 160^) . 

The SAM lOB^ cannot be used until the registration 
procedure is passed. 

20 The EMD service center 102 issues the identifier 

USER__ID inherent to the user in accordance with the 
registration procedure of the SAM 105^ by the user, 
manages the correspondence between the SAM_ID and the 
USER_ID in for example the SAM database 149a shown in 

25 Fig. 24, and utilizes the same at the time of charging. 
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Also, the EMD service center 102 allocates the 
information reference use identifier ID and the password 
used at the first time to the user of the SAM 105i and 
notifies this to the user. The user can make an inquiry 
5 about information for example the usage situation (usage 
log) of the content data up to the present at the EMD 
service center 102 by using the information reference use 
identifier ID and the password. 

Also, the EMD service center 102 confirms the 
10 identity of the user at the credit card company or the 
like or confirms the user off-line at the time of 
registration of the user. 

Next, as shown in Fig. 30, an explanation will be 
made of the procedure for storing the SAM registration 
15 list in the storage unit 192 inside the SAM 105i. 

The SAM 105i shown in Fig. 1 acquires the SAM 
registration list of the SAMs 105i to 105^ existing in 
its own system by utilizing a topology map produced when 
powering up apparatuses connected to the bus 191 and 
20 connecting new apparatuseis to the bus 191 where for 

example the IEEE1394 serial bus is used as the bus 191. 

Note that, the topology map produced in accordance 
with the IEEE1394 serial bus, that is, the bus 191, is 
produced for the SAMs 105i to 1064 and SCMS processing 
25 circuits lOSs and lOSg when, for example, as shown in 
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Fig. 44, in addition to the SAMs 105i to IO54, SCMS 
processing circuits lOSs and lOSg of AV apparatus I6O5 and 
leOg are connected to the bus 191. 

Accordingly, the SAM 105i extracts the information 
5 for the SAMs 105i to lOB^ from the related topology map 
and produces the SAM registration list shown in Fig. 45. 

Then, the SAM 105i registers the SAM registration 
list shown in Fig. 45 in the EMD service center 102 and 
acquires the signature. 

10 These processings are automatically carried out by 

the SAM 105i by utilizing the session of the bus 191, The 
registration instruction of the SAM registration list is 
issued to the EMD service center 102 . 

The EMD service center 102 confirms the expiration 

15 date when receiving the SAM registration list shown in 
Fig. 45 from the SAM 105i . Then, the EMD service center 
102 sets up the corresponding portion by referring to the 
existence of the settlement function designated by the 
SAM 105i at the time of registration. Further, the EMD 

2 0 service center 102 checks the revocation list and sets a 
revocation flag in the SAM registration list. The 
revocation list is the list of the SAMs for which usage 
is prohibited (invalid) by the EMD service center 102 for 
the reason of for example illegitimate usage. 

25 Also, the EMD service center 102 extracts the SAM 
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registration list corresponding to the SAM 105i at the 
time of settlement and confirms if the SAM described 
therein is contained in the revocation list. Further, the 
EMD service center 102 attaches the signature to the SAM 
5 registration list. 

By this, the SAM registration list shown in Fig. 46 
_ is produced. 

Note that, the SAM revocation list is produced aimed 
%: at only the SAMs of the identical system (connected to 

:j1 10 the identical bus 191) , and the validity and invalidity 

^ of the related SAMs are indicated by the revocation flag 

Q corresponding to each SAM. 

ry Below, an explanation will be made of the overall 

l^. operation of the content provider 101 shown in Fig. 1. 

15 Figure 47 is a flowchart of the overall operation of 

the content provider 101. 

Step SI : The EMD service center 102 transmits the 
certificate data CER^p of the public key data K^p of the 
content provider 101 to the content provider 101 after 
20 the content provider 101 goes through the predetermined 
registration processing , 

Also, the EMD service center 102 transmits the 
certificate CERcpi to CERcp4 of the public key data Kg^^^ p 
to KsAM4,P of the SAMs lOS^ to 105^ to the SAMs 105i to 1064 
2 5 after the SAMs lOS^ to 1064 pass through the 
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predetermined registration processing. 

Also, the EMD service center 102 transmits three 
months' worth of the distribution use key data KD^ to KD3 
each having the expiration date of one month to the SAMs 
5 105i to 1064 of the user home network 103 after the 
mutual certification . 

In this way, in the EMD system 100, the distribution 
use key data KD^ to KD3 are distributed to the SAMs 105i 
to 1054 in advance. Therefore , even in the state where 

10 the space between the SAMs 105i to 1064 and the EMD 

service center 102 is off-line, the secure container 104 
distributed from the content provider 101 can be 
decrypted and purchased and used in the SAMs 105^ to 
1064. In this case, the log of the related purchase 

15 and/or usage is described in the usage log data 108, and 
the usage log data 108 is automatically transmitted to 
the EMD service center 102 when the SAMs lOS^ to 1064 and 
the EMD service center 102 are connected. Therefore, the 
settlement processing in the EMD service center 102 can 

20 be reliably carried out. Note that, a SAM for which usage 
log data 108 cannot be collected by the EMD service 
center 102 in a predetermined period is regarded as being 
invalidated by the revocation list. 

Note that, the usage control status data 166 is 

2 5 transmitted from the SAMs 105^ to 1064 to the EMD service 
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center 102 in real-time in principle. 

Step S2 : The content provider 101 transmits the 
right registration request module Modz shown in Fig. 18 
to the EMD service center 102 after the mutual 
5 certification. 

Then, the EMD service center 102 registers and 
authenticates the usage control policy data 106 and the 
content key data Kc after the predetermined signature 
verification . 

10 Also, the EMD service center 102 produces six 

months' worth of the key files KF in accordance with the 
registration use module Mod2 and transmits them to the 
content provider 101. 

Step S3: The content provider 101 produces the 

15 content files CF and the signature data SIGg^cp thereof 

and the key file KF and the signature data SIG7 cp thereof 
shown in Figs . 5A and 5B and distributes the secure 
container 104 storing them and the certificate data CER^jp 
and the signature data SIG^ j-gc thereof shown in Fig. 5C to 

20 the SAMs 105i to lOS^ of the user home network 103 on- 
line and/or off-line. 

In the on-line case, the content provider use 
transport protocol is used. The secure container 104 is 
transported from the content provider 101 to the user 

2 5 home network 103 in a form not depending upon the related 
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control policy data indicating the handling of the 
content data is produced, and the related produced key 
file is distributed to the data processing apparatus. 
Also, the content data encrypted by using the 
5 content key data is distributed from the data providing 
apparatus to the data processing apparatus by using a 
predetermined communication protocol but in a foirmat not 
depending upon the related communication protocol or 
while being recorded on a storage mediiim. 

10 Then, in the data processing apparatus, the content 

key data and the usage control policy data stored in the 
distributed key file are decrypted, and the handling of 
the distributed content data is determined based on the 
related decrypted usage control policy data. 

15 Also, a data providing system of a 42nd aspect of 

the present invention is a data providing system for 
distributing content data from a data providing apparatus 
to a data processing apparatus and managing the data 
providing apparatus and the data processing apparatus by 

20 a management apparatus, wherein the management apparatus 
produces encrypted content key data and encrypted usage 
control policy data indicating the handling of the 
content data, the data providing apparatus individually 
distributes the content data encrypted by using the 

25 content key data and the encrypted content key data and 
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Also, the content key data Kc and the usage control 
policy data 106 stored in the key file KF have been 
encrypted by using the distribution use key data KD^ to 
KD3 and decrypted inside only the SAMs 105i to lOS^ 
5 holding the distribution use key data KDi to KD3 . Then, 

in the SAMs lOSi to 105^, the purchase form and the usage 
form of the content data C are determined based on a 
module having tamper resistance and the handling content 
of the content data C described in the usage control 

10 policy data 106. 

Accordingly, according to the EMD system 100, the 
purchase and usage of the content data C in the user home 
network 103 can be reliably carried out based on the 
content of the usage control policy data 106 produced by 

15 the interested parties of the content provider 101. 

Also, in the EMD system 100, by distributing the 
content data C from the content provider 101 to the user 
home network 103 by using the secure container 104 in 
both of the cases of on-line and off-line, the rights 

20 clearing of the content data C in the SAMs lOS^ to lOS^ 
can be shared in both cases . 

Also, in the EMD system 100, when purchasing, using, 
recording, and transferring the content data C in the 
network apparatus 160^ and the AV apparatuses I6O2 to I6O4 

25 in the user home network 103, by performing processing 
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always based on the usage control policy data 106, common 
rights clearing rule can be employed. 

Figure 48 is a view for explaining an example of the 
transport protocol of the secure container employed in 
the first embodiment. 

As shown in Fig. 48, in the multi-processor system 
100, as the protocol for transporting the secure 
container 104 from the content provider 101 to the user 
home network 103, use is made of for example TCP/IP and 
XML/ SMIL. 

Also, as the protocol for transferring the secure 
container between SAMs of the user home network 103, and 
the protocol for transferring the secure container 
between the user home networks 103 and 103a, use is made 
of for example XML/SMIL constructed in the 1394 serial 
bus interface . Also, in this case, it is also possible to 
store the secure container in a ROM type or RAM type 
storage medium and transport the same between SAMs. 
First modification of first embodiment 
In the above embodiment, as shown in Fig. 5B, the 
case where the key file KF was encrypted by using the 
distribution use key data KD in the EMD service center 
102, and the key file KF was decrypted by using the 
distribution use key data KD in the SAMs lOS^ to 1064 was 
exemplified, but the encryption of the key file KF using 
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the distribution use key data KD does not always have to 
be carried out when the secure container 104 is directly 
supplied from the content provider 101 to the SAMs 105i 
to 1064 as shown in Fig. 1. 

In this way, the encryption of the key file KF by 
using the distribution use key data KD has a large effect 
when suppressing illegitimate action by the service 
provider by giving the distribution use key data KD to 
only the content provider and the user home network when 
the content data is supplied from the content provider to 
the user home network via the service provider as in the 
second embodiment mentioned later . 

Note, also in the case of the first embodiment, the 
encryption of the key file KF by using the distribution 
use key data KD has an effect in the point of raising the 
force of suppressing illegitimate usage of the content 
data . 

Further, in the above embodiment, the case where the 
suggested retailer' s price data SRP was stored in the 
usage control policy data 106 in the key file KF shown in 
Fig. 5B was exemplified, but it is also possible to store 
the suggested retailer' s price data SRP (price tag data) 
other than in the key file KF in the secure container 
104. In this case, signature data produced by using the 
secret key data K^p is attached to the suggested 
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retailer's price data SRP. 

Second modification of first embodiment: 
In the first embodiment, as shown in Fig. 1, the 
case where the EMD service center 102 performed the 
5 settlement processing in the settlement manager 91 via 

the payment gateway 90 by using the settlement claim data 
152 produced by itself was exemplified , but it is also 
possible to transmit for example the settlement claim 
data 152 from the EMD service center 102 to the content 
10 provider 101 as shown in Fig. 49 and have the content 

provider 101 itself perform the settlement processing at 
the settlement manager 91 via the payment gateway 90 by 
using the settlement claim data 152 . 

Third modification of first embodiment 
15 In the first embodiment, the case where the secure 

container 104 was supplied from a single content provider 
101 to the SAMs 105i to IO54 of the user home network 103 
was exemplified, but it is also possible to supply secure 
containers 104a and 104b from two or more content 
20 providers 101a and 101b to the SAMs 105^ to IO54. 

Figure 50 is a view of the configuration of the EMD 
system according to a third modification of the first 
embodiment where the content providers 101a and 101b are 
used. 

25 In this case, the EMD service center 102 distributes 
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key files KFai to KFag and KEb^ to KFbg encrypted by using 
six months' worth of distribution use key data KDa^ to 
KDag and KDbi to KDbg to the content providers 101a and 
101b. 

5 Also^ the EMD service center 102 distributes three 

months' worth of distribution use key data KDa^ to KDa3 
and KDbi to KDbg to the SAMs 105i to lOS^. 

Then, the content provider lOla supplies a secure 
container .104a storing a content file CFa encrypted by 
10 using unique content key data Kca and key files KFa^ to 
KFag of the corresponding period received from the EMD 
service center 102 to the SAMs 105i to 1064 on-line 
and/or off-line. 

At this time, as the identifier of a key file, use 
15 is made of the global unique identifier content ID 

distributed by the EMD service center 102. The content 
data is centrally managed by the EMD service center 102, 

Also, the content provider 101b supplies a secure 
container 104b storing a content file CFb encrypted by 
20 using unique content key data Kcb and key files KFb^ to 
KFbg of the corresponding period received from the EMD 
service center 102 to the SAMs lOS^ to 105^ on-line 
and/or off-line. 

The SAMs 105i to 105^ decrypt the secure container 
2 5 104a by using the distribution use key data KDa^ to KDa3 
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of the corresponding period, determine the purchase form 
of the content after passing through the predetermined 
signature verification processing, etc. , and transmit 
usage log data 108a and usage control status data 166a 
produced in accordance with the related determined 
purchase form and usage form to the EMD service center 
102 , 

Also, the SAMs lOB^ to 1064 decrypt the secure 
container 104b by using the distribution use key data 
KDbi to KDb3 of the corresponding period, determine the 
purchase form of the content after passing through the 
predetermined signature verification processing, etc., 
and transmit usage log data 108b and usage control status 
data 166b produced in accordance with the related 
determined purchase form and usage form to the EMD 
service center 102, 

In the EMD service center 102, based on the usage 
log data 108a, settlement claim data 152a for the content 
provider 101a is produced, and settlement processing is 
carried out at the settlement manager 91 using this. 

Also, in the EMD service center 102, settlement 
claim data 152b for the content provider 101b is produced 
based on the usage log data 108b, and settlement 
processing is carried out at the settlement manager 91 
using this . 
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Also, the EMD service center 102 registers and 
authenticates the usage control policy data 106a and 
106b. At this time, the EMD service center 102 
distributes the global unique identifier content ID for 
5 the key files KFa and KFb corresponding to the usage 
control policy data 106a and 106b. 

Also, the EMD service center 102 issues certificate 
data CER<.pa and CERcp^ of the content providers 101a and 
101b and attaches signature data SIGib,Esc and SIGia,Esc "to 
10 them to verify their legitimacy. 

Fourth modification of first embodiment 
In the above embodiment, the case where the content 
files CF and the key files KF were stored in the secure 
container 104 with directory structures and transmitted 
15 from the content provider 101 to the SAMs lOS^ to 1064 
was exemplified" but it is also possible to separately 
transmit the content files CF and the key file KF to the 
SAMs lOSi to 1064. 

This includes for example the following first 
2 0 technique and second technique. 

In the first technique, as shown in Fig. 52, the 
content files CF and the key files KF are separately 
transmitted from the content provider 101 to the SAMs 
lOSi to 1064 in a format not depending upon the 
2 5 communication protocol. 



r/ 
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Also, in the second technique, as shown in Fig. 52, 
the content files CF are transmitted from the content 
provider 101 to the SAMs 105i to 105^ in a format not 
depending upon the communication protocol and, at the 
5 same time, the key files KF are transmitted from the EMD 
service center 102 to the SAMs 105i to lOS^ . The related 
key files KF are transmitted from the EMD service center 
102 to the SAMs 105i to 105^ when for example the users 
of the SAMs 105^ to 1064 are about to determine the 

10 purchase form of the content data C. 

When the first technique and the second technique 
are employed, a link is established between related 
content files CF and between the content files CF and the 
key files KF corresponding to them by using hyper link 

15 data stored in the header of at least one of the content 
file CF and the key file KF. In the SAMs lOS^ to lOS^, 
the rights clearing and the usage of the content data C 
are carried out based on the related link. 

Note that, in the present modification, as the 

20 formats of the content file CF and the key file KF, for 
example, those shown in Figs. 5A and 5B are employed. 
Also, in this case, preferably, together with the content 
file CF and the key file KF, the signature data SIGg^cp 
and SIG7 CP thereof are transmitted. 

25 Fifth modification of first embodiment 
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In the above embodiment^ the case where the content 
file CF and the key file KF were separately provided In 
the secure container 104 was exemplified, but for example 
It Is also possible to store the key file KF In the 
content file CF In the secure container 104 as shown In 
Fig. 53. 

In this case, the signature data by the secret key 
data Kcp,s of content provider 101 Is attached to the 

content file CF storing the key file KF. 

Sixth modification of first embodiment 

In the above embodiment, the case where the content 
data C was stored In the content file CF, and the content 
key data Kc and the usage control policy data 106 were 
stored In the key file KF and transmitted from the 
content provider 101 to the SAM 105i or the like was 
exemplified, but It Is also possible to transmit at least 
one among the content data C, content key data Kc, and 
the usage control policy data 106 from the content 
provider 101 to the SAM 105i or the like without 
employing the file foirmat and In a format not depending 
upon the communication protocol . 

For example, as shown In Fig. 54, It Is also 
possible If a secure container 104s storing the key file 
KF containing the content data C encrypted by the content 
key data Kc, the encrypted content key data Kc, the 
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encrypted usage control policy data 106, etc. is produced 
in the content provider 101, and the secure container 
104s is transmitted to the SAM lOBj etc. in a format not 
depending upon the communication protocol . 

Also, as shown in Fig. 55, it is also possible to 
individually transmit the key file KF containing the 
content data C encrypted by the content key data Kc, 
encrypted content key data Kc, the encrypted usage 
control policy data 106, and so on from the content 
provider 101 to the SAM 105^ etc. in a format not 
depending upon the communication protocol. Namely, the 
content data C is transmitted by an identical route to 
the key file KF without employing the file format. 

Also, as shown in Fig. 56, it is also possible if 
the content data C encrypted by the content key data Kc 
is transmitted from the content provider 101 to the SAM 
105i etc. in a format not depending upon the 
communication protocol -and, at the same time, the key 
file KF containing the encrypted content key data Kc and 
the encrypted usage control policy data 106 etc. is 
transmitted from the EMD service center 102 to the SAM 
105i etc. Namely, the content data C is transmitted by a 
different route from that for the key file KF without 
employing the file format. 

Also, as shown in Fig. 57, it is also possible if 
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the content data C encrypted by the content key data Kc, 
the content key data Kc, and the usage control policy 
data 106 are transmitted from the content provider 101 to 
the SAM 105i etc. in a format not depending upon the 
5 communication protocol. Namely, the content data C, 

content key data Kc, and the usage control policy data 
106 are transmitted by the identical route without 
employing the file format. 

Also, as shown in Fig. 58, it is also possible if 
10 the content data C encrypted by the content key data Kc 
is transmitted from the content provider 101 to the SAM 
105i etc. in a format not depending upon the 

communication protocol and, at the same time, the content 
key data Kc and the usage control policy data 106 are 

15 transmitted from the EMD service center 102 to the SAM 
105i etc. Namely, the content data C, content key data 
Kc, and the usage control policy data 106 are transmitted 
by different routes without employing the file format. 
Second embodiment 

20 In the above embodiment, the case where the content 

data was directly distributed from the content provider 
101 to the SAMs 105^ to IO54 of the user home network 103 
was exemplified, but in the present embodiment, an 
explanation will be made of a case where the content data 

2 5 provided by the content provider is distributed to a SAM 



of the user home network via. 





Figure 59 is a view of the x 




system 300 of the present embodimen^v 

As shown in Fig. 59, the EMD system\ 




5 



content provider 301, an EMD service center 



home network 303, a service provider 310, the payiJ^ 
gateway 90, and the settlement manager 91. ^ 
The content provider 301, EMD service center 302, 




SAMs 305i to 3054, and the service provider 310 
10 correspond to the data providing apparatus, management 
device, data processing apparatus, and the data 
distribution apparatus according to claim 22 and claim 
152 etc. 



15 provider 101 of the first embodiment except for the point 
that it supplies the content data to the service provider 



EMD service center 102 of the first embodiment except for 
20 the point that the certificate authority function, key 
data management function, and the rights clearing 
function are provided also to the service provider 310 in 
addition to the content provider 101 and SAMs 505^ to 
505^. 

25 Also, the user home network 303 has a network 



The content provider 301 is the same as the content 



310. 



,Also, the EMD service center 302 is the same as the 



apparat:us 360i and AV apparai:uses 36O2 to 36O4. The 
network apparatus 360^ Includes a SAM 305i and a CA 
module 311, and the AV apparatuses 36O2 to 36O4 include 
the SAMS 3052 to 3064. 

Here, the ST^s 305i to 3054 are the same as the SAMs 
105i to 1054 of the first embodiment except for the point 
that they are distributed a secure container 304 from the 
service provider 310 and the point that they perform the 
verification processing of the signature data and the 
preparation of an SP use purchase log data (data 
distribution device use purchase log data) 309 for the 
service provider 310 in addition to the content provider 
301, 

First, a brief explanation will be made of the EMD 
system 300 . 

In the EMD system 300, the content provider 301 
transmits the usage control policy (UCP) data 106 in the 
same way as that of the first embodiment mentioned before 
indicating the rights contents such as the usage 
permission condition of the content data C of the content 
to be provided by itself and the content key data Kc to 
the EMD service center 302 as the authority manager 
having a high reliability. The usage control policy data 
106 and the content key data Kc are registered and 
authenticated (certified) in the EMD service center 302 . 
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Also, the content provider 301 encrypts the content 
data C by the content key data Kc and produces the 
content file CF. Also, the content provider receives six 
months' worth of the key files KF for the content files 
5 CF from the EMD service center 302 . 

In the related key file KF, the signature data for 
verifying the existence of tampering of the related key 
file KF and the legitimacy of the producer and the 
transmitter of the related key file KF is stored. 

10 Then, the content provider 301 supplies the secure 

container 104 shown in Fig. 5 storing the content file 
CF, key file KF, and its own signature data to the 
service provider 310 by using a network such as the 
Internet, digital broadcast, storage medium, or informal 

15 protocol or off-line or the like. 

Also, the signature data stored in the secure 
container 104 is used for verifying the existence of 
tampering of the corresponding data and the legitimacy of 
the producer and transmitter of the related data. 

20 When receiving the secure container 104 from the 

content provider 301, the service provider 310 verifies 
the signature data and confirms the producer and the 
transmitter of the secure container 104. 

Next, the service provider 310 produces price tag 

2 5 data (PT) 312 indicating the price obtained by adding a 
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price for service such as authoring performed by itself 
to the price (SRP) for the content intended by the 
content provider 301 notified for example off-line. 

Then, the service provider 310 produces the secure 
5 container 304 storing the content file CF and key file KF 
extracted from the secure container 104, price tag data 
312, and the signature data by its own secret key data 
iQ Kgp^s with respect to them. 

m At this time, the key file KF has been encrypted by 

m 

lU 10 the distribution use key data KDi to KDg, and the service 

?n provider 310 does not hold the related distribution use 

5 

key data KD^ to KDg, therefore the service provider 310 
If^ cannot see or rewrite the content of the key file KF. 

J'f Also, the EMD service center 302 registers and 

15 authenticates the price tag data 312. 

The service provider 310 distributes the secure 
container 304 to the user home network 303 on-line and/or 
of f -line - 

At this time, in the case of off-line, the secure 
20 container 304 is stored in the ROM type storage meditim or 
the like and supplied to the SAMs 305i to 3064 as it is. 
On the other hand, in the case of. on-line, mutual 
certification is carried out between the service provider 
310 and the CA module 311, the secure container 304 is 
2 5 encrypted by using the session key data Kges 
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service provider 310 and transmitted, and the secure 
container 304 received at the CA module 311 is decrypted 
by using the session key data Kses then transferred to 

the SAMs 305i to 3064. 
5 In this case, as the communication protocol for 

transmitting the secure container 304 from the content 
provider 301 to the user home network 303, an MHEG 
(Multimedia and Hypermedia Information Coding Experts 
Group) protocol is used in the case of a digital 

10 broadcast and XML/SMIL/HTML (Hyper Textmarkup Language) 
is used in the case of the Internet. In these 
communication protocols, the secure container 304 is 
buried by tunneling in a format not depending upon the 
related communication protocol (encoding method or the 

15 like) . 

Accordingly, it is "not necessary to ensure 
compatibility of the format between the communication 
protocol and the secure container 304, so the format of 
the secure container 304 can be flexibly set. 

20 Next, in the SAMs 305i to 305^, the signature data 

stored in the secure container 304 is verified, and the 
legitimacy of producers and transmitters of the content 
file CF and the key file KF stored in the secure 
container 304 is confirmed. Then, in the SAMs 305i to 

25 3054, when the related legitimacy is confirmed, the key 
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file KF is decrypted by using the distribution use data 
KDj to KD3 of the corresponding period distributed from 
the EMD service center 302 . 

The secure container 304 supplied to the SAMs 305i 
5 to 305^ is reproduced and recorded into the storage 

medium after the purchase and/or usage form is determined 
in accordance with the operation of the user in the 
network apparatus 360i and the AV apparatuses 36O2 to 
36O4. 

10 The SAMs 305i to 305^ store the log of the purchase 

and/or usage of the secure container 304 as the usage log 
data 308. 

A usage log data (log data or the management device 
use log data) 308 is transmitted from the user home 
15 network 303 to the EMD service center 302 in response to 
for example a request from the EMD service center 302 . 

Also, the SAMs 305i to 3064 transmit the usage 
control status (UCS) data 166 indicating the related 
purchase form to the EMD service center 302 when the 
20 purchase fojcm of the content is determined. 

The EMD service center 302 determines (calculates) 
the charge content for each of the content provider 301 
and the service provider 310 based on the usage log data 
308 and perfoirms settlement at the settlement manager 91 
25 such as a bank via the payment gateway 90 based on the 




- 316 - 

results. By this, the money paid by the user of the user 
home network 103 is distributed to the content provider 
101 and the service provider 310 by the settlement 
processing by the EMD service center 102 . 
5 In the present embodiment, the EMD service center 

302 has tho certificate authority function, key data 
management function, and the rights clearing (profit 
distribution) function . 

Namely, the EMD service center 302 functions as a 

10 second certificate authority with respect to the route 

certificate authority 92 as the highest authority manager 
at the neutral position and verifies the legitimacy of 
the related public key data by attaching a signature by 
the secret key data of the EMD service center 302 to the 

15 certificate data of the public key data to be used for 

the verification processing of the signature data in the 
content provider 301, service provider 310, and the SAMs 
305i to 3064. Further, as mentioned before, also the 
registration and authentication of the usage control 

20 policy data 106 of the content provider 301, content key 
data Kc, and the price tag data 312 of the service 
provider 310 are achieved by the certificate authority 
function of the EMD service center 302 . 

Also, the EMD service center 302 has a key data 

25 management function for performing for example management 
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of the key data of the distribution use key data KD^ to 

Also, the EMD service center 302 has a rights 
clearing (profit distribution) function of performing 
5 settlement with respect to the purchase and/or usage of 
the content by the user of the user home network 303 
based on the usage control policy data 106 registered by 
the content provider 301, the usage log data 308 input 
from the SAMs 305i to 3054, and the price tag data 312 

10 registered by the service provider 310 and distributing 
and paying the money paid by the user to the content 
provider 301 and the service provider 310. 

Below, components of the content provider 301 will 
be explained in detail . 

15 [Content provider 301] 

Figure 60 is a functional block diagram of the 
content provider 301 and shows the flow of the data 
related to the data transmitted and received with the 
service provider 310. 

20 As shewn in Fig. 60, the content provider 301 has a 

content master source server 111, electronic watermark 
information addition unit 112, compression unit 113, 
encryption unit 114, random number generation unit 115, 
signature processing unit 117, secure container 

25 preparation unit 118, secure container database 118a, key 




- 318 - 

file dat:abase 118b, s'torage unit: 119, mut:ual 
certification unit 120, encryption and/or decryption unit 
121, usage control policy data preparation unit 122, EMD 
service center management unit 125, and a service 
5 provider management unit 324 . 

In Fig . 60 , components given the same reference 
numerals as those of Fig. 3 are the same as the 
components of the same reference numerals explained in 
the first embodiment referring to Fig. 3 and Fig. 4. 

10 Namely, the content provider 301 has a configuration 

providing the service provider management unit 324 in 
place of the SAM management unit 124 shown in Fig. 3. 

The service provider management unit 324 provides 
the secure container 104 shown in Fig. 5 input from the 

15 secure container preparation unit 118 to the service 

provider 310 shown in Fig. 59 off-line and/or on-line. 

Where the secure container 104 shown in Fig. 5 is 
distributed to the service provider 310 on-line, the 
service provider management unit 324 encrypts the secure 

20 container 104 by using the session key data Ks^s in the 
enciryption and/or decryption unit 121 and then 
distributes the same via the network to the service 
provider 310. 

Also, the flow of the data in the content provider 

25 101 shown in Fig. 4 similarly applies also to the content 
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provider 301. 

Below, an explanation will be made of the flow of 
the processing when transmitting the secure container 104 
from the content provider 301 to the service provider 
5 310. 

Figure 61 and Fig. 62 are flowcharts showing the 

flow of the processing when transmitting the secure 

container 104 from the content provider 301 to the 

service provider 310. 
10 Step CI: Mutual certification is carried out between 

the content provider 301 and the service provider 310. 
Step C2 : The session key data KgEg obtained by the 

mutual certification at step CI is shared between the 

content provider 301 and the service provider 310. 
15 Step C3 : By the service provider 310 , the secure 

container database 118a possessed by the content provider 

301 (for CP) is accessed. 

Step C4 : The service provider 310 selects the secure 

container 104 necessary for its distribution service by 
20 referring to for example the lists of the content ID and 

the meta data centrally managed at the secure container 

database 118a. 

Step C5 : The content provider 301 encrypts the 

secure container 104 selected at step C4 by using the 
25 session key data Kggs shared at step C2 , 
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Step C6: The content provider 301 inserts the secure 
container 104 obtained at step C5 into a content provider 
use commodity transport protocol. 

Step C7 : The service provider 310 performs the 
download . 

Step C8 : The service provider 310 takes out the 
secure container 104 from the content provider use 
coimnodity transport protocol. 

Step C9: The service provider 310 decrypts the 
secure container 104 by using the session key data Kg^s 
shared at step C2 . 

Step CIO: The service provider 310 verifies the 
signature data stored in the decrypted secure container 
104 to confirm the legitimacy of the transmitter and 
performs the processing of step Cll under the condition 
that the transmitter is legitimate. 

Step Cll: The service provider 310 stores the secure 
container 104 in the secure container database of itself. 

[Service provider 310] 

The service provider 310 produces the secure 
container 304 storing the content file CF and the key 
file KF in the secure container 104 received from the 
content provider 301 and the price tag data 312 produced 
by itself and distributes the secure container 304 to the 
network apparatus 360^ and the AV apparatuses 36O2 to 360^ 



of the user home network 303 on-line and/or off-line. 

The service format of the content distribution by 
the service provider 310 is roughly classified to. an 
independent type service and a linked type service . 

The independent type service is for example a 
service dedicated to download for individually 
distributing the content. Further, the linked type 
service is a service for distributing content linked to 
the program and CMs (advertisements) . For example, 
content such as a theme song and other song of a drama 
are stored in a stream of the drama program. The user can 
purchase the content such as theme song or other song 
existing in the stream when watching the drama program. 

Figure 63 is a functional block diagram of the 
service provider 310 . 

Note that, in Fig. 63, the flow of the data when 
supplying the secure container 304 produced by using the 
secure container 104 supplied from the content provider 
301 to the user home network 303 is shown. 

As shown in Fig. 63, the service provider 310 has a 
content provider management unit 350, a storage unit 351, 
a mutual certification unit 352, an encryption and/or 
decryption unit 353, a signature processing unit 354, a 
secure container preparation unit 355 , a secure container 
database 355a, a price tag data preparation unit 356, a 
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user home network management: unit 357 , an EMD service 
center management unit 358, and a user preference filter 
generation unit 920. 

Below, an explanation will be made of the flow of 
5 the processing in the service provider 310 when creating 
the secure container 304 from the secure container 104 
supplied from the content provider 301 and distributing 
this to the user home network 303 by referring to Fig. 63 
and Fig. 64. 

10 Figure 64 is a flowchart for explaining the 

processing of distributing the secure container 304 from 
the content provider 301 to the service provider 310. 
<Step Dl> 

The content provider management unit 350 receives 
15 the secure container 104 shown in Fig. 5 from the content 
provider 301 on-line and/or off-line and writes the 
secure container 104 into the storage unit 351 . 

At this time, the content provider management unit 
350 decrypts the secure container 104 in the encryption 
20 and/or decryption unit 353 by using the session key data 
KsEs obtained by mutual certification between the mutual 
certification unit 120 shown in Fig. 60 and the mutual 
certification unit 352 shown in Fig. 63 in the case of 
on-line and then writes the same into the storage unit 
25 351. 
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Note that, the service provider 310 can have a 
dedicated secure container database for storing the 
secure container 104 separately from the storage unit 
351. 

5 <Step D2> 

Next, in the signature processing unit 354, the 
signature data SIGj shown in Fig. 5C of the secure 
container 104 stored in the storage unit 351 is verified 
by using the public key data K^scp KMD service 

10 center 302 read out from the storage unit 351. After the 
legitimacy thereof is confirmed, the public key data Kcp^p 
is extracted from the certificate data CERcp shown in 
Fig. 5C. 

Next, the signature processing unit 354 verifies the 
15 signature data SIGgcp and SIG7CP shown in Figs. 5A and 5B 
of the secure container 104 stored in the storage unit 
351, that is, verifies the legitimacy of the producer and 
transmitter of the content file CF and the transmitter of 
the key file KF by using the related extracted public key 
20 data K^p^p. 

Also, the signature processing unit 354 verifies the 
signature data SIG^i stored in the key file KF shown in 
Fig. 5B by using the public key data K^scp read out from 
the storage unit 351, that is, verifies the legitimacy of 
25 the producer of the key file KF. At this time, the 
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verlflca-tlon of the slgnat.ure dat:a SIGj^^^qsc. serves also as 
the verification of whether or not the key file KF Is 
registered in the EMD service center 302 . 
<Step D3> 

5 Next, the secure container preparation unit 355 

reads out the content file CF and the signature data 
SIGg CP thereof, the key file KF and the signature data 
SIG7 CP thereof, the certificate data CERgp of the service 
provider 310 and the signature data SIGgi esc thereof, and 

10 the certificate data CERcp of the content provider 301 
and the signature data SIG^ ^sc thereof from the storage 
unit 351 when the legitimacy of the signature data 
SIGg CP/ SIG7 CP aJ^^ SIGki^esc is confirmed. 

Also, the price tag data preparation unit 356 

15 produces price tag data 312 Indicating the price obtained 
by adding the price of its own service to the price for 
the content requested by the content provider 301 
notified from for example the content provider 301 off- 
line and stores this in the storage unit 351 . 

2 0 Also, the signature processing unit 354 obtains the 

hash values of the content file CF, key file KF, and the 
price tag data 312, produces signature data SIGgj^sp^ 
SIGga sp, and SIG64 sp by using secret key data Kgp p of the 
service provider 310, and outputs them to the secure 

2 5 container preparation unit 355. 



- 325 - 

Here, the signature data SIG^a^sp used for 
verifying the legitimacy of the transmitter of the 
content file CF, the signature data SIGga gp is used for 
verifying the legitimacy of the transmitter of the key 
5 file KF, and the signature data SIG64 sp is used for 

verifying the legitimacy of the producer and transmitter 
of the price tag data 312 . 

Next, the secure container preparation unit 355 
produces the secure container 304 storing the content 
10 file CF and the signature data SIGg^cp SIGga^sp thereof, 

the key file KF and the signature data SIG7 cp SIGgg esc 

thereof, the price tag data 312 and the signature data 
SIG64 3P thereof, the certificate data CERgp and the 
signature data SIGgi^Esc thereof, and the certificate data 
15 CERcp and the signature data SIG^ esc thereof as shown in 
Figs. 65A to 65D and stores the same in the secure 
container database 355a . 

The secure containers 304 stored in the secure 
container database 355a are centrally managed by the 
20 service provider 310 by using for example content IDs. 
<Step D4> 

The secure container preparation unit 355 reads out 
the secure container 304 in response to the request from 
the user home network 303 from the secure container 
2 5 database 355a and outputs this to the user home network 
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management: unit 357 . 

At this time, the secure container 304 may be a 
composite container storing a plurality of content files 
CF and a plurality of key files KF corresponding to them 
5 too. For example, it is also possible to store a 

plurality of content files CF concerning a song, a video 
clip, a text card, liner notes, and a jacket in a single 
kp secure container 304. It is also possible if these 

m plurality of content files CF etc. are stored in the 

rJ 10 secure container 304 with a directory structure. 

?P Also, where the secure container 304 is transmitted 

in a digital broadcast, an MHEG (Multimedia and 
M Hypermedia Information Coding Experts Group) protocol is 

ASA 

used, while where it is transmitted by the Internet, an 
15 XML/SMIL/HTMIi (Hyper Text Markup Language) protocol is 
used. 

At this time, the content files CF and the key files 
KF etc. in the secure container 304 are stored in 
predetermined layers in the communication protocol 
20 employed between the service provider 310 and the user 
home network 303 in a format not depending upon the 
encoding method tunneling the protocols of MHEG and HTML. 

For example, where the secure container 304 is 
transmitted in a digital broadcast, as shown in Fig. 66, 
2 5 the content file CF is stored as the MHEG content data in 
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the MHEG object . 

Also, in the transport layer protocol, the MHEG 
object is stored in PES (packetized elementary stream) - 
Video in the case of a moving picture image, stored in 
5 the PES-Audio in the case of audio, and stored in 
Private-Data in the case of a still image . 

Also, as shown in Fig. 67, the key file KF, price 
tag data 312 , and the certificate data CERcp and CERgp are 
stored in an ECM (entitlement control message) in TS 

10 Packet of the transport layer protocol. 

Here, a mutual link is established among the content 
file CF, key file KF, price tag data 312, and the 
certificate data CERcp and CERgp by the directory 
structure data DSD^ in the header of the content file CF, 

15 Next, the user home network management unit 357 

supplies the secure container 304 to the user home 
network 303 off-line and/or on-line. 

Where the secure container 304 is to be distributed 
to the network apparatus 360i of the user home network 

20 303 on-line, the user home network management unit 357 
encrypts the secure container 304 by using the session 
key data Kgeg in the encryption and/or decryption unit 352 
after the mutual certification and then distributes the 
same via the network to the network apparatus 360^^ 

25 Note that, where the secure container 304 is to be 
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broadcasted via for example a sat:elli1:e, the user home 
network manag^ement unit 357 encrypts the secure container 
304 by using scramble key data Kg^R or the like. Further, 
scramble key data K^^r is encrypted by using work key data 
5 K^,, and the work key data K^, is encrypted by using master 
key data . 

Then, the user home network management unit 357 
transmits scramble key data KgcR and the work key data K„ 
together with the secure container 304 to the user home 
10 network 303 via the satellite. 

Also, for example it stores the master key data 
in the IC card or the like and distributes the same to 
the user home network 303 off-line. 

Also, when receiving the SP use purchase log data 
15 309 concerning the content data C distributed by the 

related service provider 310 from the user home network 
303, the user home network management unit 357 writes 
this into the storage unit 351 . 

The service provider 310 refers to the SP use 
20 purchase log data 309 when determining the service 
content in the future. Further, the user preference 
filter generation unit 920 analyzes the preference of the 
users of the SAMs 305i to 305^ transmitting the related 
SP use purchase log data 309 based on the SP use purchase 
2 5 log data 309 to produce user preference filter data 900 
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and t:ransmit:s this via the user home network management 
unit 357 to the CA module 311 of the user home network 
303. 

In Fig. 68, the flow of the data related to the 
5 communication with the EMD service center 302 in the 
service provider 310 is shown. 

Note that, as the prerequisite of performing the 
following processing, the interested party of the service 
provider 310 performs registration processing at the EMD 
10 service center 302 off-line by using for example its own 
ID card and a bank account for performing the settlement 
processing and acquires the global unique identifier 
SP_ID . The identifier SP_ID is stored in the storage unit 
351. 

15 First, an explanation will be made of the processing 

where the service provider 310 requests the certificate 
data CERgp for certifying the legitimacy of the piiblic 
key data Kgp g corresponding to its own secret key data 
Ksp,s at the EMD service center 302 by referring to Fig. 



The service provider 310 generates a random number 
by using the true random number generator to produce the 
secret key data Kgp g, produces the ptiblic key data Kgp g 
corresponding to the related secret key data Kgp g, and 
25 stores the same in the storage unit 351. 



20 



54 . 
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The identifiers SP_ID and the public key data Kgp p 
of the EMD service center management unit 358 and the 
service provider 310 are read out from the storage unit 
351. 

5 Then, the EMD service center management unit 358 

transmits the identifier SP__ID and the public key data 
Ksp^p to the EMD service center 302. 

Then, the EMD service center management unit 348 
receives as its inputs the certificate data CERgp and the 
10 signature data SIGgi^Esc thereof from the EMD service 

center 302 in accordance with the related registration 
and writes the same into the storage unit 351 . 

Next, an explanation will be made of the processing 
of the case where the service provider 310 registers and 
15 authenticates the price tag data 312 in the EMD service 
center 302 by referring to Fig. 54. 

In this case, in the signature processing unit 354, 
the hash value of a module Modioa shown in Fig. 69 storing 
the price tag data 312 read out from the storage unit 351 
20 and the content ID as the global unique identifier is 

found, and signature data SIGgo^sp is produced by using the 
secret key data Kgp g . 

Also, the certificate data CERgp and the signature 
data SIGgi^Esc thereof are read out from the storage unit 
25 351. 



• 
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Then, after encrypting a price tag registration 
request use module Modioa shown in Fig. 69 by using the 
session key data Kgeg obtained by the mutual certification 
between the mutual certification unit 352 and the EMD 
5 service center 302 in the encryption and/or decryption 
unit 353, it is transmitted from the EMD service center, 
management unit 358 to the EMD service center 302 . 
^0 Note that, it is also possible if the global unique 

-.£^ identifier SP_ID of the service provider 310 is stored in 

Si s 

f^" 10 the module Modio2 • 

Also, the EMD service center management unit 358 
1'Z writes a settlement report data 307s received from the 

if, EMD service center 302 into the storage unit 351 . 

TZ Also, the EMD service center management unit 358 

15 stores marketing information data 904 received from the 
EMD service center 302 in the storage unit 351. 

The marketing information data 904 is used as a 
reference when the service provider 310 determines the 
content data C to be distributed from then on. 
20 [EMD service center 302] 

The Eil4D service center 302 functions as the 
certificate authority (CA) , key management authority, and 
the rights clearing authority as mentioned before . 

Figure 70 is a view of the configuration of the EMD 
2 5 service center 302. 
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As shown in Fig. 70, the EMD service center 302 has 
a key server 141, a key database 141a, a KF preparation 
unit 153, a settlement processing unit 442, a signature 
processing unit 443, a settlement manager management unit 
5 144, a certificate and usage control policy management 
unit 445, a CER database 445a, a certificate database 
445b, a content provider management unit 148, a CP 
database 148a, a SAM management unit 149, a SAM database 
149a, a mutual certification unit 150, an encryption 

10 and/or decryption unit 151, a service provider management 
unit 390, an SP database 390a, a content ID preparation 
unit 851, a user preference filter generation unit 901, 
and a marketing information data generation unit 902 . 
In Fig. 70, the functional blocks given the same 

15 reference numerals as those of Fig. 23 and Fig. 24 have 
svibstantially the same functions as those of the 
functional blocks having the same reference numerals 
explained in the first embodiment. 

Below, an explanation will be made of the functional 

20 blocks given the new reference numerals in Fig. 70. 

Note that, in Fig. 70, the flow of the data related 
to the data transmitted and received between the EMD 
service center 302 and the service provider 310 in the 
flow of the data among the functional blocks in the KMD 

2 5 service center 302 is shown. 
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Further, in Fig. 71, the flow of the data related to 
the data transmitted and received between the EMD service 
center 302 and the content provider 301 in the flow of 
the data cunong the functional blocks in the EMD service 
center 302 is shown . 

Further, in Fig. 72, the flow of the data related to 
the data transmitted and received between the EMD service 
center 302 and the SAMs 305i to 305^ shown in Fig. 59 and 
the settlement manager 91 in the flow of the data among 
the functional blocks in the EMD service center 302 is 
shown . 

The settlement processing unit 442 performs the 
settlement processing based on the usage log data 308 
input from thes SAMs 305i to 3054 ^t^<^ the suggested 
retailer' s price data SPR and the price tag data 312 
input from the certificate and usage control policy 
management unit 445 as shown in Fig. 72. Note that, at 
this time, the settlement processing unit 442 monitors 
the existence of dtimping etc. by the service provider 
310 . 

The settlement processing unit 442 produces 
settlement report data 307c and settlement claim data 
152c for the content provider 301 as shown in Fig. 72 by 
the settlement processing and outputs them to the content 
provider management unit 148 and the settlement manager 
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management: unit 144 . 

Also, by the settlement processing, as shown in Fig. 
70 and Fig. 72, the settlement report data 307s and 
settlement claim data 152s for the service provider 310 
5 are produced and are output to the service provider 

management unit 390 and the settlement manager management 
unit 144. 

Here, the settlement claim data 152c and 152s are 
authenticated data enabling claim of payment of money to 

10 the settlement manager 91 based on the related data. 
Here, the usage log data 308 is used when 
determining the payment of the license fee related to the 
secure container 304 in the same way as the usage log 
data 108 explained in the first embodiment. In the usage 

15 log data 308, for example, as shown in Fig. 73, the 

identifier of the content data C stored in the secure 
container 304, that is, the content ID, the identifier 
CP_ID of the content provider 301 providing the content 
data C stored in the secure container 304, the identifier 

20 SP_ID of the service provider 310 distributing the secure 
container 304 , signal parameter data of the content data 
C, the compression method of the content data C in the 
secure container 304, the identifier Media^ID of the 
storage medium storing the secure container 304, the 

2 5 identifiers SAM ID of the SAMs 305i to 3054 receiving the 
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distrxbution of the secure container 304, the USER_IDs of 
the users of the related SAMs lOSj to 1064, etc. are 
described. Accordingly, in a case where the money paid by 
the user of the user home network 303 must be distributed 
5 to the license owners of for example the compression 
method and the storage medium other than the owners of 
the content provider 301 and the service provider 310, 
the EMD service center 302 determines the s^xm of money to 
yi be paid to the other parties based on the distribution 

rU 10 rate table determined in advance and produces the 

V- settlement report data and settlement claim data in 

accordance with the related determination. 

The certificate and usage control policy management 
^if unit 445 reads out the certificate data CER^p, 

15 certificate data CERgp, the certificate data CERg^^ to 
CERg;^, etc. registered and authenticated in the 
certificate database 445b and, at the same time, 
registers and authenticates the usage control policy data 
106 and content key data Kc of the content provider 301, 
20 the price tag data 312 of the service provider 310, etc. 
in the CER database 445a. 

At this time, the certificate and usage control 
policy management unit 445 obtains the hash values of the 
usage control policy data 106, content key data Kc, the 
2 5 price tag data 312, etc., attaches the signature data 
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using the secret key data Kesc,s/ and produces the 
authenticated certificate data. 

The content provider management unit 148 has a 
function of communicating with the content provider 101 
and can access the CP database 148a for managing the 
registered identifier CP__ID etc. of the content provider 
101 . 

The user preference filter generation unit 901 
produces urser preference filter data 903 for selecting 
the content data C in accordance with the preference of 
the users of the SAMs 305i to 3054 transmitting the 
related usage log data 308 based on the usage log data 
308 and transmits the user preference filter data 903 to 
the SAMs 305i to 3054 transmitting the related usage log 
data 308 via the SAM management unit 149. 

The marketing information data generation unit 902 
produces the marketing information data 904 indicating 
the purchase situation etc. of the whole content data C 
distributed to the user home network 103 by for example a 
plurality of service providers 310 based on the usage log 
data 308 and transmits this via the service provider 
management unit 390 to the service provider 310. The 
service provider 310 determines the content of the 
service to be provided from then on with reference to the 
marketing information data 904 . 
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Below, an explanation will be made of the flow of 
the processing in the EMD service center 302 . 

The distribution use key data KD^ to KD3 are 
transmitted from the EMD service center 302 to the SAMs 
305i to 3054 in the same way as the case of the first 
embodiment . 

Also, the processing in the case where the EMD 
service center 302 receives the issuance request of the 
certificate data from the content provider 301 is the 
same as the first embodiment except for the point that 
the certificate and usage control policy management unit 
445 accesses the certificate database 445b. Further, the 
processing of registering the usage control policy data 
106 etc. is similar to the case of the first embodiment 
mentioned above except for the point that the certificate 
and usage control policy management unit 445 stores the 
related data in the CER database 445a. 

Next, an explanation will be made of the processing 
in the case where the EMD service center 302 receives the 
issuance request of the certificate data from the service 
provider 310 by referring to Fig. 70. 

In this case, when receiving the identifier SP__ID, 
public key data Kgp p, and signature data SIG7o,sp of the 
service provider 310 given by the EMD service center 302 
in advance from the service provider 310, the service 
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provider management: unit 390 decrypts them by using the 
session key data Kg^g obtained by the mutual certification 
between the mutual certification unit 150 and the mutual 
certification unit 352 shown in Fig. 63. 
5 Then, after confirming the legitimacy of the related 

decrypted signature data SIG70 gp at the signature 
processing unit 443, it is confirmed whether or not the 
service provider 310 issuing the issuance request of the 
related certificate data is registered in the SP database 
10 390a based on the identifier SP_ID and the public key 
data Kgp p . 

Then, the certificate and usage control policy 
management unit 445 reads out the certificate data CERgp 
of the related service provider 310 from the certificate 
15 database 445b and outputs the same to the service 
provider management unit 390. 

Also, the signature processing unit 443 obtains the 
hash value of the certificate data CERgp, produces the 
signature data SIGg^ esc using the secret key data K^scs 
20 of the EMD service center 302, and outputs this to the 
service provider management unit 390. 

Then, the service provider management unit 390 
encrypts the certificate data CERgp and the signature 
data SIGgj^ £.ge thereof by using the session key data Kg^g 
2 5 obtained by the mutual certification between the mutual 
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certification unit 150 and the mutual certification unit 

352 shown in Fig. 63 and then transmits the same to the 

service provider 310. 

Note that, the processing where the EMD service 
5 center 302 receives the issuance request of the 

certificate data from the SAMs 105^ to IO54 is similar to 

the first embodiment. 
■zQ Further, also the processing where the EMD service 

in center 302 receives the registration request of the usage 

ry 10 control policy data 106 and the content key data Kc from 

the content provider 301 is similar to that of the first 

embodiment. 

if^ Further, also the processing of preparing the key 

yd file KF in accordance with the registration use module 

15 Modg received from the content provider 301 by the EMD 
service center 302 and transmitting the same to the 
content provider 301 is similar to the first embodiment. 

Next, an explanation will be made of the processing 
where the EMD service center 302 receives the 
20 registration request of the price tag data 312 from the 
service provider 310 by referring to Fig. 70. 

In this case, when the service provider management 
unit 390 receives the price tag registration request 
module Modio2 shown in Fig. 69 from the service provider 
2 5 310, it decrypts the price tag registration request 
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module Modio2 using the session key data Ksgg obtained 
by the mutual certification between the mutual 
certification unit 150 and the mutual certification unit 
352 shown in Fig. 63, 
5 Then, after confirming the legitimacy of the 

signature data SIGqq^sp stored in the related decrypted 
price tag registration request module Modio2 tl:i& 
signature processing unit 443, the price tag data 312 
stored in the price tag registration request module Modio2 
10 is registered and authenticated in the CER database 445a 
via the certificate and usage control policy management 
unit 445 . 

Next, an explanation will be made of the processing 
where the settlement is carried out in the EMD service 

15 center 302 by referring to Fig. 72. 

When receiving as its inputs the usage log data 308 
and signature data SIGjos^sami thereof from for example the 
SAM 305i of the user home network 303, the SAM management 
unit 149 decrypts the usage log data 308 and the 

20 signature data SIGaos^sAMi using the session key data KgEs 
obtained by the mutual certification between the mutual 
certification unit 150 and the SAMs 305^ to 305^, 
verifies the signature data SIG205,sami by using the public 
key data Kg^^^i p of the SAM 305^, and then outputs the same 

25 to the settlement processing unit 442. 
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Then, the settlemenl: processing unit 442 performs 
the settlement processing based on the usage log data 308 
input from the SAM 305i and the suggested retailer' s 
price data SRP and the price tag data 312 input from the 
5 certificate and usage control policy management unit 445. 
The settlement processing unit 442 produces 
settlement report data 307c and settlement claim data 
10 152c for the content provider 301 and outputs them to the 

¥} content provider management unit 148 and the settlement 

10 manager management unit 144 as shown in Fig, 72, 

Also, by the settlement processing, as shown in Fig. 

1=1: 

™ 70 and Fig. 72, the settlement report data 307s and the 

l|] settlement claim data 152s for the service provider 310 

1^ are produced and are output to the service provider 

15 management unit 390 and the settlement manager management 
unit 144 - 

Next, the settlement manager management unit 144 
performs the mutual certification of the settlement claim 
data 152c and 152s and the signature data produced for 
20 them by using the secret key data K^scs the decryption 

by the session key data Kges and then transmits the same 
to the settlement manager 91 via the payment gateway 90 
shown in Fig. 59. 

By this, the money of the sum indicated in the 
25 settlement claim data 152c is paid to the content 
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provider 301, and the money of the sum Indicated in the 
settlement claim data 152s is paid to the service 
provider 310. 

Next, an explanation will be made of the processing 
5 in the case where the £MD service center 302 transmits 
the settlement report data 307c and 307s to the content 
provider 301 and the service provider 310 . 

When settlement is carried out in the settlement 
processing unit 442, the settlement report data 307c is 
10 output from the settlement processing unit 442 to the 
content provider management unit 148. 

When receiving as input the settlement report data 
307g from the settlement processing unit 442, the content 
provider management unit 148 encrypts this by using the 
15 session key data K^^q obtained by the mutual certification 
between the mutual certification unit 150 and the mutual 
certification unit 120 shown in Fig. 60 and then 
transmits the same to the content provider 301 . 

Also, when the settlement is carried out in the 
20 settlement processing unit 442, the settlement report 

data 307s is output from the settlement processing unit 
442 to the service provider management unit 390. 

When receiving as input the settlement report data 
307s from the settlement processing unit 442, the service 
2 5 provider management unit 390 encrypts this by using the 
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session key data Kgeg ob-talned by the mutual certification 
between the mutual certification unit 150 and the mutual 
certification unit 352 shown in Fig. 63 and then 
transmits the same to the service provider 310. 
5 The EMD service center 302 performs processing at 

the time of shipment of the SAMs 305^ to 3054 and the 
registration processing of the SAM registration list in 

^,0 the same way as the ElMD service center 102 of the first 

?^ 

yJ embodiment other than the above . 

J^^ 10 [User home network 303] 

The user home network 303 has the network apparatus 
IZ 360i and the A/V apparatuses 36O2 to 360^ as shown in Fig. 

Jrt 59 , 

fT The network apparatus 360^ includes the built-in CA 

15 module 311 and the SAM 305i. Further, the A/V apparatuses 
36O2 to 36O4 include the built-in SAMs 3052 to 3054. 

The SAMs 3052 "to 3054 are connected to each other 
via a bus 191, for example, an IEEE serial interface bus. 
Note that, it is possible if the AV apparatuses SSOj 
2 0 to 36O4 have a network communication function or do not 
have the network communication function, but utilize the 
network communication function of the network apparatus 
360i via the bus 191. 

Also, it is also possible if the user home network 
25 303 has only AV apparatuses not having network functions. 



Below, an explana-txon will be made of 'the net:work 
apparat;us 3 60i . 

Figure 74 is a view of the configuration of the 
network apparatus 360i, 

As shown in Fig. 74, the network apparatus 360i has 
a communication module 162, CA module 311, decryption 
module 905, SAM 305i, decryption and/or expansion module 
163, purchase and/or usage form determination operation 
unit 165, download memory 167, reproduction module 169, 
and external memory 201 . 

In Fig. 74, components given the same reference 
numerals as those of Fig. 25 are the same as the 
components of the same reference numerals explained in 
the first embodiment. 

The communication module 162 performs the 
communication processing with the service provider 310. 

Concretely, the communication module 162 outputs the 
secure container 304 received from the service provider 
310 by a satellite broadcast or the like to the 
decryption module 905. Also, the communication module 162 
outputs user preference filter data 900 received via a 
telephone line or the like at the service provider 310 to 
the CA module 311 and, at the same time, transmits SP use 
purchase log data 309 input from the CA module 311 to the 
service provider 310 via the telephone line or the like. 



- 345 - 



Figure 75 is a functional block diagram of the CA 
module 311 and -the decryption module 905. 

As shown in Fig. 75, the CA module 311 has a mutual 
certification unit 906, a storage unit 907, an encryption 
5 and/or decryption unit 908 and an SP use purchase log 
data generation unit 909. 

When transmitting and receiving the data between the 
CA module 311 and the service provider 310 via the 
telephone line, the mutual certification unit 906 
10 performs the mutual certification with the service 

provider 310 to produce the session key data KgEs and 
outputs this to the encryption and/or decryption unit 
908. 

The storage unit 907 stores the master key data 
15 supplied from the service provider 310 off-line by using 
an IC card 912 etc. after for example a contract is 
established between the service provider 310 and the 
user . 

The encryption and/or decryption unit 908 receives 
20 as its inputs the encrypted scramble key data Kg^R and 
work key data K„ from a decryption unit 910 of the 
decryption module 905 and decrypts the work key data K„ 
by using the master key data Kj^ read out from the storage 
unit 907. Then, the encryption and/or decryption unit 908 
25 decrypts the scramble key data K^cr using the related 
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decrypted work key data K^, and outputs the related 
decrypted scramble key data KgcR to the decryption unit 
910. 

Also, the encryption and/or decryption unit 908 
5 decrypts the user preference filter data 900 received by 
the communication module 162 from the service provider 
310 via the telephone line or the like by using the 
session key data Kgeg from the mutual certification unit 
906 and outputs the same to a secure container selection 

10 unit 911 of the decryption module 905. 

Also, the encryption and/or decryption unit 908 
decrypts the SP use purchase log data 309 input from the 
SP use purchase log data generation unit 909 by using the 
session key data Kgeg from the mutual certification unit 

15 906 and transmits the same via the communication module 
162 to the service provider 310, 

The SP use purchase log data generation unit 909 
produces the SP use purchase log data 309 indicating the 
purchase log of the content data C inherent in the 

2 0 service provider 310 based on the operation signal SI 65 
in accordance with the purchase operation of the content 
data C by the user by using the purchase and/or usage 
form determination operation unit 165 shown in Fig. 74, 
or the usage control status data 166 from the SAM 305i 

2 5 and outputs this to the encryption and/or decryption unit 
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908. 

The SP use purchase log data 309 includes for 
example the information to be collected from the user 
concerning the distribution service by the service 
5 provider 310, the monthly base fee (network rent) , 
contract (update) information, and the purchase log 
information . 

Note that, the CA module 311 communicates with a 
charge database, a customer management database, and a 
10 marketing information database of the service provider 

310 when the service provider 310 has the charge 
function. In this case, the CA module 311 transmits the 
charge data for the distribution service of the content 
data to the service provider 310. 

15 The decryption module 905 has a decryption unit 910 

and a secure container selection unit 911 . 

The decryption unit 910 receives as its inputs the 
encrypted secure container 304, scramble key data KgcR, 
and the work key data K^, from the communication module 

20 162. 

Then, the decryption unit 910 outputs the encrypted 
scramble key data KgcR and work key data K„ to the 
encryption and/or decryption unit 908 of the CA module 

311 and receives as its input the decrypted scramble key 
25 data KgcR from the encryption and/or decryption unit 908. 
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Then, the decryption unit 910 decrypts the encrypted 
secure container 304 by using the scramble key data K^cn 
and then outputs the same to the secure container 
selection unit 911. 

Note that, where the secure container 304 is 
transmitted from the service provider 310 by an MPEG2 
Transport Stream method, for example, the decryption unit 
910 extracts the scramble key data K^cr f^om an ECM 
(Entitlement Control Message) in a TS Packet and extracts 
the work key data K^, from an EMM (Entitlement Management 
Message) . 

In the ECM, other than the above, for example, 
program attribute information for every channel are 
contained. Further, in the EMM, other than this, 
individual demo contract information different for every 
user (listener) etc. are contained. 

The secure container selection unit 911 filters the 
secure containers 304 input from the decryption unit 910 
by using the user preference filter data 900 input from 
the CA module 311, selects the secure container 304 in 
accordance with the preference of the user, and outputs 
the same to the SAM 305i . 

Next, an explanation will be made of the SAM 305i . 

Note that, the SAM 305i has basically the same 
function and structure as the SAM 105i of the first 
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embodiment: men'tioned before by using Fig. 26 t.o Fig. 41 
except it performs the processing concerning the service 
provider 310 In addition to the content provider 310, for 
example. It performs the signature verification 
5 processing for the service provider 310. 

Also, the SAMs 3052 to 3054 basically have the same 
functions as that of the SAM 305i. 

Namely, the SAMs 305i to 3054 are modules for 
performing charge processing In units of content and 
10 communicate with the £MD service center 302 . 

Below, the function of the SAM 305i will be 
explained In detail . 

Figure 7 6 Is a view of the configuration of the SAM 

305i. 

15 Note that, In Fig. 76, the flow of the data related 

to the processing when receiving as Input the secure 
container 304 from the service provider 310 Is shown. 

As shown In Fig. 76, the SAM 305i has the mutual 
certification unit 170, encryption and/or decryption 

20 units 171, 172, and 173, error correction unit 181, 

download memozry management unit 182, secure container 
decryption unit 183, decryption and/or expansion module 
management unit 184, EMD service center management unit 
185, usage monitor unit 186, signature processing unit 

25 189, SAM management unit 190, storage unit 192, media SAM 
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managemen-b unit 197, stack memory 200, a service provider 
management unit 580, a charge processing unit 587, a 
signature processing unit 598, and the external memory 
management unit 811 . 
5 Note that, the predetermined function of the SAM 

305i shown in Fig. 76 is realized by executing a secret 
program in the CPU in the same way as the case of the SAM 
105i. 

In Fig. 76, functional blocks given the same 
10 reference numerals as those of Fig. 26 are the same as 

the functional blocks having the same reference numerals 

explained in the first embodiment. 

Also, in the external memory 201 shown in Fig. 74, 

after the processing explained in the first embodiment 
15 and the processing mentioned later, the usage log data 

308 and the SAM registration list are stored. 

Also, in the stack memory 200, as shown in Fig, 77, 

the content key data Kc, usage control policy data (UCP) 

106, lock key data of the storage unit 192, 

20 certificate data CER^p of the content provider 301, 

certificate data CERgp of the service provider 310, usage 

control status data (UCS) 366, SAM program download 

containers SDC^ to SFDC3, the price tag data 312, etc. 

are stored. 

2 5 Below, an explanation will be made of the functional 
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blocks newly gxven reference nvimerals In Fig. 76 among 
the functional blocks of the SAM 305i, 

The signature processing unit 589 verifies the 
signature data in the secure container 304 by using the 
5 pxiblic key data K^scp the EMD service center 302, 

public key data K^p^p of the content provider 301, and the 
public key data Kgp p of the service provider 310 read out 
from the storage unit 192 or the stack memory 200. 

The charge processing unit 587 performs the charge 

10 processing in accordance with the purchase and/or usage 
form of the content by the user based on the operation 
signal SI 65 from the purchase and/or usage form 
determination operation unit 165 shown in Fig, 74 and the 
price tag data 312 read out from the stack memory 200 as 

1 5 shown in Fig . 78. 

The charge processing by the charge processing unit 
587 is carried out based on the rights contents such as 
the usage permission condition indicated by the usage 
control policy data 106 and the usage control status data 

20 166 under the monitoring of the usage monitor unit 186. 

Namely, the user can purchase and use the content within 
the range according to the related rights content etc . 

Also, the charge processing unit 587 produces the 
usage log data 308 in the charge processing and writes 

2 5 this into the external memory 201 via the external memory 
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management unit 811 . 

Here, the usage log data 308 is used when 
determining the payment of the license fee related to the 
secure container 304 in the EMD service center 302 in the 
same way as the usage log data 108 of the first 
embodiment . 

Also, the charge processing unit 587 produces the 
usage control status (UCS) data 166 describing the 
purchase and/or usage form of the content by the user 
based on the operation signal S165 and writes this into 
the stack memory 200. 

As the purchase form of the content, there are for 
example outright purchase without restriction as to the 
reproduction by the purchaser or copying for use of the 
related purchaser and a reproduction charge for charging 
whenever the content is reproduced. 

Here, the usage control status data 166 is produced 
when the user determines the purchase fojrm of the content 
and used for control so that the user will use the 
related content within the range permitted by the related 
determined purchase form from then on . In the usage 
control status data 166, the ID of the content, purchase 
form, outright purchase price, SAM_ID of the SAM for 
which the related content was purchased, the USER_ID of 
the user purchasing the content, etc. are described. 
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Nol^e that, where the determined purchase form is a 
reproduction charge, for example, the usage control 
status data 166 is transmitted from the SAM 305i to the 
service provider 310 in real-time, and the service 
5 provider 310 instructs the EMD service center 302 to take 
the usage log data 308 from the SAM 105^. 

Also, where the determined purchase form is outright 
purchase, for example, the usage control status data 166 
is transmitted to the service provider 310 and the EMD 

10 service center 302 in real-time. 

Also, in the SAM 305i, as shown in Fig. 76, the user 
preference filter data 903 received via the EMD service 
center management unit 185 from the EMD service center 
302 is output to the service provider management unit 

15 580. Then, in the service provider management unit 580, 

among the secure containers 304 input from the decryption 
module 905 shown in Fig. 74, the secure container 304 
filtered based on the user preference filter data 903 and 
thus responding to the preference of the user is 

2 0 selected, and the related selected secure container 304 
is output to the error correction unit 181. By this, in 
the SAM 305i, the selection processing of the content 
data C based on the preference of the related user 
obtained from the purchase situation of the content data 

2 5 C by the related user becomes possible for all service 
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providers 310 contracting with the user of the related 
SAM 305i. 

Below, the flow of the processing in the SAM 305i 
will be explained. 
5 The flow of the processing when storing the 

distribution use key data KDi to KD3 received from the 
EMD service center 302 in the storage unit 192 is similar 
\Q to that of the case of the SAM 105i mentioned before. 

i s = 

V\ Next, an explanation will be made of the flow of the 

10 processing in the SAM 305i when receiving as input the 
v= secure container 304 from the service provider 310 by 

IZ referring to Fig. 76. 

If, Mutual certification is carried out between the 

mutual certification unit 170 and the mutual 
15 certification unit 352 of the service provider 310 shown 
in Fig . 63 . 

The encryption and/or decryption unit 171 decrypts 
the secure container 304 shown in Fig. 65 received from 
the service provider 310 via the service provider 
20 management unit 580 by using the session key data K^es 
obtained by the related mutual certification . 

Next, the signature processing unit 589 verifies the 
signature data SIGgi esc and SIG^ esc shown in Fig. 65D, and 
then verifies the legitimacy of the signature data 
25 SIGg^cP. SIG62,spf SIG^^cP/ SIGgg^gp, and SIGg^^gp by using the 
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public key daba Kgp^p and K^p^p stored in the certificate 
data CERsp and CER^p. 

Here^ by verifying the signature data SIGg^cp and 
SIG62,sp/ legitimacy of the producer and transmitter of 

the content file CF is confirmed^ by verifying the 
signature data SIG7 cp Si^<3i SIGgg gp, the legitimacy of the 
transmitter of the key file KF is confirmed, and by 
verifying the signature data SIG64 gp, the legitimacy of 
the producer and the transmitter of the price tag data 
312 is confirmed. 

Also, by verifying the legitimacy of the signature 
data SIG^i ESC stored in the key file KF shown in Fig. 65B 
by using the public key data Kesc,p read out from the 
storage unit 192, the signature processing unit 589 
verifies the legitimacy of the producer of the key file 
KF and whether or not the key file KF is registered in 
the EMD service center 302 . 

When the legitimacy of all signature data mentioned 
above is confirmed in the signature processing unit 589, 
the service provider management unit 580 outputs the 
secure container 304 to the error correction unit 181. 

The error correction unit 181 corrects the error of 
the secure container 304 and then outputs the saime to the 
download memory management unit 182 . 

The download memory management unit 182 performs the 
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mutual certification between the mutual certification 
unit 170 and the media SAM 167a shown in Fig. 74 and then 
writes the secure container 304 into the download memory 
167. 

5 Next, the download memory management unit 182 

performs the mutual certification between the mutual 
certification unit 170 and the media SAM 167a shown in 
Fig. 74 and then reads out the key file KF shown in Fig. 
65B stored in the secure container 304 from the download 

10 memory 167 and outputs the same to the secure container 
decryption unit 183. 

Then, in the secure container decryption unit 183, 
by using the distribution use data KDi to KD3 of the 
corresponding period input from the storage unit 192, the 

15 content key data Kc, usage control policy data 106, and 
the SAM program download containers SDC^ to SDC3 stored 
in the key file KF shown in Fig. 65B are decrypted. 

Then, the decrypted content key data Kc, usage 
control policy data 106, and the SAM program download 

20 containers SDC^ to SDC3 are written into the stack memory 
200. 

Below, an explanation will be made of the flow of 
the processing until the purchase form of the secure 
container 304 downloaded on the download memory 167 from 
2 5 the service provider 310 is determined by referring to 
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Fig. 78 and Fig. 79. 

Figure 79 is a flowchart; for explaining the purchase 
form determination processing of the secure container 
304 . 

5 <Step El> 

Where the operation signal SI 65 indicating the demo 
mode is output to the charge processing unit 587 by the 
operation of the purchase and/or usage form determination 
operation unit 165 shown in Fig. 74 by the user, the 
10 processing of step E2 is carried out. In other cases, the 
processing of step E3 is carried out. 
<Step E2> 

This is carried out where the operation signal S165 
indicating the demo mode is output to the charge 
15 processing unit 587, and for example the content file CF 
stored in the download memory 167 is output via the 
decryption and/or expansion module management unit 184 to 
the decryption and/or expansion module 163 shown in Fig. 
74 . 

2 0 At this time, with respect to the content file CF, 

the mutual certification between the mutual certification 
unit 170 and the media SAM 167a and the encryption and/or 
decryption by the session key data KgEs and the mutual 
certification between the mutual certification unit 170 

2 5 and the mutual certification unit 220 and the encryption 
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and/or decryption by the session key data KgEs are carried 
out . 

The content file CF Is decrypted In the decryption 
unit 221 shown In Fig. 74 by using the session key data 
KgEs and then output to the decryption unit 222. 

Also^ the content key data Kc and the half 
disclosure parameter data 199 read out from the stack 
memory 200 are output to the decryption and/or expansion 
module 163 shown In Fig. 74. At this time, after the 
mutual certification between the mutual certification 
unit 170 and the mutual certification unit 220, the 
encryption and decryption by the session key data K^^s are 
carried out with respect to the content key data Kc and 
the half disclosure parameter data 199. 

Next, the decrypted half disclosure parameter data 
199 Is output to the half disclosure processing unit 225, 
and under the control from the half disclosure processing 
unit 225, the decryption of the content data C using the 
content key data Kc by the decryption unit 222 Is carried 
out In a half disclosure mode. 

Next, the content data C decrypted In the half 
disclosure mode Is expanded at the expansion unit 223 and 
then output to the electronic watermark Information 
processing unit 224. 

Next, the user watermark use data 196 Is burled In 
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-the contient: daha C In -the elec'tronlc wa-bermark 
±nf ozrma'bxon processing unl'b 224, "bhen 1:he conben't dat^a C 
is reproduced at the reproduction module 169, and sound 
in accordance with the content data C is output. 
<Step E3> 

When the user determines the purchase form by 
operating the purchase and/or usage form determination 
operation unit 165, the operation signal S165 indicating 
the related determined purchase form is output to the 
charge processing unit 187. 

<Step E4> 

In the charge processing unit 187, the usage log 
data 308 and the usage control status data 166 in 
accordance with the determined purchase form are 
produced, the usage log data 308 is written into the 
external memory 201 via the external memory management 
unit 811, and the usage control status data 166 is 
written into the stack memory 200. 

Thereafter, in the usage monitor unit 186, control 
(monitor) is carried out so that the content is purchased 
and used within the range permitted by the usage control 
status data 166. 

Then, by using the key file KF and the usage control 
status data 166 stored in the stack memory 200, a new key 
file KFi with the purchase form determined therefor shown 
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in Fig. 81C is produced, and the related produced key 
file KFi is stored in the stack memory 200. 

As shown in Fig. 81C, the usage control status data 
166 stored in the key file KF^ has been sequentially 
5 encrypted by utilizing the CBC mode of the DES by using 
the storage key data KgTR and the media key data K^^. 

Here, the storage use key data K^rpj^ is data 
determined in accordance with the type of apparatus, for 
example, an SACD (Super Audio Compact Disc) , DVD (Digital 

10 Versatile Disc) apparatus, CD-R apparatus, and MD (Mini 
Disc) apparatus, and used for establishing one-to-one 
correspondence between the types of the apparatuses and 
the types of the storage medium. Also, the media key data 
is data unique to the storage medium. 

15 Also, in the signature processing unit 589, the hash 

value of the key file KF^ is produced by using the 

secret key data Kg^^ g of the SAM 305i, and the related 
produced hash value H^i is stored in the stack memory 200 
in correspondence to the key file KF^ . 

20 <Step E5> 

The usage control status 'data 166 is transmitted 
from the SAM 305i to the EMD service center 302 . The 
related usage control status data 166 is transmitted 
whenever the purchase form of the content data is 

2 5 determined in the SAM 305. 
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Note that, the usage log data 308 is transmitted 
from the SAM 305i to the EMD service center 302 at 
predetermined time intervals of for example one month . 

Next, an explanation will be made of the flow of the 
5 processing in the case where the content data C for which 
the purchase form is already determined stored in the 
download memory 167 is reproduced by referring to Fig. 
78. 

In this case, under the monitoring by the usage 
10 monitor unit 186, based on the operation signal S165, the 
content file CF stored in the download memoiry 167 is 
output to the decryption and/or expansion module 163 
shown in Fig. 74. 

Also, the content key data Kc read out from the 
15 stack memory 200 is output to the decryption and/ or 
expansion module 163. 

Then, in the decryption unit 222 of She decryption 
and/or expansion module 163, the decryption of the 
content file CF using the content key data Kc and the 
20 expansion processing by the expansion unit 223 are 

carried out, and the content data C is reproduced in the 
reproduction module 169. 

At this time, in the charge processing unit 587, the 
usage log data 308 stored in the external memory 201 is 
25 updated in response to the operation signal S165. 



The usage log dat^a 308 is transmitted together with 
the signature data SIG205,sami produced by using the secret 
key data Ksami,s via the EMD service center management unit 
185 to the EMD service center 302 at a predetermined 
timing . 

Next, as shown in Fig. 80, an explanation will be 
made of the flow of the processing in the SAM 305i in the 
case where, for example, the secure container 304x shown 
in Fig. 81 for which the purchase form has been already 
determined and downloaded on the download memory 167 of 
the network apparatus 360i is transferred via the bus 191 
to the SAM 305i of the AV apparatus 36O2 by referring to 
Fig. 82, 

The user operates the purchase and/or usage form 
determination operation unit 165 to instruct to transfer 
the predetermined content stored in the download memory 
167 to the AV apparatus 36O2. The operation signal S165 
in accordance with the related operation is output to the 
charge processing unit 587. 

By this, the charge processing unit 587 updates the 
usage log data 308 stored in the stack memory 200 based 
on the operation signal S165. 

Also, the download memory management unit 182 
outputs the content files CF and key files KF and KF^ 
shown in Figs. 81A, 81B and 81C read out from the 
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download memory 167 to the signature processing unit 589 
and the SAM management unit 190. 

Then, the signature processing unit 58 9 produces the 
signature data SIG41 sami SIG42,sami of the content files 

5 CF and the key files KF and, at the same time, produces 
the hash value Hrj of the key file KF^, and outputs them 
to the SAM management unit 190. 

Also, the SAM management unit 190 reads out the 
price tag data 312 and the signature data SIG64 gp thereof 
10 and the certificate data CERcp and the signature data 

SIGiEsc thereof shown in Figs. 81D and 81E from the stack 
memory 200 . 

Also, the SAM management unit 190 reads out the 
certificate data CERsami and the signature data SIG22,esc 
15 thereof shown in Fig. 81E from the storage unit 192. 

Next, the SAM management unit 190 produces the 
secure container 304x shown in Fig. 81. 

Also, the mutual certification unit 170 outputs the 
session key data Kg^s obtained by mutual certification 
20 with the SAM 3052 "to the encryption and/or decryption 
unit 171. 

The SAM management unit 190 encrypts the secure 
container 304x shown in Fig. 81 in the encryption and/or 
deciryption unit 171 by using the session key data K^^^ and 
25 then outputs the same to the SAM 3052 of the AV apparatus 
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3602 shown in Fig. 82. 

Below, as shown in Fig. 80, an explanat:ion will be 
made of the flow of the processing in the SAM SOSg when 
writing the secure container 304x input from the SAM 305i 
5 into a storage medium such as a RAM by referring to Fig. 
83. 

In this case, the SAM management unit 190 of the SAM 

m 3052 receives as input the secure container 304x shown in 

I ^ 

Jn Fig. 81 from the SAM 305i of the network apparatus 360i 

H y 

>J 10 as shown in Fig. 83. 

s Then, the mutual certification between the mutual 

P certification unit 170 of the SAM 305^ and the mutual 

certification unit 170 of the SAM 3052 carried out, 

i — 3 
I — 

and the signature processing unit 589 decrypts the secure 
15 container 304x by using the session key data Kg^s obtained 
by the related mutual certification . 

Next, in the signature processing unit 58 9, by using 
the public key data K^scp read out from the storage unit 
192, the legitimacy of the signature data SIGgi Esc/ 
20 SIGi ESC/ and SIGja^Esc shown in Fig. 81E is verified. 

Then, when the legitimacy of the signature data 
SIGgi ESC/ SIGi Esc^ and SIG22.ESC confirmed, in the 
signature processing unit 589, by using the public key 
data Kgp p, Kcp,p, and Kg^Mi,? contained in the certificate 
25 data CERgp, CERcp, and CERg;^, the legitimacy of the 



signature data SIGg cp/ SIGga^sp/ SIG^i SIG7 cp. SIG^a sp, 

SXG42,sAM/ and SIG^^ sp shown in Figs. 81A to 81D and the 
hash value H^i is verified. 

Then, when the legitimacy of these signature data is 
confirmed, the key files KF and KF^ and the price tag 
data 312 are stored in the stack memory 200. 

Also, the content file CF is output from the SAM 
management unit 190 to the storage module management unit 
855. 

Then, the content key data Kc and the usage control 
status data 166 stored in the key file KF^ shown in Fig. 
81C are read out from the stack memozry 200 to the 
enciryption and/or deciryption unit 173, and in the 
encryption and/or decryption unit 173, sequentially 
encrypted by using the storage use key distribution use 
data KDsTR/ media key data Kmej,/ and the purchaser key data 
KpiN read out from the storage unit 192 and then output to 
the storage module management unit 855. 

Also, the key file KF read out from the stack memory 
200 is output to the storage module management unit 855. 

Then, after the mutual certification between the 
mutual certification unit 170 and the media SAM 133 of 
the RAM type storage medium I3O4, the content file CF is 
stored in the unsecure RAM region 134 of the RAM type 
storage medivim I3O4, and the key files KF and KF^ and the 
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price t^ag datia 312 are wrl-biiexi xn-to -the secure RAM region 
132. 

Note that, it is also possible to store the key 
files KF and KF^ and the price tag data 312 in the media 
SAM 133 of the RAM type storage medium I3O4. 

Note that, among the processing in the SAM 305i, the 
flow of the processing in the AV apparatus 36O2 when 
determining the purchase form of the ROM type storage 
medium with the purchase form of the content still 
undetermined and the flow of the processing when reading 
the secure container 304 from the ROM type storage medium 
with the purchase foim still undetermined in the AV 
apparatus 36O3, transferring this to the AV apparatus 
36O2, and writing the same into the RAM type storage 
medi\im are the same as the case of the SAM lOS^ of the 
first embodiment except for the point that the signature 
data is verified using the secret key data of the service 
provider 310 and for the point that the price tag data 
312 is stored in the key file with the purchase form 
determined . 

Next, an explanation will be made of the overall 
operation of the EMD system 300 shown in Fig. 59. 

Figure 84 and Fig. 85 are flowcharts of the overall 
operation of the EIMD system 300. 

Here, an explanation will be made by exemplifying 
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the case where the secure container 304 is transmitted 
from the service provider 310 to the user home network 
303 on-line. 

Note that, as the prerequisite of the following 
5 processing, it is assvimed that the registration of the 

content provider 301, service provider 310, and SAMs 305i 
to 3054 to the EMD service center 302 has been already 
finished. 

:2 Step S21: The EMD service center 302 transmits the 

y I 

^5= 10 certificate CER^p of the public key data K^p^p of the 

fn content provider 301 together with the its own signature 

1^ data SIGi ESC 'to the content provider 301. 

fg Also, the EMD service center 302 transmits the 

□ certificate CERgp of the public key data Kgp p of the 

15 content provider 301 together with its own signature data 
SIGgi ESC to the service provider 310 . 

Also, the EMD service center 302 transmits three 
months' worth of the distribution use key data KD^ to KD3 
each having the expiration date of one month to the SAMs 
20 305i to 3054 of the user home network 303. 

Step S22 : After the mutual certification, the 
content provider 301 transmits the registration use 
module Mod^ shown in Fig. 18 to the EMD service center 
302. 

25 Then, after the predetermined signature 
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verification, the EMD service center 302 registers and 
authenticates the usage control policy data 106 and 
content key data Kc . 

Also^ the EMD service center 302 produces six 
months' worth of the key files KF shown in Fig. 5B in 
accordance with the registration use module Modz , and 
transmits this to the content provider 301 . 

Step S23: The content provider 301 produces the 
content file CF and the signature data SIGg cp thereof and 
the key file KF and the signature data SIG7 cp thereof 
shown in Figs . 5A and 5B and provides the secure 
container 104 storing them and the certificate data CER^p 
and the signature data SIGi thereof shown in Fig. 5C to 
the service provider 310 on-line and/or off-line. 

Step S24: The service provider 310 verifies the 
signature data SXGi esc shown in Fig. 5C and then verifies 
the signature data SXGg ^p and SXG7 ^p shown in Figs . 5A and 
5B by using the public key data K^p^p stored in the 
certificate data CERcp and confirms if the secure 
container 104 was transmitted from a legitimate content 
provider 301 . 

Step S25: The service provider 310 produces the 
price tag data 312 and the signature data SIG64 gp thereof 
and produces the secure container 304 shown in Fig. 65 
storing them. 
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Step S26: The service provider 310 transmits the 
price tag registration request module Modio2 shown in Fig. 
69 to the EMD service center 302. 

Then, the EMD service center 302 registers and 
5 authenticates the price tag data 312 after the 
predetermined signature verification . 

Step S27: The service provider 310 transmits the 
secure container 304 produced at step S25 on-line or off- 
line to the decryption module 905 of the network 
10 apparatus 360i shown in Fig. 74 in response to the 

request from for example the CA module 311 of the user 
home network 303 . 

Step S28: The CA module 311 produces the SP use 
purchase log data 309 and transmits this to the service 
15 provider 310 at the predetermined timing. 

Step S29: In any of the SAMs 305i to 3054, after 
verifying the signature data SIGgi esc shown in Fig. 65D, 
the signature data SIG62,sp/ SIG63 gp, and SIG64 sp shown in 
Figs . 65A, 65B and 65C are verified by using the public 
20 key data Kgp p stored in the certificate data CERgp, and it 
is confirmed whether or not the predetermined data in the 
secure container 304 was produced and transmitted in a 
legitimate service provider 310 . 

Step S30 : After verifying the signature data SIGi^esc 
25 shown in Fig. 65D in any of the SAMs 305^ to 305^, the 
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signature dat:a SXGg gp and SI67 gp shown in Figs 65A, 65B 
and 65C are verified by using the public key data Kcp,p 
stored In the certificate data CERcp, and It Is confirmed 
whether or not the content file CF In the secure 
5 container 304 was produced In a legitimate content 
provider 301 and whether or not the key file KF was 
transmitted from a legitimate content provider 301 . 

Also, by verifying the legitimacy of the signature 
data SIGki ESC In the key file KF shown In Fig. 65B by 

10 using the ptabllc key data Kesc,p in any of the SAMs 305^ to 
3084, It Is confirmed whether or not the key file KF was 
produced by a legitimate EMD service center 302 . 

Step S31 : The user operates the purchase and/or 
usage form determination operation unit 165 of Fig. 74 

15 and determines the purchase and/or usage form of the 
content . 

Step S32 : Based on the operation signal S165 
produced at step S31, In the SAMs 305i to 3054, the usage 
log data 308 of the secure container 304 Is produced. 
20 The usage log data 308 and the signature data 

SIGjos^sAMi thereof are transmitted from the SAMs 305^ to 
3054 to the EMD service center 302 . 

Also, whenever the purchase form Is determined, the 
usage control status data 166 Is transmitted from the 
25 SAMs 305i to 3084 to the EMD service center 302. 
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Step S33 : The EMD service center 302 determines 
(calculates) the charge content for each of the content 
provider 301 and the service provider 310 based on the 
usage log data 308 and produces the settlement claim data 
5 152c and 152s based on the result thereof. 

Step S34 : The EMD service center 302 transmits the 
settlement claim data 152c and 152s together with its own 
signature data to the settlement manager 91 via the 
payment gateway 90. By this, the money paid by the user 

10 of the user home network 303 to the settlement manager 91 
is distributed to the owners of the content provider 301 
and the service provider 310 . 

As explained above, in the EMD system 300, the 
secure container 104 of the format shown in Fig. 5 is 

15 distributed from the content provider 301 to the service 
provider 310, the secure container 304 storing the 
content file CF and key file KF in the secure container 
104 as they are is distributed from the service provider 
310 to the user home network 303, and the processing for 

20 the key file KF is carried out in the SAMs 305i to 3054- 
Also, the content key data Kc and usage control 
policy data 106 stored in the key file KF have been 
encrypted by using the distribution use key data KD^ to 
KD3 and decrypted in only the SAMs 305i to 3054 holding 

25 the distribution use key data KDj to KD3 . The SAMs 305i to 
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3054 a^^e modules having- t:amper resistance. The purchase 
form and "bhe usage form of t:he cont:en't da'ta C are 
det:ermlned based on the handling content of the content 
data C described In the usage control policy data 106. 
5 Accordingly, according to the EMD system 300, the 

content data C can be reliably purchased and used In the 

-.^ user home network 303 based on the content of the usage 

1 — 

control policy data 106 produced by the Interested party 
}ii of the content provider 101 Irrelevant to the processing 

^,1 10 In the service provider 310. Namely, according to the EMD 

J system 300, It Is possible to prevent the usage control 

Q policy data 106 from being managed by the service 

flj provider 310, 

1-^ For this reason, according to the EMD system 300, 

15 even In a case where the content data C Is distributed to 
the user home network 303 via a plurality of service 
providers 310 of different affiliations, the rights 
clearing for the related content data C In the user home 
network 303 can be performed based on the common usage 
20 control policy data 106 produced by the content provider 
301 . 

Also, In the EMD system 300, for the files and data 
In the secure containers 104 and 304, the signature data 
Indicating the legitimacy of the producers and the 
25 transmitters of them are stored. Therefore, In the 
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service provider 310 and the SMis 305^ to 305^, the 
legitimacy of the producers and transmitters and whether 
or not the data has been tampered with can be confirmed. 
As a result, the illegitimate usage of the content data C 
5 can be effectively avoided. 

Also, in the EMD system 300, by distributing the 
_ content data C from the service provider 310 to the user 

W home network 103 by using the secure container 304 in 

^ both of the cases of on-line and off-line, in both cases, 

10 common rights clearing of the content data C in the SAMs 
305i to 3054 can be performed. 

Also, in the EMD system 300, when purchasing, using, 
^fl recording, and transferring the content data C in the 

2 network apparatus 360^ and the AV apparatuses 36O2 to 36O4 

15 in the user home network 303, by always performing the 
processing based on the usage control policy data 106, 
common rights clearing rules can be employed. 

For example, as shown in Fig. 86, no matter by what 
technique (route) the content data C provided by the 
20 content provider 301 is distributed (delivered) from the 
service provider 310 to the user home network 303, such 
as package communication, a digital broadcast, Internet, 
dedicated line, digital radio, and mobile communication, 
in the SAMs of the user home networks 303 and 303a, 
25 common rights clearing rules are employed based on the 
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usage control policy data 106 produced by the content 
provider 301. 

Also, according to the EMD system 300, since the EMD 
service center 302 has the certificate authority 
5 function, key data management function, and the rights 
clearing (profit distribution) function, the money paid 
by the user accompanied with the usage of the content is 
reliably distributed to the owners of the content 
provider 301 and the EMD service center 302 according to 

10 the ratio determined in advance. 

Also, according to the EMD system 300, the usage 
control policy data 10 6 for the same content file CF 
supplied by the same content provider 301 is supplied as 
is to the SAMs 305i to 305^ irrelevant as to the service 

15 format of the service provider 310. Accordingly, in the 
SAMs 305i to 305^, the content file CF can be used 
according to the intention of the content provider 301 
based on the usage control policy data 106. 

Namely, according to the EMD system 300, at the time 

20 of a service using the content and usage of the content 
by the user, the rights and profit of the owner of the 
content provider 301 can be reliably protected by 
technical means without depending on an inspection 
organization 725 as in the conventional case. 

2 5 Below, an explanation will be made of a concrete 
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example of the transport protocol such as the secure 
container employed in the KMD system 300 of the above 
second embodiment . 

As shown in Fig. 87, the secure container 104 
5 produced in the content provider 301 is provided to the 
service provider 310 by using a content provider use 
transport protocol of the Internet (TCP/IP) or dedicated 
line (ATM cell) • 

Also, the service provider 310 distributes the 

10 secure container 304 produced by using the secure 

container 104 to the user home network 303 by using the 
service provider use transport protocol of a digital 
broadcast (XML/SMIL on MPEG-TS) , Internet (XML/SMIL on 
TCP/IP) , or package circulation (storage medium) . 

15 Also, the secure container is transferred among SAMs 

in the user home networks 303 and 303a or between the 
user home network 303 and 303a by using the home 
EC/distribution service (XML/SMIL on 1394 serial bus . 
interface) or storage medium. 

20 Below, an example of the transport protocol employed 

in the data transfer in the routes indicated by reference 
symbols A to G will be explained in detail in Fig. 87. 

Figure 88 is a view for explaining the transport 
protocol employed when transporting the secure container 

25 104 etc. between the content provider 301 and the service 
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provider 310 (symbol A) shown in Fig. 87. 

As shown in Fig. 88, the secure container 104 etc. 
are transported from the content provider 301 to the 
service provider 310 by a session using a common key in 
5 the IP/IP-SEC layer, SSL (Secure Sockets Layer) , XML 
(Extensible Markup Language) /SMIL (Synchronized 
Multimedia Integration Language) layer, and application 
layer . 

Figure 89 is a view for explaining the transport 
10 protocol employed when transporting the key file etc. 
between the EMD service center 302 and the content 
provider 301 (symbol B) shown in Fig. 87. 

As shown in Fig. 89, the key file etc, are 
transported from the EMD service center 302 to the 
15 content provider 301 by a session using a common key in 
the IP/IP-SEC layer, SSL layer, and the application 
layer . 

Figure 90 is a view for explaining the transport 
protocol employed when transporting the price tag data 
20 312 etc. between the EMD service center 302 and the 
service provider 310 (symbol C) shown in the figure. 

As shown in Fig. 90, the price tag data 312 etc. are 
transported from the EMD service center 302 to the 
service provider 310 by a session using a common key in 
2 5 the IP/IP-SEC layer, SSL layer, and the application 
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layer . 

Figure 91 is a view for explaining the transport 
protocol employed when transporting the secure container 
304 etc. between the service provider 310 and the user 
5 home network 303 (symbol D) and in the user home network 
303 (symbol E) shown in Fig. 87. 

As shown in Fig. 91, the secure container 304 etc. 
are transported from the service provider 310 to the 
network apparatus 360^ of the user home network 303. 
10 At this time, the MPEG-TS layer, PES layer, or DSM- 

CC_Data_Carousel layer and MHEG (Multimedia and 
Hypermedia Experts) layer or "http layer and XML/ SMIL 
layer" are used as the service provider use commodity 
transport protocol for transferring the secure container 
15 304 between the service provider 310 and the network 
apparatus 360i. 

Also, between the network apparatus 360^ and a 
storage apparatus. 36O2 and between AV apparatuses, HAVi 
(XML) is used as the user home network commodity 
20 transport protocol for transferring the secure container. 

At this time, where XML/SMIL/BML is utilized in the 
data broadcast method of a digital broadcast, the content 
files CFl and CF2 and the key files KFl and KF2 and the 
demo sample of the secure container 304 are stored in a 
2 5 BML/XML/SMIL layer on the HTTP layer and a monomedia data 
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layer and transported as shovm in Fig. 92. 

Also, where the MHEG is utilized in the data 
broadcast method of a digital broadcast, the content 
files CFl and CF2 and the key files KFl and KF2 and the 
5 demo sample of the secure container 304 are stored in the 
monomedia data layer on the MHEG layer and transported as 
shown in Fig. 93, 

Also, where the XML/SMIL is utilized in the data 
broadcast method of a digital broadcast, the content 
10 files CFl and CF2 and the key files KFl and KF2 and the 

demo sample of the secure container 304 are stored in the 
XML/SMIL layer on the HTTP layer and transported as shown 
in Fig. 94. 

Figure 95 is a view for explaining the transport 
15 protocol employed when the usage log data 308 and the 
usage control status data 166 etc. are transported 
between the EMD service center 302 and the user home 
networks 303 and 303a (symbol G) shown in Fig. 87. 

As shown in Fig. 95, where the usage log data 308 
20 etc. are transferred from the network apparatus 360^ to 
the EMD service center 302, a session using the session 
key data is carried out in the IP/IP-SEC layer, SSL 
layer, and the application layer. 

Also, where the network apparatus 36O2 etc. transfer 
25 the usage log data 308, usage control status data 166, 
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etc. to the EMD service center 302, after the usage log 
data 308 etc. are transferred from the storage apparatus 
36O2 to the network apparatus 360i by a session in the 
IP/IP-SEC layer and the HAVi layer, they are transferred 
5 from the network apparatus 360i to the EMD service center 
302 as mentioned before. 

Figure 96 is a view for explaining the transport 
protocol employed when transporting the secure container 
from the storage apparatus 36O4 of the user home network 
10 303 to the storage apparatus 360ii of the user home 
network 303a shown in Fig. 87. 

As shown in Fig. 96, the secure container is 
transported from the storage apparatus 36O4 to the 
storage apparatus 360ii by a session using a common key 
15 in the IP/IP-SEC layer, SSL layer, XML/SMIL layer, and 
the application layer. 

First modification of second embodiment 
Figure 97 is a view of the configuration of an ElMD 
system 300a using two service providers according to a 
20 first modification of the second embodiment. 

In Fig. 97, components given the same reference 
numerals as those of Fig. 59 are the same as the 
components having the same reference nrimerals explained 
in the first embodiment. 
25 As shown in Fig. 97, in the EMD system 300a, the 
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same secure containers 104 are supplied from the content 
provider 301 to service providers 310a and 310b. 

The service provider 310a offers a service providing 
for example a drama program as the content. In the 
5 related service, a secure container 304a storing the 

content data C related to the drama program and price tag 
data 312a uniquely produced for the related content data 
C is produced and is distributed to the network apparatus 
360i. 

10 Also, the service provider 310b provides for example 

a karaoke service . In the related service , a secure 
container 304b storing the content data C related to the 
karaoke service and price tag data 312b uniquely produced 
for the related content data C is produced and is 

15 distributed to the network apparatus 360i. 

Here, the formats of the secure containers 304a and 
304b are the same as that of the secure container 304 
explained by using Fig. 65. 

A network apparatus 360ai is provided with CA 

20 modules 311a and 311b corresponding to the service 
providers 310a and 310b. 

The CA modules 311a and 311b are receive the secure 
containers 304a and 304b in response to requests from 
them to the service providers 310a and 310b. 

25 Next, the CA modules 311a and 311b produce SP use 
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purchase log data 309a and 309b in accordance with the 
distributed secure containers 304a and 304b and transmit 
them to the service providers 310a and 310b. 

Also, the CA modules 311a and 311b decrypt the 
5 secure containers 304a and 304b by the session key data 
KsEs and then output the same to the SAMs 305i to 3054- 

Next, in the SAMs 305i to 305^, the key files KF in 
the secure containers 304a and 304b are decrypted by 
using the common distribution use key data KD^ to KD3, 

10 the processing concerning the purchase and/or usage of 
the content in accordance with the operation from the 
user is carried out based on the common usage control 
policy data 106, and the usage log data 308 in accordance 
with that is produced. 

15 Then, the usage log data 308 is transmitted from the 

SAMs 305i to 3064 to the EMD service center 302. 

In the EMD service center 302 , based on the usage 
log data 308, the charge content is determined 
(calculated) for each of the content provider 301 and the 

20 service providers 310a and 310b, and the settlement claim 
data 152c, 152sa, and 152sb corresponding to them are 
produced based on the results thereof . 

The EMD service center 302 transmits the settlement 
claim data 152c, 152 sa, and 152sb to the settlement 

25 manager 91 via the payment gateway 90. By this, the money 
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paid by the user of the user home network 303 to the 
settlement manager 91 is distributed to the owners of the 
content provider 301 and the service providers 310a and 
310b. 

5 As mentioned above, according to the EMD system 

300a, when the same content file CF is supplied to the 
service providers 310a and 310b, the usage control policy 
data 106 for the related content file CF is encrypted by 
the distribution use key data KDj to KDg and supplied to 

10 the service providers 310a and 310b, and the service 

providers 310a and 310b distribute the secure containers 
304a and 304b storing the encrypted usage control policy 
data 106 as it is to the user home network. For this 
reason, in the SAMs 305^ to 3054 user home 

15 network, no matter which of the service provider 310a or 
310b the content file CF is distributed from, the rights 
can be cleared based on the common usage control policy 
data 106, 

Note that, in the first modification, the case where 
20 two service providers were used was exemplified, but in 
the present invention, any number of the service 
providers may be provided. 

Second modification of second embodiment 
Figure 98 is a view of the configuration of an EMD 
2 5 system 300b using a plurality of content providers 
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according to a second modification of the second 
embodiment . 

In Fig. 98, components given the same reference 
numerals as those of Fig. 59 are the same as the 
5 components having the same reference nxamerals explained 
in the first embodiment. 

As shown in Fig. 98, in the EMD system 300b, the key 
files KFa and KFb are supplied from the EMD service 
center 302 to the content providers 301a and 301b, and 
10 the secure containers 104a and 104b are supplied from 

content providers 301a and 301b to the service provider 
310. 

The service provider 310 provides a service by using 
the content supplied by for example the content providers 
15 301a and 301b, produces the price tag data 312a for the 

secure container 104a and the price tag data 312b for the 
secure container 104b, and produces a secure container 
304c storing them. 

As shown in Fig. 98, in the secure container 304c, 
20 the content data CFa, CFb, key files KFa and KFb, price 
tag data 312a and 312b, and the signature data by the 
secret key data K^p^s of the service provider 310 for each 
of them are stored. 

The secure container 304c is received at the CA 
25 module 311 of the network apparatus 360i of the user home 
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network 303 and then processed at the SAMs 305i to 3064. 

In the SAMs 305i to 3054, key file KFa is 

decrypted by using the distribution use key data KDa^ to 
KDag, the processing concerning the purchase and/or usage 
5 is carried out in accordance with the operation from the 
user for the content file CFa based on the usage control 
policy data 106a, and the log thereof is described in the 
usage log data 308 . 

Also, in the SAMs 305i to 3054, the key file KFb is 
10 decrypted by using distribution use key data KDbi to 

KDb3, the processing concerning the purchase and/or usage 
is carried out in accordance with the operation from the 
user for the content file CFb based on the usage control 
policy data 106b, and the log thereof is described in the 
15 usage log data 308. 

Then, the usage log data 308 is transmitted from the 
SAMs 305i to 3054 to the EMD service center 302 . 

In the EMD service center 302, based on the usage 
log data 308, the charge content is determined 
20 (calculated) for each of the content providers 301a and 
301b and the service provider 310, and settlement claim 
data 152ca, 152cb, and 152s corresponding to them are 
produced based on the results thereof. 

The EMD service center 302 transmits the settlement 
2 5 claim data 152ca, 152cb, and 152s via the payment gateway 
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90 to the settlement manager 91. By this, the money paid 
by the user of the user home network 303 to the 
settlement manager 91 is distributed to the owners of the 
content providers 301a and 301b and the service provider 
310. 

As mentioned above, according to the EMD system 
300b, as the usage control policy data 106a and 106b of 
the content files CFa and CFb stored in the secure 
container 304, those produced by the content providers 
301a and 301b are used as they are, therefore, in the 
SAMs 305i to 3064, the rights for the content files CFa 
and CFb are reliably cleared based on the usage control 
policy data 106a and 106b according to the intention of 
the content providers 301a and 301b. 

Note that, in the second modification shown in Fig. 
98 , the case where two content providers were used was 
exemplified, but any number of the content providers may 
be used. 

Further , there may be a plurality of both of the 

content providers and service providers . 

Third modification of second embodiment 

Figure 99 is a view of the configuration of the EMD 

system according to a third modification of the second 

embodiment . 

In the second embodiment, the case where the EMD 
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service center 302 performed the settlement for the 
content provider 301 and the service provider 310 at the 
settlement manager 91 was exemplified, but in the present 
invention, for example, as shown in Fig. 99, it is also 
5 possible for the settlement claim data 152c for the 

content provider 301 and the settlement claim data 152s 
for the service provider 310 to be produced based on the 
usage log data 308 in the EMD service center 302 and for 
them to be transmitted to the content provider 301 and 

10 the service provider 310. 

In this case, the content provider 301 performs 
settlement at a settlement manager 91a via a payment 
gateway 90a by using the settlement claim data 152c. 
Further, the service provider 310 performs settlement at 

15 a settlement manager 91b via a payment gateway 90b by 
using the settlement claim data 152s. 

Fourth modification of second embodiment 
Figure 100 is a view of the configuration of the EMD 
system according to a fourth modification of the second 

2 0 embodiment . 

In the second embodiment, the case where the service 
provider 310 did not have a charging function as in for 
example the current Internet was exemplified, but where 
the service provider 310 has a charging function as in 

25 the current digital broadcast, in the CA module 311, a 
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usage log data 308s with respect to the service of the 
service provider 310 concerning the secure container 304 
is produced and transmitted to the service provider 310. 
Then, the service provider 310 performs charge 
5 processing based on the usage log data 308s to produce 

the settlement claim data 152s and performs settlement at 
the settlement manager 91b via the payment gateway 90b by 
using this . 

On the other hand, the SAMs 305i to 3064 produce 
10 usage log data 308c with respect to the rights clearing 
of the content provider 301 concerning the secure 
container 304 and transmit them to the EMD service center 
302. 

The EMD service center 302 produces the settlement 
15 claim data 152c based on the usage log data 308c and 
transmits this to the content provider 301. 

The content provider 301 performs settlement at the 
settlement manager 91a via the payment gateway 90a by 
using the settlement claim data 152c. 
20 Fifth modification of second embodiment 

In the embodiment, as shown in Fig. 72, the case 
where the user preference filter data 903 was produced 
based on the usage log data 308 received from the SAM 
305i etc. in the user preference filter generation unit 
2 5 901 of the EMD service center 302 was exemplified, but it 
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is also possible to produce for example the user 
preference filter data 903 in the user preference filter 
generation unit 901 based . on the usage control status 
data 166 produced in the user monitor unit 186 of the SAM 
5 305i shown in Fig. 78 and transmitted to the EMD service 
center 302 in real-time. 

Sixth modification of second embodiment 
The content provider 301, the service provider 310, 
and the SAMs 305i to 305^ can register their secret key 

10 data Kcp^s/ Kgp^s, and Kg^^ g to Ks;^4^s in the EMD service 
center 302 too other than their public key data Kcp^p, 
^sp,p/ and Kgj^i p to Kgj^^ p. 

By doing this, it becomes possible for the ElMD 
service center 302 to tap into desired communication 

15 among the communication between the content provider 301 
and the service provider 310, the communication between 
the service provider 310 and the SAMs 305i to 3054, and 
the communication among the SAMs 305i to 3054 in the user 
home network 303 by using the secret key data K^p g/ ^sp.sr 

20 and KgAMi,s to Ksam4,s response to demands from the 
government or police organizations at the time of 
emergencies . 

Further, for the SAMs 305i to 3054, it is also 
possible even if the secret key data KQMii,3 to Ksam4,s 

25 produced by the EMD service center 302 at the time of 
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shipment, and they are stored in the SMAs 305^ to 3054 
and, at the same time, held (registered) by the EMD 
service center 302 . 

Seventh modification of second embodiment 
5 In the embodiment, the case where, when the content 

provider 301, service provider 310, and the SAMs 305i to 
3054 communicated with each other, the certificate data 
CERcp, CERgp, and CERg^^i to CERsam4 were acquired from the 
EMD service center 302 in advance and were transmitted to 

10 the destination of communication by the in-band method 
was exemplified, but in the present invention, various 
formats can be employed as the transmission format of the 
certificate data to the destination of communication. 

For example, when the content provider 301, service 

15 provider 310, and the SAMs 305^ to 3054 communicate with 
each other, it is also possible if the certificate data 
CERcp, CERsp, and CERg^ to CERg;^4 are acquired from the 
EMD service center 302 in advance and are transmitted to 
the destination of communication by the in-band method 

20 preceding the related communication. 

Further, it is also possible for the content 
provider 301, service provider 310, and the SAMs 305^ to 
3054 to acquire the certificate data CERcp, CERgp, and 
CERgAMi to CER3ftM4 from the EMD service center 302 at the 

2 5 time of communication. 
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Figure 101 is a view for explaining the format of 
the route for acquiring (obtaining) the certificate data. 

Note that, in Fig. 101, components given the same 
reference numerals as those of Fig. 59 are the same as 
5 the components having the same reference numerals 

explained above* Further, the user home network 303a is 
the same as the user home network 303 mentioned before. 
In a user home network 303b, SAMs 305n to 305i4 are 
connected via the IEEE1394 serial bus serving as the bus 
10 191. 

Where the content provider 301 acquires the 
certificate data CERgp of the service provider 310, there 
are for example a case where the certificate data CERgp 
is transmitted from the service provider 310 to the 

15 content provider 301 preceding the communication ( (3) in 
Fig. 101) and a case where the content provider 301 
orders the certificate data CERgp from the EMD service 
center 302 ((1) in Fig. 101). 

Also, where the service provider 310 acquires the 

20 certificate data CER^p of the content provider 301, there 
are for example a case where the certificate data CERcp 
is transmitted from the content provider 301 to the 
service provider 310 preceding the communication ( (2) in 
Fig. 101) and a case where the service provider 310 

2 5 orders the certificate data CER^p from the EMD service 
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center 302 ((4) in Fig. 101). 

Also, where the service provider 310 acquires the 
certificate data CERg^Mi to CERg^^^ of the SAMs 305i to 305^, 
there are for example a case where the certificate data 
5 CERsAMi to CERsAM4 are transmitted from the SAMs 305^ to 305^ 
to the service provider 310 preceding the communication 
((6) in Fig. 101) and a case where the service provider 
310 orders the certificate data CERs^mi to CERsam4 from the 
EMD service center 302 ((4) in Fig. 101). 

10 Also, where the SAMs 305i to 305^ acquire the 

certificate data CERgp of the service provider 310, there 
are for example a case where the certificate data CERgp 
is transmitted from the service provider 310 to the SAMs 
305i to 305^ preceding the communication ((5) in Fig. 

15 101) and a case where the SAMs 305i to 3064 order the 
certificate data CERgp from the EMD service center 302 
((7) in Fig. 101, etc.). 

Also, where the SAM 305i acquires the certificate 
data CERsAM2 of the SAM SOSg, there are for example a case 

20 where the certificate data CERsmc is transmitted from the 
SAM 3052 to the SAM 305i preceding the communication ( (8) 
in Fig. 101) and a case where the SAM 305i orders the 
certificate data CKB^j^ from the EMD service center 302 
((7) in Fig. 101, etc.). 

2 5 Also, where the SAM SOSg acquires the certificate 
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data CERsAMi of the SAM 305i, there are for example a case 
where the certificate data CERg^Mi is transmitted from the 
SAM 305i to the SAM 3052 preceding the communication ((9) 
in Fig. 101) , a case where the SAM 3052 orders the 
5 certificate data CERg;^ from the EMD service center 302 
by itself, and a case where the SAM 3052 orders the 
certificate data CERsAMi via the network apparatus with 
the SAM 305i mounted thereon ((7) and (8) in Fig. 101) . 
Also, where the SAM 3054 accpiires certificate data 

10 CERs;^3 of the SAM 305i3, there are for example a case 

where the certificate data CERs^Mia is transmitted from the 
SAM 305i3 to the SAM 305^ preceding the communication 
((12) in Fig. 101), a case where the SAM 305^ orders the 
certificate data CERgAMig from the EMD service center 302 

15 by itself ((10) in Fig. 101), and a case where the SAM 
305^ orders the certificate data CERgAMia via the network 
apparatus in the user home network 303b. 

Also, where the SAM 305i3 acquires the certificate 
data CERsAM4 of the SAM 3054, there are for example a case 

20 where the certificate data CERs;^^ is transmitted from the 
SAM 305^ to the SAM 305^3 preceding the communication 
((11) iti Fig- 101), a case where the SAM 305i3 orders the 
certificate data CERg^^ from the EMD service center 302 
by itself ((13) in Fig, 101), and a case where the SAM 

2 5 305i3 orders the certificate data CERg^Ma via the network 
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appara-tus in the user home network 303b. 

Handling of certificate revocation list (data) in 
second embodiment 

In the second embodiment, in order to prevent the 
5 content provider 301, service provider 310, and the SAMs 
305i to 305^ used for illegitimate action etc. from 
communicating with the other apparatuses in the EMD 
service center 302, a certificate revocation list for 
invalidating the certificate data of the apparatus used 
10 for the related illegitimate action is produced. Then, 
the related certificate revocation list CRL is 
transmitted to the content provider 301, service provider 
310, and the SAMs 305i to 3054. 

Note that, it is also possible if the certificate 
15 revocation list CRL is produced in for example the 

content provider 301, service provider 310, and the SAMs 
305i to 3064 other than the EMD service center 302 . 

First, an explanation will be made of the case where 
the EMD service center 302 invalidates the certificate 
20 data CER^p of the content provider 301. 

As shown in Fig. 102, the EMD service center 302 
transmits a certificate revocation list CRIii indicating 
the invalidation of the certificate data CERcp to the 
service provider 310 ((1) in Fig. 102). When verifying 
25 the signature data input from the content provider 301, 
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the service provider 310 decides the validity of the 
certificate data CERcp by referring to the certificate 
revocation list CRLi , performs signature verification 
using the public key data Kcp,p where it decides that it 
5 is valid, while invalidates the data from the content 

provider 301 without the related signature verification 
where it decides that it is invalid. Note that, it is 
also possible not to invalidate the data, but reject the 
communication . 

10 Also, the EMD service center 302 transmits the 

certificate revocation list CRLi to for example the SAM 
305i in the user home network 303 by utilizing 
circulation resources of the service provider 310 by 
either the broadcast type or on-demand type ( (1) and (2) 

15 in Fig. 102) . When verifying the signature data of the 

content provider 301 stored in the secure container input 
from the service provider 310, the SAM 305i decides the 
validity of the certificate data CERcp by referring to 
the certificate revocation list CRI*i , performs signature 

20 verification using the pxiblic key data K^p^p where it 

decides it as valid, while invalidates the related secure 
container without the related signature verification 
where it decides it as invalid. 

Note that, it is also possible for the EMD service 

25 center 302 to directly transmit the certificate 
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revocation list CRI-i to the SAM 305i via the network 
apparatus in the user home network 303 ((3) in Fig, 102) . 

Next, an explanation will be made of the case where 
the EMD service center 302 invalidates the certificate 
5 data CERgp of the service provider 310. 

As shown in Fig. 103, the EMD service center 302 
transmits a certificate revocation list CRLj indicating 
the invalidation of the certificate data CERgp to the 
content provider 301 ((1) in Fig. 103). When verifying 

10 the signature data input from the service provider 310, 
the content provider 301 decides the validity of the 
certificate data CERgp by referring to the certificate 
revocation list CRLg, performs signature verification 
using the public key data Kgp p where it decides it as 

15 valid, while invalidates the data from the service 

provider 310 without the related signature verification 
where it decides it as invalid. 

Also, the EMD service center 302 transmits the 
certificate revocation list CRLg to for example the SAM 

20 305i in the user home network 303 by utilizing the 

circulation resources of the service provider 310 by 
either the broadcast type or on-demand type ((2) in Fig. 
103) . When verifying the signature data of the content 
provider 301 stored in the secure container input from 

25 the service provider 310, the SAM 305i decides the 
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validity of the certificate data CERgp by referring to 
the certificate revocation list CRL2, performs signature 
verification using the public key data Kgp^p where it 
decides it as valid, and while invalidates the related 
5 secure container without the related signature 
verification where it decides it as invalid. 

In this case, in the service provider 310, the 
module for transmitting and receiving the certificate 
revocation list CKLj must have tamper resistance. 

10 Further, in the service provider 310, the certificate 
revocation list CRLg must be stored in a region where 
tampering by an interested party of the service provider 
310 is difficult. 

Note that, it is also possible for the EMD service 

15 center 302 to directly transmit the certificate 

revocation list CRI*2 to the SAM 305i via the network 
apparatus in the user home network 303 ((3) in Fig. 103) . 

Next, an explanation will be made of a case where 
the EMD service center 302 invalidates for example the 

20 certificate data CERg^ of the SAM 3052- 

As shown in Fig. 104, the EMD service center 302 
transmits a certificate revocation list CRL3 indicating 
the invalidation of the certificate data CERs^mz to the 
content provider 301 ((1) in Fig. 104). The content 

2 5 provider 301 transmits the certificate revocation list 
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CRIj3 to the service provider 310. The service provider 
310 transmits the certificate revocation list CRL3 to for 
example the SAM 305i in the user home network 303 by 
utilizing its own circulation resources by either the 
5 broadcast type or on-demand type ((1) in Fig. 104) . When 
verifying the signature data of the SAM 3052 added to the 
data input from the SAM 3052, t^^® SAM 305^ decides the 
validity of the certificate data CERsam2 t>y referring to 
the certificate revocation list CRL3 , performs signature 

10 verification using the pxiblic key data Kg^^ p where it 

decides it as valid, while invalidates the related data 
without the related signature verification where it 
decides it as invalid. 

In this case, in the service provider 310, the 

15 module for transmitting and receiving the certificate 
revocation list CRIJ3 must have tamper resistance. 
Further, in the service provider 310, the certificate 
revocation list CRL3 must be stored in a region where 
tampering by an interested party of the service provider 

20 310 is difficult. 

It is also possible for the EMD service center 302 
to transmit the certificate revocation list CRL3 to the 
SAM 305i via the service provider 310 ((1) and (2) in 
Fig. 104) . 

2 5 Further, it is also possible for the EMD service 
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center 302 to directly transmit the certificate 
revocation list CRLg to the SAM 305^ via the network 
apparatus in the user home network 303 ((3) In Fig. 104) . 
Also, the EMD service center 302 produces and stores 
5 the certificate revocation list CRL3 Indicating the 

Invalidation of for example the certificate data CERgM^ 
of the SAM 3052. 

Also, the user home network 303 produces a SAM 
registration list SRL of the SAMs connected to the bus 
10 191 and transmits this to the EMD service center 302 ( (1) 
In Fig. 105) . 

The EMD service center 302 specifies the SAMs (for 
example SAM 3052) ^<^^ which Invalidation Is Instructed by 
the certificate revocation list CRIig among the SAMs 305i 
15 to 305^ Indicated In the SAM registration list, sets 

revocation flags corresponding to the related SAMs In the 
SAM registration list SRL so as to Indicate the 
Invalidity, and produces a new SAM registration list SKL . 
Next, the EMD service center 302 transmits the 
20 related produced SAM registration list SRL to the SAM 
305i ( (1) in Fig. 105) . 

The SAM 305^ determines the existence of the 
verification of the signature data and whether or not 
communication is permitted by referring to the revocation 
2 5 flags of the SAM registration list SRL when communicating 
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wx-th anoliher SAM. 

Also, the EMD service center 302 produces the 
certificate revocation list CRL3 and transmits this to 
the content provider 301 ((2) in Fig. 105). 
5 The content provider 301 transmits the certificate 

revocation list CRLa to the service provider 310 ((2) in 
Fig. 105) . 

Next, the service provider 310 transmits the 
certificate revocation list CRL3 to the SAM 305i by 
10 either the broadcast type or on-demand type by utilizing 
its own circulation resources ((2) in Fig. 105). 

The SAM 305^ specifies the SAMs (for example SAM 
3052) for which invalidation is instructed by the 
certificate revocation list CKL^ among the SAMs 305i to 
15 305^ indicated in the SAM registration list produced by 
itself and sets revocation flags corresponding to the 
related SAMs in the SAM registration list SRL so as to 
indicate the invalidity. 

From then on, the SAM 305i determines the existence 
20 of verification of the signature data and whether or not 
communication is permitted by referring to the revocation 
flag of the related SAM registration list SRL when 
communicating with another SAM. 

Also, the EMD service center 302 produces the 
2 5 certificate revocation list CRLg and transmits this to 
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the service provider 310 {(3) in Fig. 105). 

Next, the service provider 310 transmits the 
certificate revocation list CRL3 to the SAM 305i by 
either the broadcast type or on-demand type by utilizing 
5 its own circulation resources ((3) in Fig. 105). 

The SAM 305i specifies the SAMs (for example SAM 
3062) for which invalidation is instructed by the 
certificate revocation list CRLj among the SAMs 305i to 
305^ indicated in the SAM registration list produced by 
10 itself and sets revocation flags corresponding to the 
related SAMs in the SAM registration list SRL so as to 
indicate the invalidity. 

From then on, the SAM 305i determines the existence 
of verification of the signature data and whether or not 
15 communication is permitted by referring to the revocation 
flag of the related SAM registration list SRL when 
communicating with another SAM. 

Role etc. of EMD service center 302 

Figure 106 is a view of the configuration of the EMD 
20 system where the functions of the EMD service center 

(clearinghouse) 302 shown in Fig. 59 are divided between 
a right management use clearinghouse 950 and an 
electronic settlement use clearinghouse 951. 

In the related EMD system, in the electronic 
25 settlement use clearinghouse 951, settlement processing 
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(profit distribution processing) is carried out based on 
the usage log data 308 from the SAM of the user home 
networks 303a and 303b, settlement claim data of the 
content provider 301 and the service provider 310 are 
5 produced, and settlement is carried out at the settlement 
manager 91 via the payment gateway 90 . 

Also, the right management use clearinghouse 950 
produces the settlement reports of the content provider 
301 and the service provider 310 in accordance with the 

10 settlement notification from the electronic settlement 
use clearinghouse 951 and transmits them to the content 
provider 301 and the service, provider 310. 

Also, it performs the registration (authentication) 
etc. of the usage control policy data 106 and the content 

15 key data Kc of the content provider 301. 

Note that, as shown in Fig. 107, when the right 
management use clearinghouse 950 and the electronic 
settlement use clearinghouse 951 are accommodated in a 
single apparatus, the EMD service center 302 shown in 

20 Fig. 59 is formed. 

Also, in the present invention, for example, it is 
also possible to provide the function of a right 
management use clearinghouse 960 in the EMD service 
center 302, perform the registration etc. of the usage 

2 5 control policy data 106 in the right management use 
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clearinghouse 960 and, at the same txme, produce the 
settlement cladLm data of the service provider 310 based 
on the usage log data 308 from the SAMs and transmit this 
to the service provider 310 as shown in Fig. 108. In this 
5 case, the service provider 310 utilizes its own charge 

system as an electronic settlement ^use clearinghouse 961 
and performs settlement based on the settlement claim 
data from the right management use clearinghouse 960. 

Also, in the present invention, for example, it is 

10 also possible to provide the function of a right 

management use clearinghouse 970 in the EMD service 
center 302, perform the registration etc.. of the usage 
control policy data 10 6 in the right management use 
clearinghouse 970 and, at the same time, produce the 

15 settlement claim data of the content provider 301 based 

on the usage log data 308 from the SAMs and transmit this 
to the content provider 301 as shown in Fig. 109. In this 
case, the content provider 301 utilizes its own charge 
system as an electronic settlement use clearinghouse 971 

20 and performs settlement based on the settlement claim 
data from the right management use clearinghouse 970. 

o 

Also, in the present invention, for example, it is 
also possible to provide the function of the right 
management use clearinghouse 970 and the electronic 
25 settlement use clearinghouse 971 mentioned above in the 
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the expansion of the ATEAC3 
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to KD3, usage control policy data IO63, the SAM program 
download container SDC3, and signature data SIG222,esc 
stored. 

When receiving the secure container 104a shown in 
5 Fig. 112, the service provider 310 confirms the 
legitimacy of the signature data SIGjo^cpf SIGsoi^cp/ 
SIG202,cPA SIG203,cp/ SIG204,cPf and SIG205,cp/ that is, the 
legitimacy of the producers and transmitters of the 
content files CFi , CF2 , and CF3, and the legitimacy of the 

10 transmitters of the key files KFi , KFg , and KF3 by using 
the public key data K^p^p stored in the certificate data 
CERcp after confirming the legitimacy of the related 
certificate data CER^p by using the public key data Kesc,p 
of the EMD service center 302 . 

15 Also, the content provider 301 confirms the 

legitimacy of the signature data SIG22o,esc/ SIG22i,esc/ and 
SIG222,Esc and the legitimacy of the producers of the key 
files KFi, KF2, and KF3 by using the public key data K^scp- 
Then, the service provider 310 produces price tag 

20 data 312^, 3122, and 3123 indicating the sales prices of 
the content files CF^ , CFj , and CF3 . 

Also, the service provider 310 produces the 
signature data SIG22o,spf SIG22i,spf and SIG222,sp the price 
tag data 312^, 3122, and 3123 by using the secret key data 

2 5 ^sp , s • 
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Also, the service provider 310 produces the 
signature data SlG2io,sp/ SIG2ii,sp/ SIG2i2,sp/ SIGjia^sp, ,SP / 

and SIGjis^sp of the content files CF^, CF2, and CF3 and KF^ , 
KF2, and KF3 by using the secret key data Kgp g. 

Next, the service provider 310 produces the secure 
container 304a shown in Fig. 114. 

The service provider 310 distributes the secure 
container 304a shown in Fig. 114 to the user home network 
303. 

In the user home network 303, in the SAMs 305^ to 
3064, after confirming the legitimacy of all signature 
data stored in the secure container 304a, the rights for 
the content data , C2 and C3 are cleared in accordance 
with the link state shown in the directory structure data 
DSDi to DSD3 based on the key files KF^ , KFj, and KF3 . 

Also, in the eighth modification mentioned above, in 
the secure container 304, the case where the plurality of 
content files CFioi, CF102/ and CF^oa provided from the 
single service provider 310 were stored in the single 
secure container 304a and distributed to the user home 
network 303 was exemplified, but as shown in Fig. 98, it 
is also possible to store a plurality of content files CF 
provided from a plurality of content providers 301a and 
301b in a single secure container and distribute the same 
to the user home network 303 . 
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Also, in "the secure coni:a±ners 104 and 304, for 
example, as shown ±n Fig. 113, it is also possible if a 
content file CF^ storing music (voice) data compressed by 
the ATRAC3, a content file CF2 storing video clip data 
5 compressed by the MPEG2 , a content file CF3 storing the 
jacket (still image) data compressed by the JPEG, a 
content file CF4 storing the lyrics data in a text 
format, and a content file CF5 storing the liner note 
data in a text format and key files KFi, KFj, KF3, KF4 and 

10 KFg corresponding to them are stored. 

Also in this case, similarly, by the directory 
structure data of the content files CFi to CF5, the 
linkage among the content files CF^ to CF5 and the 
linkage between the content files CF^ to CF5 and the key 

15 files KFi to KF5 are established. 

Note that, the concept of the data format in the 
case where a plurality of content data are stored in the 
secure container in the present embodiment (case of 
composite type) is shown in for example Fig. 115 or Fig. 

20 116. 

Note that, the format shown in Fig. Ill can be 
similarly applied to also the case where the secure 
container 104 is transmitted from the content provider 
101 to the user home network 103 shown in Fig. 1. 
25 Ninth modification of second embodiment 
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In the above embodiment: , the case where the content 
files CF and the key £lles KF were stored In the secure 
containers 104 and 304 with the directory structures and 
transmitted from the content provider 301 to the service 
5 provider 310 and from the service provider 310 to the 
SAMs 305i to 3054 was exemplified^ but It Is also 
possible to separately transmit the content files CF and 
key files KF from the content provider 301 to the service 
provider 310 and from the service provider 310 to the 

10 SAMs 305i to 305^. 

This Includes for example the following first 
technique and second technique . 

In the first technlq[ue, as shown In Fig. 117, the 
content files CF and the key files KF are separately 

15 transmitted from the content provider 301 to the service 
provider 310 and from the service provider 310 to the 
SAMs 305i to 3054, 

Also, In the second technique, as shown In Fig. 118, 
the content files CF are transmitted from the content 

20 provider 301 to the service provider 310 and from the 
service provider 310 to the SAMs 305^ to 3054, the 
key files KF are transmitted from the EMD service center 
302 to the SAMs 305i to 3054. The related key files KF 
are transmitted from the EMD service center 302 to the 

2 5 SAMs 305i to 3054 when for example the users of the SAMs 
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305i to 3064 are going to determine the purchase form of 
the content data C . 

Where the first technique and the second technique 
are employed, for example, a link is estalDlished between 
5 related content files CF and between the content files CF 
and the key files KF corresponding to them by using the 
hyper link data HIi stored in the headers of at least one 
of the content files CF and the key files KF. In the SAMs 
105i to 1064, the rights are cleared and the content data 

10 C is used based on the related link. 

AlsOf in the above second embodiment, the case where 
the content data C and the key data such as the content 
key data Kc and the usage control policy data 106 were 
transmitted from the content provider 301 to the service 

15 provider 310 and from the service provider 310 to the 

SAMs 305i to 3064 in the file format was exemplified, but 
it is not always necessary to comprise them in the file 
format so far as the link among them can be established. 
For example, as shown in Fig. 119, it is also 

20 possible to separately transmit the content data C, meta 
data Meta, A/V expansion use software Soft, watermark 
module WM, key file KF, price tag data 312, and the 
certificate data CER^p and CERgp from the content provider 
301 and the EMD service center 302 to the SAMs 305i to 

25 3054, 



In this case, as shown in Fig. 119, the content data 
C, meta data Meta, A/V expansion use software So£t, 
watermark module WM, key file KF, price tag data 312, and 
certificate data CER^p and CER^p are linked by the hyper 
link data HL. 

Here, the hyper link data HL is encrypted by for 
example the distribution use key data KD^ to KD^ and 
transmitted . 

Note that, in the present modification, as the 
formats of the content files CF and the key files KF, for 
example those shown in Figs. 5A and 5B are employed. 
Also, in this case, preferably the signature data SIG^ 
and SIG7 CP of them are transmitted together with the 
content files CF and the key files KF. 

10th modification of second embodiment 

In the above embodiment, the case where the content 
files CF and the key files KF were separately provided in 
the secure container 104 was exemplified, but for 
example, as shown in Fig. 120, it is also possible to 
store the key files KF in the content files CF in the 
secure containers 104 and 304 . 

In this case, with respect to the content files CF 
storing the key files KF, the signature data by the 
secret key data K^p^s of the content provider 301 and the 
signature by the secret key data K^p g of the service 
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provider 310 are a1:'tacheci. 

llth modification of second embodimen-t 
In the above embodiment, the case where the content 
data C was stored in the content files CF, the content 
5 key data Kc and the usage control policy data 106 were 
stored in the key files KF, and they were transmitted 
_ from the content provider 301 to the service provider 310 

^ and from the service provider 310 to the SAM 305i etc. 

was exemplified, but it is also possible to transmit at 
10 least one among the content data C, content key data Kc, 
and usage control policy data 106 from the content 
™ provider 301 to the service provider 310 and from the 

ff- service provider 310 to the SAMs 305i etc. in a format 

o 

not depending upon the communication protocol without 

15 employing the file format. 

For example, as shown in Fig. 121, in the content 
provider 301, the secure container 104s storing the 
content data C encrypted by the content key data Kc and 
the key file KF containing the encrypted content key data 

20 Kc and the encrypted usage control policy data 10 6 etc. 

is produced, and the secure container 104s is transmitted 
to the service provider 310 in a format not depending 
upon the communication protocol. Then, in the service 
provider 310, it is also possible if the price tag data 

2 5 312 is added to the content data C and the key file KF 



st:ored in the secuzre container 104s to produce the secure 
container 304s , and the secure container 304s is 
transmitted to the SAM 305^ etc. in a format not 
depending upon the communication protocol . 

Also, as shown in Fig. 122, the content data C 
encrypted by the content key data Kc and the key file KF 
containing the encrypted content key data Kc and the 
encrypted usage control policy data 106 etc. are 
separately transmitted from the content provider 301 to 
the service provider 310 in a format not depending upon 
the communication protocol. Then, from the service 
provider 310 to the SAM 305i etc., the content data C, 
key file KF, and the price tag data 312 are separately 
transmitted in a format not depending upon the 
communication protocol. Namely, the content data C is not 
comprised in the file format and is transmitted by the 
identical route to that for the key file KF. 

Also, as shown in Fig. 123, the content data C 
encrypted by the content key data Kc is transmitted from 
the content provider 301 to the service provider 310 in a 
format not depending upon the communication protocol , 
while the content data C and the price tag data 312 are 
transmitted from the service provider 310 to the SAM 
305i etc. in a format not depending upon the 
communication protocol. Also, it is also possible if the 
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key file KF containing the encrypted content key data Kc 
and the encrypted usage control policy data 106 etc, is 
transmitted £rom the EMD service center 302 to the SAM 
305i etc. Namely, the content data C is hot comprised in 
5 the file format and is transmitted by a different route 
from that for the key file KF. 

Also, as shown in Fig. 124, the content data C 
encrypted by the content key data Kc, the content key 
data Kc, and the usage control policy data 106 are 

10 transmitted from the content provider 301 to the service 
provider 310 in a format not depending upon the 
communication protocol. Also, the content data C, content 
key data Kc, usage control policy data 106, and the price 
tag data 312 are transmitted from the service provider 

15 310 to the SAM 305i etc. Namely, the content data C, 

content key data Kc, usage control policy data 106, and 
the price tag data 312 are transmitted not in the file 
format and by the same route . 

Also, as shown in Fig. 125, the content data C 

20 encrypted by the content key data Kc is transmitted from 
the content provider 301 to the service provider 310 in a 
format not depending upon the communication protocol . 
Then, the content data C and the price tag data 312 are 
transmitted from the service provider 310 to the SAM 305i 

25 etc. in a format not depending upon the communication 



protocol. Also, the content key data Kc and the usage 
control policy data 106 are transmitted from the EMD 
service center 302 to the SAM 305i etc. Namely, the 
content data C, content key data Kc, and the usage 
control policy data 106 are transmitted not in the file 
format and by different routes . 

12th modification of second embodiment 
In the EMD system 300 shown in Fig. 59 mentioned 
above, for example, as shown in Fig. 12 6, the user home 
network 303 can distribute a secure container 304A in 
accordance with the secure container 304 received from 
the service provider 310 to the user home network 303a in 
response to a request S303a from a SAM of the user home 
network 303a too . 

In this case, it can be considered that the SAM of 
the user home network 303 functions in the same way as 
the service provider 310 explained in the second 
embodiment . 

In this case, the SAM of the user home network 303a 
can uniquely newly set the price tag data 312 . 

Then, the purchase form of the content data C is 
determined in the SAM of the user home network 303a, and 
the usage log data 304a etc. in accordance with that are 
transmitted from the SAM of the user home network 303a to 
the EMD service center 302 . 
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In the EMD service center 302 , based on the usage 
log data 304a, the settlement processing for distributing 
the money paid by the user of the user home network 303a 
to the user of the content provider 301, service provider 
5 310, and user home network 303 is carried out. 

Note that, the file inclusion size relationships of 
the secure containers in the present embodiment can be 
expressed as shown in Fig. 127. 

Third embodiment 
10 Figure 128 is a view for explaining the EMD system 

of a third embodiment of the present invention, while 
Fig. 12 9 is a functional block diagram of the EMD service 
center shown in Fig. 128. 

In Fig. 129, components given the same reference 
15 niamerals as those used in the above first embodiment and 
second embodiment are the same as the components having 
the same reference n\imerals explained in these 
embodiments . 

In the EMD system of the present embodiment, the 
20 content provider 301 sends the master source (content 
data) Sill etc. to the EMD service center 302, and for 
example the content file CF shown in Fig. 5A is produced 
in the EMD service center 302 . 

Also, the content provider 301 sends the content ID, 
2 5 content key data Kc, and the electronic watermark 
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management information (contents of the electronic 
watermark information buried in the content data) of the 
content data Sill, the identifier CP_ID of the content 
provider 301, the identifier SP_ID of the service 
5 provider 310, and the suggested retailer's price SRP of 
the content data to the EMD service center 302 , and the 
key file KF shown in Fig. 5B is produced in the EMD 
service center 302 . 

Also, the EMD service center 302 stores the produced 

10 content file CF in the CF database 802a, attaches global 
unique content IDs to the individual content files CF, 
and centrally manages them. Also, the EMD service center 
302 stores the key file KF in the KF database 153a and 
centrally manages also this by using the content ID. 

15 An explanation will be made of the processing in the 

EMD service center 302 by referring to Fig. 12 9. 

The EMD service center 302 stores the master source 
Sill received from the content provider 301 in the 
content master source database 801 . 

20 Next, in the electronic watermark information 

addition unit 112, the electronic watermark information 
indicated by the electronic watermark management 
information received from the content provider 301 is 
buried in the master source Sill read out from the 

2 5 content master source database 810 to produce the content 
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data S112 . 

Next, in the compression unit 113, the content data 
S112 is compressed to produce the content data S113. 

The content data S112 is expanded at the expansion 
5 unit 116 and then checked audially in the audial check 
unit 123. If necessary, the electronic watermark 
information is buried again by the electronic watermark 
information addition unit 112 . 

Next, in the encryption unit 114, the content data 
10 S113 is encrypted by using the content key data Kg to 
produce the content data S114. 

Next, in the CF preparation unit 802, the content 
file CF shown in Fig. 5A storing the content data S114 
etc. is produced, and the content file CF is stored in a 
15 CF database 802a. 

Also, in the EMD service center 302, in the KF 
preparation unit 153, the key file KF shown in Fig. 5B is 
produced, and the key file KF is stored in a KF database 
153a. 

20 Next, in the secure container preparation unit 804, 

a secure container 806 storing the content file CF read 
out from the CF database 802a and the key file KF read 
out from the KF database 153a is produced, and the secure 
container 806 is stored in the secure container database 

25 805. 



- 420 - 

Thereafter, the secure container database 805 is 
accessed by the service provider 310, and the secure 
container 806 is supplied to the service provider 310. 
Next, the service provider 310 produces a secure 
5 container 807 storing the content file CF and key file KF 
stored in the secure container 806 and the price tag data 
312 indicating the sales price of the content data. 

Then, the service provider 310 distributes the 
secure container 807 to the user home network 303 by 
10 using the predetermined communication protocol and in a 
format not depending upon the related communication 
protocol or by storing the same in a storage medium. 

In the user home network 303, in the case of on- 
line, the secure container 807 is provided to the SAM 
15 305i etc. via the CA module 311, in the SAM 305^ etc., 

the content key data Kc, usage control policy data 106, 
etc. stored in the key file KF are decrypted by using the 
distribution use key data KD^ to KD3 or the like, and the 
handling such as the purchase form of the content data 
20 stored in the content file CF is determined based on the 
decrypted usage control policy data 106. 

Also, in the SAM 305i etc., the usage log data 308 
indicating the purchase log etc. of the content data is 
produced, and the usage log data 308 is transmitted to 
2 5 the KMD service center 302. 
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Also^ where the secure container 807 is distributed 
from the SAM 3052 of the user home network 303 to the SAM 
305i2 of the user home network 303a, processing similar 
to that in the SAM 3052 is carried out in the SAM 305i2f 
5 and the usage log data 308 is transmitted from the SAM 
305i2 to the EMD service center 302. 

Note that, the processings with respect to the 
secure container 807 in the user home networks 303 and 
303a are the same as the processings in the user home 

10 networks 103 and 303 in the first embodiment and second 
embodiment mentioned above . 

Also, in the example shown in Fig. 128, the case 
where the secure container storing the content file CF 
and the key file KF was transmitted from the EMD service 

15 center 302 to the service provider 310 and from the 

service provider 310 to the user home network 303 (the 
case of in-band) was exemplified, but it is also possible 
to separately transmit the content file CF and the key 
file KF by the same route (the case of out-of-band) . 

20 Also, as shown in Fig. 130, it is also possible if 

the content file CF produced in the EMD service center 
302 is supplied to the service provider 310, the service 
provider 310 supplies the content file CF to the user 
home network 303 and, at the same time, the key file KF 

2 5 produced in the EMD service center 302 is supplied from 



the EMD service center 302 to the SAM 3052 ^^d SAM 305i2 
of the user home networks 303 and 303a. 
Fou r th embodlmen t 

Figure 131 is a view for explaining the EMD system 
of a fourth embodiment of the present invention. 

In the EMD system of the present embodiment, the 
content provider 301 produces for example the content 
file CF shown in Fig. 5A and sends this to the EMD 
service center 302 . 

Also, the content provider 301 sends the content ID 
of the content data, content key data Kc, electronic 
watermark management information (contents of the 
electronic watermark information to be buried in the 
content data and the burial position information) , 
identifier CP_ID of the content provider 301, identifier 
SP^ID of the service provider 310 providing the content 
data, and the suggested retailer's price SRP of the 
content data to the EMD service center 302 , and the key 
file KF shown in Fig. 5B is produced in the EMD service 
center 302 . 

Also, the EMD service center 302 stores the content 
file CF in the database 802a, attaches the global unique 
content IDs to individual content files CF, and centrally 
manages them. Also, the EMD service center 302 stores the 
produced key file KF in the KF database 153a and 
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centrally manages it by using the content ID . 

Also, in the EMD service center 302, the secure 
container 806 storing the content file CF read out from 
the CF datiibase 802a and the key file KF read out from 
5 the KF database 153a is produced, and the secure 

container 806 is stored in the secure container database. 

Thereafter, the secure container database is 
accessed by the service provider 310 and the secure 
container 806 is supplied to the service provider 310. 

10 Next, the service provider 310 produces a secure 

container 807 storing the content file CF and key file KF 
stored in the secure container 806 and the price tag data 
312 indicating the sales price of the content data. 
Then, the service provider 310 distributes the 

15 secure container 807 to the user home network 303 by 

using a predetermined communication protocol in a foirmat 
not depending upon the related communication protocol or 
by storing the same in a storage medium. 

In the user home network 303, in the case of on- 

20 line, the secure container 807 is provided to the SAM 
305i etc. via the CA module 311, in the SAM 305i etc., 
the content key data Kc and usage control policy data 10 6 
etc. stored in the key file KF are decrypted by using the 
distribution use key data KDi to KD3, and the handling 

25 such as the purchase form of the content data stored in 
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the content file CF is determined based on the decrypted 

usage control policy data 106. 

Also, in the SAM 305i etc., the usage log data 308 

indicating the purchase log etc. of the content data is 
5 produced, and the usage log data 308 is transmitted to 

the EMD service center 302 . 

Also, where the secure container 807 is distributed 

from the SAM 3052 of "the user home network 303 to the SAM 

305i2 of the user home network 303a, processing similar 
10 to that of the SAM 3052 is carried out in the SAM 305i2, 

and the usage log data 308 is transmitted from the SAM 

305i2 to the EMD service center 302 . 

Note that, the processings with respect to the 

secure container 807 in the user home networks 303 and 
15 303a are the same as the processings in the user home 

networks 103 and 303 in the first embodiment and second 

embodiment mentioned above . 

Also, in the example shown in Fig. 131, the case 

where the secure container storing the content file CF 
20 and the key file KF was transmitted from the EMD service 

center 302 to the service provider 310 and from the 

service provider 310 to the user home network 303 (the 

case of in-band) was exemplified, but it is also possible 

to separately transmit the content file CF and the key 
2 5 file KF by the same route (the case of out-of-band) . 



Also, as shown in Fig. 132, it is also possible if 
the content file CF is supplied from the EMD service 
center 302 to the service provider 310, the service 
provider 310 supplies the content file CF to the user 
5 home network 303 and, at the same time, the key file KF 
produced in the EMD service center 302 is supplied from 
the EMD service center 302 to the SAM 3052 and SAM305i2 of 
the user home networks 303 and 303a. 
¥} Fi f th embodimen t 

[4 10 Figure 133 is a view for explaining the EMD system 

of a fifth embodiment of the present invention. 

5 

~ In the EMD system of the present embodiment, the 

Sr^ content provider 301 produces for example the content 

i2 file CF shown in Fig. 5A. 

15 Also, the content provider 301 sends the content ID 

of the content data, content key data Kc, electronic 
watermark management information (contents of the 
electronic watermark information to be buried in the 
content data and the burial position information) , 
20 identifier CP_ID of the content provider 301, identifier 
SP__ID of the service provider 310 providing the content 
data, and the suggested retailer's price SRP of the 
content data to the EMD service center 302, and the key 
file KF shown in Fig. 5B is produced in the EMD service 
25 center 302. 
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The EMD service center 302 sends the produced key 
files KF to the content provider 301. 

Also, the EMD service center 302 stores the key 
files KF in the KF database 153a and centrally manages 
5 the key files KF by using the content ID allocated to 

individual content data. At this time, the content ID is 
produced by for example the EMD service center 302 and 
globally uniquely determined for all of the content data 
provided by a plurality of content providers 301 . 

10 Next, in the content provider 301, a secure 

container 821 storing the produced content files CF and 
the key files KF received from the EMD service center 302 
is produced, and the secure container 821 is stored in a 
common database 820. 

15 In the common database 820, secure containers 821 

provided by a plurality of content providers 301 are 
centrally managed by using the content ID. 

The service provider 310 browses (searches through) 
the common database 820 by using for example the content 

20 ID, receives the intended secure container 821 from the 
common database 820, produces a secure container 822 
obtained by further storing the price tag data 312 
indicating the sales price of the content etc. in the 
secure container 821, and distributes the secure 

25 container 822 to the user home network 303. 
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In the user home network 303, the secure container 
822 is provided to the SAM 305i etc. via the CA module 
311 in the case of on-line, in the SAM 305i etc., the 
content key data Kc and the usage control policy data 106 
5 etc. stored in the key files KF are decrypted by using 

the distribution use key data KD^ to KD3 or the like, and 
the handling such as the purchase form of the content 
data stored in the content files CF is determined based 
on the decrypted usage control policy data 106. 

10 Also, in the SAM 305i, etc., the usage log data 308 

indicating the purchase log etc. of the content data is 
produced, and the usage log data 308 is transmitted to 
the EMD service center 302 . 

Also, where the secure container 822 is distributed 

15 from the SAM 3052 of the user home network 303 to the SAM 
305i2 of user home network 303a, processing similar 

to that in the SAM 3052 is carried out in the SAM 305i2/ 
and the usage log data 308 is transmitted from the SAM 
305i2 to the EMD service center 302 . 

20 Note that, the processings with respect to the 

secure container 807 in the user home networks 303 and 
303a are the same as the processings in the user home 
networks 103 and 303 in the above first embodiment and 
the second embodiment . 

2 5 Also, in the example shown in Fig. 133, the case 
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where the secure containers storing the content files CF 
and the key files KF were sent from the content provider 
301 to the common database 820, from the common database 
820 to the service provider 310, and from the service 
5 provider 310 to the user home network 303 (the case of 
in-band) was exemplified, but it is also possible to 
separately transmit the content files CF and the key 
files KF by the same route (the case of out-of-band) . 

Also, as shown in Fig. 134, it is also possible if 

10 the content files CF are stored in the common database 

820 from the content providers 301, the service provider 
310 obtains the content files CF from the common database 
820 and, at the same time, the key files KF are sent from 
the ElMD service center 302 to the service provider 310. 

15 In this case, the service provider 310 produces the 
secure container 822 by storing the content files CF 
obtained from the common database 820, the key files KF 
obtained from the EMD service center 302, and the price 
tag data 312. 

20 The common database 820 centrally manages the 

content files CF by using the content IDs globally 
unic[uely attached to the content data provided by a 
plurality of content providers 301. 

Also, as shown in Fig. 135, it is also possible if 

2 5 the key files KF produced by the EMD service center 302 
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are sent to the SAMs 305i, 305i2/ etc. of the user home 
networks 303 and 303a. In this case, the service provider 
310 distributes the content files CF to the user home 
network 303. 

5 The price tag data 312 may be distributed to the 

user home network 303 by the service provider 310 too or 
may be distributed to the user home networks 303 and 303a 
by the EMD service center 302 too. 
Sixth embodiment 

10 Figure 136 is a view for explaining the EMD system 

of a sixth embodiment of the present invention. 

When compared with the EMD system shown in Fig. 133 
m_entioned above ^ the EMD system of the present embodiment 
is different in the characteristic features that a 

15 plurality of EMD service centers 302 are provided and 
that the content provider 301 performs the charge 
processing etc. with the corresponding EMD service 
centers 302 , but is substantially the same in points 
other than that. 

20 The content provider 301 produces for example the 

content file CF shown in Fig. 5A. 

Also, the content provider 301 sends the content ID 
of the content data, content key data Kc, electronic 
watermark management information (contents of the 

2 5 electronic watermark information to be buried in the 
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00111:6111: da-ba and -the burial posxt:lon Inf ormation) , 
identifier CP_ID of the content provider 301, identifier 
SP_ID of the service provider 310 providing the content 
data, and the suggested retailer's price SRP of the 
5 content data to one EMD service center 302 selected by 
itself (or determined in advance) among a plurality of 
EMD service centers 302, and the key file KF shown in 
Fig. 5B is produced in the EMD service center 302. 

Also, the EMD service center 302 sends the produced 

10 key files KF to the corresponding content provider 301. 

Also, the EMD service center 302 stores the key 
files KF in the KF database 153a and centrally manages 
the key files KF by using the content IDs allocated to 
individual content data. At this time, the content IDs 

15 are produced by for example the EMD service center 302 
and globally uniquely determined for the content data 
corresponding to all secure containers 831 stored in the 
common database 830 . 

Next, in the content provider 301, a secure 

20 container 831 storing the produced content files CF and 

the key files KF received from the EMD service center 302 
is produced, and the secure container 831 is stored in a 
common database 820. 

In the common database 830, secure containers 831 

2 5 provided by a plurality of content providers 301 are 



• 
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centrally managed by using the content IDs . 

The service provider 310 browses (searches through) 
the common database 820 by using for example the content 
ID, receives the intended secure container 831 from the 
5 common database 820, produces a secure container 832 
obtained by further storing for example the price tag 
data 312 indicating the sales price of the content in the 
secure container 831 , and distributes the secure 
container 832 to the user home network 303. 

10 In the user home network 303, the secure container 

832 is provided to the SAM 305i etc. via the CA module 
311 in the case of on-line, in the SAM 305i etc., the 
content key data Kc and the usage control policy data 106 
etc. stored in the key files KF are decrypted by using 

15 the distribution use key data KDi to KD3 or the like, and 
the handling such as the purchase form of the content 
data stored in the content files CF is determined based 
on the decrypted usage control policy data 106. 

Also, in the SAM 305i etc., the usage log data 308 

20 indicating the purchase log etc. of the content data is 
produced, and the usage log data 308 is transmitted to 
the EMD service center 302 . 

Also, where the secure container 822 is distributed 
from the SAM 3052 of the user home network 303 to the SAM 

2 5 305^2 of the user home network 303a, processing similar 
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to that in the SAM SOSj is carried out in the SAM SOS^g/ 
and the usage log data 308 is transmitted from the SAM 
305i2 to the EMD service center 302 . 

Note that, the processings with respect to the 
5 secure container 807 in the user home networks 303 and 
303a are the same as the processings in the user home 
networks 103 and 303 in the above first embodiment and 
the second embodiment. 

Also, in the example shown in Fig. 136, the case 

10 where the secure containers storing the content files CF 
and the key files KF were sent from the content provider 
301 to the common database 830, from the common database 
830 to the service provider 310, and from the service 
provider 310 to the user home network 303 (the case of 

15 in-band) was exemplified, but it is also possible to 
separately transmit the content files CF and the key 
files KF by the same route (the case of out-of-band) . 

Also, as shown in Fig. 137, it is also possible if 
the content files CF are stored in the common database 

20 830 from the content providers 301, the service provider 
310 obtains the content files CF from the common database 
830 and, at the same time, the key files KF are sent from 
the EMD service center 302 to the service provider 310 . 
At this time, the key file KF is sent to the content 

2 5 provider 301 from the EMD service center 302 
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corresponding to the content provider 301 produced the 
content file CF obtained by the service provider 310 . 

The service provider 310 stores the content file CF 
obtained from the common database 830, the key file KF 
5 obtained from the EMD service center 302, and the price 
tag data 312 to produce the secure container 832 . 

The common database 830 centrally manages the 
content files CF by using the content IDs globally 
uniquely attached to the content data provided by a 

10 plurality of content providers 301. 

Also, as shown in Fig. 138, it is also possible if 
the key files KF produced by the EMD service center 302 
are sent to the SAMs 305i, 305i2f etc. of the user home 
networks 303 and 303a. Also at this time, the key files 

15 KF are sent to the SAMs 305^, 305i2f etc. from the EMD 

service center 302 corresponding to the content providers 
301 preparing the content files CF provided to the SAM 
305i, 305i2f etc. 

Also, the service provider 310 distributes the 

20 content files CF to the user home network 303. The price 
tag data 312 may be distributed by the service provider 
310 to the user home network 303 too or may be 
distributed by the EMD service center 302 to the user 
home networks 303 and 303a. 

2 5 Seventh embodiment 
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Figure 139 is a view for explaining the EMD system 
of a seventh embodiment of the present invention . 

The EMD system of the present embodiment is 
different when compared with the EMD system shown in Fig. 
136 mentioned above in the point that the master source 
Sill of the content data is sent from the content 
provider 301 to the EMD service center 302 and the 
content file CF is produced in the EMD service center 
302 . The points other than that are substantially the 
same . 

The content provider 301 sends the master source 
Sill of the content data to one EMD service center 302 
selected by itself (or determined in advance) among a 
plurality of EMD service centers 302 , and the content 
file CF shown in Fig. 5A is produced in the EMD service 
center 302 . 

The EMD service center 302 sends the produced 
content file CF to the corresponding content provider 
301 . 

Also, the content provider 301 sends the content ID 
of the content data, content key data Kc, electronic 
watermark management information (contents of the 
electronic watermark information buried in the content 
data) , identifier CP_ID of the content provider 301, 
identifier SP ID of the service provider 310 providing 
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the content data, and the suggested retailer' s price data 
SRP of the content data to the above one corresponding 
EMD service center 302, and the key file KF shown in Fig. 
5B is produced in the EMD service center 302 . 
5 The EMD service center 302 sends the produced key 

file KF to the corresponding content provider 301 . 

Also, the EIMD service center 302 stores the content 
files CF in the CF database 802a, stores the key files KF 
in the KF database 153a, and centrally manages the 

10 content files CF and the key files KF by using the 

content IDs allocated to the individual content data . At 
this time, the content IDs are produced by for example 
the EMD service center 302 and globally uniquely 
determined for the content data corresponding to all 

15 secure containers 831 stored in the common database 840. 
Next, in the content provider 301, a secure 
container 841 storing the content file CF and the key 
file KF received from the corresponding EMD service 
center 302 is produced, and the secure container 841 is 

20 stored in the common database 840. 

In the common database 840, secure containers 841 
provided by a plurality of content providers 301 are . 
centrally managed by using the content ID . 

The service provider 310 browses (searches through) 

25 the common database 840 by using for example the content 
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ID, receives the Intended secure container 841 from the 
common database 840, produces a secure container 842 
obtained by further storing for example the price tag 
data 312 indicating the sales price of the content in the 
5 secure container 841, and distributes the secure 
container 842 to the user home network 303. 

In the user home network 303, the secure container 
842 is provided to the SAM 305i etc. via the CA module 
in 311 in the case of on-line, in the SAM 305i etc., the 

rU 10 content key data Kc and the usage control policy data 106 

etc. stored in the key files KF are decrypted by using 
the distribution use key data KD^ to KD3 or the like, and 
y the handling such as the purchase form of the content 

H data stored in the content files CF is deteirmined based 

15 on the decrypted usage control policy data 106. 

Also, in the SAM 305i etc., the usage log data 308 
indicating the purchase log etc. of the content data is 
produced, and the usage log data 308 is transmitted to 
the EMD service center 302 . 
20 Also, where the secure container 822 is distributed 

from the SAM 3052 the user home network 303 to the SAM 
305i2 of the user home network 303a, processing similar 
to that in the SAM 3052 is carried out in the SAM 305^2 f 
and the usage log data 308 is transmitted from the SAM 
25 305i2 to the EMD service center 302. 
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Note that, the processings with respect to the 
secure container 807 In the user home networks 303 and 
303a are the same as the processings In the user home 
networks 103 and 303 In the above first embodiment and 
5 the second embodiment. 

Also, In the example shown In Fig. 139, the case 
where the secure containers storing the content files CF 
and the key files KF were sent from the content provider 
301 to the common database 840, from the common database 

10 840 to the service provider 310, and from the service 
provider 310 to the user home network 303 (the case of 
in-band) was exemplified, but It Is also possible to 
separately transmit the content files CF and the key 
files KF by the same route (the case of out-of-band) , 

15 Also, as shown In Fig. 140, It Is also possible If 

the content files CF are stored In the common database 
830 from the content providers 301, the service provider 
310 obtains the content files CF from the common database 
840 and, at the same time, the key files KF are sent from 

20 the EMD service center 302 to the service provider 310. 
At this time, the key files KF are sent to the content 
provider 301 from the EMD service center 302 
corresponding to the content providers 301 preparing the 
content files CF obtained by the service provider 310 . 

2 5 The service provider 310 stores the content file CF 
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obtained from the common database 840, the key file KF 
obtained from the EMD service center 302, and the price 
tag data 312 to produce the secure container 842 . 

The common database 830 centrally manages the 
5 content files CF by using the content IDs globally 
uniquely attached to the content data provided by a 
plurality of content providers 301 . 

Q 

•s, 

Also, as shown in Fig. 141, it is also possible if 

in the key files KF produced by the EMD service center 302 

- 

10 are sent to the SAMs 305i, 305^2 , etc. of the user home 

V* networks 303 and 303a. Also at this time, the key files 

3 

Ji KF are sent to the SAMs 305i, 305i2/ etc. from the EMD 

;f, service center 302 corresponding to the content providers 

301 preparing the content files CF provided to the SAMs 
15 305i, 305i2. etc. 

Also, the service provider 310 distributes the 
content files CF to the user home network 303. The price 
tag data 312 may be distributed by the service provider 
310 to the user home network 303 too or may be 
20 distributed by the EMD service center 302 to the user 
home networks 303 and 303a. 
Eighth embodiment 

Figure 142 is a view for explaining the EMD system 
of an eighth embodiment of the present invention . 
2 5 In the EMD system of the present embodiment, for 
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example, the content file CF shown in Fig. 5A produced by 
the EMD service center 302 by using the master source 
provided from the content provider 301 to the EMD service 
center 302 or the content file CF shown in Fig. 5A 
5 produced by the content provider 301 and provided to the 
EMD service center 302 and the key file KF shown in Fig. 
5B produced by the EMD service center 302 are distributed 
by the EMD service center 302 via the service provider 
310 or directly to the SAM 305i of the user home network 
10 303. 

Here, the service provider 310 sends the price tag 
data 312 indicating the sales price of the content file 
CF to the user home network 303 and, at the same time, 
registers and authenticates the price tag data 312 in the 

15 EMD service center 302. 

Also, the service provider 310 registers itself in 
the EMD service center 302 as the distribution business . 

In the EMD system of the present embodiment, for 
example, the SAM 305i of the user home network 303 

20 becomes the distribution business for distributing the 
content files CF and key files KF obtained from the 
service provider 310 or the EMD service center 302 to the 
SAM 3052 the user home network 303 and/or SAM 305^2 

etc. in the user home network 303a. 

2 5 Note, in this case, for example, the EMD service 
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center 302 prohibits selling (redistributing) the 
purchased content data C while adding a certain sales 
margin to obtain a profit after the SAM 305i purchases 
the content data C stored in the content file CF. 
5 In the EMD system of the present embodiment, it is 

permitted to the SAM 305i to copy the content data C to 
another SAM under the condition that content data for 
Jp which the purchase form is not determined or content data 

[11 C for which reproduction charge is determined as the 

Py 10 purchase form is redistributed without a sale profit 

p margin. Note that, this will be referred to as inter- 

apparatus redistribution . 
p Also, in the EMD system of the present embodiment, 

y inter-apparatus trade in a form without a sale profit 

15 margin is permitted for a content file CF (or secure 

container) distributed from the service provider 310 to 
the SAM 305i. 

Also, in the present embodiment, where the SAM 305i 
performs sells (distributes) the content data C in a form 

20 taking a sales profit margin, the SAM 305i registers 

itself in the EMD service center 302 as distribution 
business and receives permission and, at the same time, 
registers the price tag data 312 indicating the sales 
price of the content data C in the EMD service center 

25 302. Then, it directly receives the content file CF and 
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the key file KF from the CF database 802a and the KF 
database 153a in the EMD service center 302 not via the 
service provider 310 . 
Ninth embodiment 
5 Figure 143 is a view for explaining the EMD system 

of a ninth embodiment of the present invention . 

In the EMD system of the present embodiment, the 
characteristic feature resides in that each of the 
content providers 301 functions as an EMD service center 
10 302 in addition functioning as a content provider. 

In this case, where there are a plurality of content 
providers, each content provider 301 functions as an EMD 
service center 302 . 

A content provider 301 distributes a secure 
15 container 851 storing the content file CF and the key 
file KF to the service provider 310. 

The service provider 310 further adds the price tag 
data 312 to the content file CF and the key file KF 
stored by the secure container 851 to produce a secure 
20 container 852 and distributes this to the user home 
network 303. 

In the user home networks 303 and 303a, the purchase 
form etc. of the content file CF are determined based on 
the usage control policy data 106 stored in the key file 
25 KF, the usage log data 308 in accordance with that is 
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produced, and this xs transmitted to the EMD service 
center 302 in the content provider 301 . 

At this time, the usage log data 308 is produced for 
every content provider 301. 
5 The EMD service center 302 of the content provider 

301 distributes the profit paid by the users of the SAMs 
Q 305i and 305i2 with the corresponding service provider 310 

tu based on the usage log data 308. 

Cn Also, the log data concerning the distribution 

10 service is sent from the CA module 311 of the user home 
^ network 303 to the corresponding service provider 310, 

y whereby the charge processing with respect to the 

1—3 

distribution service is carried out in the service 
provider 310 . 

15 The present invention is not limited to the above 

embodiments . 

In the above embodiments , the case where audio data 
was used as the content data was exemplified, but it is 
also possible to use video data, audio and/or video data, 
2 0 text data, and a computer program or the like as the 
content data , 

Also, in the above embodiments, the case where the 
key files KF were produced in the ElMD service centers 102 
and 302 was exemplified, but it is also possible to 
2 5 produce the key files KF in the content providers 101 and 
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301. 

In this case, the format of the key file KF 
corresponding to Fig. 7 becomes as shown in Fig. 144. As 
shown in Fig. 144, the related key file KF has basically 
5 the same information as the key file KF shown in Fig. 7 
except that signature data produced by using the secret 
key data K^p^s th,& content providers 101 and 301 are 
used. 

Also, in the above embodiments, the case where the 

10 usage control status data 166 is transmitted from the 

user home networks 103 and 303 to the EMD service centers 
102 and 302 in real time was exemplified, but it is also 
possible if the usage control status data 166 is 
transmitted to the content providers 101 and 301 and/or 

15 service provider 310. By this, the content providers 101 
and 301 and the service provider 310 can quickly grasp 
the purchase situation of the contents provided and 
distributed by themselves and can reflect the same in 
their service thereafter . 

20 Below, effects by the KMD system of the above 

embodiments will be explained again while mentioning the 
related art and the problems thereof . 

With the ROM type storage media which had been used 
as the means for distributing digital content (content 

25 data) in the days when digital broadcasts (data 
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broadcasts) and the Internet and other digital networks 
were not so developed, the digital content was stored and 
distributed in an unencryped state. In the days when the 
digital network was not so developed, it was enough to 
5 consider methods for preventing casual copying by users 
on the user home network for the protection of the 
copyrights of these contents . 

In recent days where the digital network has been 
developed, however, since ROM type storage media carrying 

10 unencrypted content can be obtained by general citizens 
anytime and everywhere, any individual can purchase one 
and easily compress and upload the data on the network. 
Particularly, the Internet is a network connecting the 
entire world. Therefore, it becomes possible to freely 

15 upload the unencrypted content on the Internet and for 
people to download it on their own personal terminals. 
Accordingly, there has arisen a possibility of serious 
infringement of the copyrights of the owners of the 
content (content providers) . 

20 Further, it also becomes possible for people not to 

upload the content in the unencrypted state, but to bury 
electronic watermark information of their own in that 
content, encrypt the data, and charge for the data on 
their own and thereby deliberately sell the digital 

25 content on the Internet behind the scenes without the 
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secondhand sale of game software, part of the profit from 
the sales is not returned to the owners of the content. 
The owners have brought court actions against this, but 
these have been dismissed. This is very hard on the 
5 owners . Secondhand game software is sold in large volumes 
with a price of half or less of new software, therefore 
the market is very attractive for the users and a large 
vS influence is exerted upon the sale of new software, 

in Secondary usage of content means when a user who 

^ 10 purchases a ROM type storage medium on which digital 

content has been already stored by the owner of the 
content using the ROM type storage medium distributed as 
If^ a circulating means to obtain a profit further 

Q circulates the product. The fact that the purchasing 

15 user obtains a profit is not considered desirable from 
the standpoint of the (content provider) owner even if 
part of the profit is returned to it. With movie content 
etc., the owner of the content is protected by law in the 
form of recording rights/distribution rights . When 
20 purchasing content which an owner circulates in the 
public, the assumption is that it not be circulated 
further from the purchasing user. Groups of owners of 
game software have raised suits at courts to suppress 
secondary usage businesses attempting to apply such 
25 distribution right to game software as well. 
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Owners of content want to get distributors 
distributing digital content which they hold copyrights 
to under their control (they would like to know to whom 
the content is being distributed to) . When there is a 
5 distributor desiring to distribute digital content to 
which one holds a copyright so as to provide a 
distribution service and make a profit, a system is 
desirable by which the owner of the content can directly 
supply the digital content. 

10 Note that the distributor spoken of here designates 

a business that obtains a profit by collecting the profit 
margin of a few percent with respect to the price of the 
digital content. 

A case where a profit margin is collected when 

15 delivering digital content to another apparatus /storage 

medium is defined as a content trade session distribution 
service, while a case where a profit margin is not 
collected is defined as inter-apparatus redistribution. 
The latter is legal under the principle of supra- 

20 distribution. 

In the current system for management of distribution 
of digital content over the network where the service 
provider authors the content of its own distribution 
service from a ROM type storage medium storing 

25 unencrypted content circulated by the content provider 
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for a distribution service, when considering the 
situation where one digital content owned by the content 
provider is distributed by a plurality of service 
providers, irrespective of the fact that it is identical 
5 content, authoring is carried out so that the rights are 
cleared by a CA module/electronic settlement tool 
employed by each service provider. Therefore, the formats 
of the encryption key (content key data) to be used and 
the licensing conditions of the content (usage control 

10 policy data) are different according to each service 
provider, so common rights clearing rules cannot be 
provided on the user home network. In such a case, by 
settling up for all of the key data used by the CA 
modules /electronic settlement tools by the CA 

15 modules /electronic settlement tools of the network 

apparatuses and then following the SCMS rules , common 
rights clearing rules can be realized on the user home 
network . 

Also, even if the content encrypted by the key of a 
20 CA module/electronic settlement tool and the key data are 
passed through the network apparatus as they are and 
stored on a storage medium of the storage apparatus via 
the user home network bus (IEEE1394 or the like) and the 
purchase and settlement processing of the content can be 
25 performed remotely through the network apparatus from an 
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apparat:us connected to the 1394 bus, since there is a 
descrambler for decrypting the encrypted content in the 
network apparatus, in the end, reproduction cannot be 
carried out unless the content and the key data are 
5 returned back to the network apparatus at the time of 
reproduction (network CA) . 

As explained above, the existence of the ROM type 
storage mediiim storing unencrypted content, which has 
V} been widely circulated in the world up to the present, is 

10 at the root of the problem for current digital content 

network distribution services. This is a system where the 
IZ^ foirm of the digital content can be produced by a person 

?il other than the content provider and where a person 

n selling the content to a user can obtain payment for it. 

15 Therefore, the profit of the content provider is 

illegitimately infringed by_secondary usage of the 
content. Also, the distribution of the authored digital 
content is not strictly managed by the content provider, 
therefore it is difficult to monitor all profits earned 
20 by the digital content which it holds a copyright to and 
if its share of the profits is being returned to it. 

The EMD system of the embodiments explained above 
solves the conventional problems mentioned above . 

Namely, in the EMD system of the present embodiment, 
25 the digital contents authored by the content provider are 
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all managed in a database on the content provider side by 
preparing content format and usage control policy data on 
the content provider side. The usage control policy data 
of the content is further authenticated and registered in 
5 the EMD service center (clearinghouse) as a third party 
reliable authority manager . 

By doing this, the interested parties of the content 
provider can place the rights clearing rules of the 
digital content completely under their control and manage 

10 the distribution channels at the content provider side. 
Also, in the present case, steps are taken so that a 
distributor interposed between the user cannot see the 
content of the data of the usage control policy produced 
at the content provider side. 

15 Also, in the EMD system of the present embodiment, 

the ROM type storage medium is considered as one means of 
distribution and the existence of the digital content 
stored there is freed from the ROM type storage medium. A 
content format having value of existence by solely 

2 0 digital content without regard as to means of 

distribution and channels of distribution is proposed. 
The digital content is managed in a certain prescribed 
format on the content provider side . Therefore , by 
considering the mounting of the digital content of that 

2 5 format in a ROM type storage medium, whether the content 
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is circulated as a ROM type storage medium or circulated 
over a digital network, it becomes possible to provide 
common rights clearing rules for ROM -> RAM and for 
network -> RAM on the user home network. This is provided 
5 so that sale sessions of the digital content are all 

defined and managed by the content provider. Due to this, 
common rights clearing not depending on the means of 
distribution or the channel of distribution becomes 
possible. Also, by stipulating this format of content 

10 defined at the content provider side as the minimum unit 
for trading the digital content, common rights clearing 
rules can be provided without regard as to the type of 
the content format used in the subsequent distribution 
process. By returning the charge information produced at 

15 the time of purchase at the user home network not to the 
service provider, but to the EMD service center as a 
third party reliable authority manager and returning it 
therefrom to the service provider, the problems of the 
business of secondary usage of content were solved. 

2 0 As explained above, according to the present 

invention, it becomes possible to handling data in the 
data processing device of the content data provided by 
the data providing apparatus based on the usage control 
policy data of the data providing apparatus . 

2 5 As a result, it becomes possible to suitably protect 
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^ A^^^ bv the interested 
-a p.o..a.„, .PP-«s ana a. «. 

i„««,tad party can be reduced. 



